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SOF Weapons Training Facility DACAZ21-03-R-0024
Fort Bragg, North Carolina

APPENDIX F

COMPREHENSIVE INTERIOR DESIGN (CID) REQUIREMENTS

The preparation of the Comprehensive Interior Design is part of the Base Bid. The pro-
curement of the items specified in the Comprehensive Interior Design will be accom-
plished separate from this contract. The installation of these items will be an Option to
the Base Bid as indicated in the Bidding Schedule. If awarded, the Contractor shall in-
stall the modular office furniture and other items listed in the Contractor-prepared CID.
The furniture shall be coordinated with the prepared and approved Furniture Placement
drawings developed in the SID package. Installation shall include scheduling shipments
from vendors, accepting delivery at the site, unloading, inventorying, securing and in-
stalling the items.

The CID shall involve all the furniture-related components necessary to complete the
interior environment. The necessary components shall include all loose furni-
ture/furnishings/artwork. Refer to Section 01010, paragraph 23 (Comprehensive Inte-
rior Design) and Appendix D, Functional Room Requirements for additional criteria. Re-
fer to enlarged plans in Appendix E for furniture location. The following information
represents the known and required equipment items to be included in the Contractor-
prepared CID.
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SOF WEAPONS TRAINING FACILITY FORT BRAGG, NC GOVERNMENT FUNDED CONTRACTOR INSTALLED

(PN: 43908 - SN: DACA21-00-0002) EQUIPMENT LIST (FURNITURE)
Line Function/ Dimension Line
ltem | Nomenclature Vendor/Mfr Qnty Location Cost (1lea) (WxLxH) Remarks Item

Machine Shop 8' x 8' L-Shaped

Workstation n/a 2  |(M-112) n/a Cubicle Durable materials for Industrial use
Org. Maintenance 8' x 8' L-Shaped

Workstation n/a 2 |(M-127) n/a Cubicle Durable materials for Industrial use

8' x 8' L-Shaped
Workstation n/a 2 |X-Ray (M-121) n/a Cubicle Durable materials for Industrial use
8' x 8' L-Shaped

Workstation n/a 1 |Magnetic (M-119) n/a Cubicle Durable materials for Industrial use
Heavy Weapons 8' x 8' L-Shaped

Workstation n/a 2  |(M-133) n/a Cubicle Durable materials for Industrial use
Stock Room 8' x 8' L-Shaped

Workstation n/a 6 |[(M-135) n/a Cubicle Durable materials for Industrial use
Light Weapons 8' x 8' L-Shaped

Workstation n/a 2 |(M-136) n/a Cubicle Durable materials for Industrial use
Instructor Admin 8' x 8' L-Shaped

Workstation n/a 13 |(T-114) n/a Cubicle Durable materials

Workstation n/a 1 |Office (T-115) n/a Workstation for enclosed office

Workstation n/a 1 |Office (T-116) n/a Workstation for enclosed office

Workstation n/a 1 |Office (T-117) n/a Workstation for enclosed office

Workstation n/a 1 |Office (T-118) n/a Workstation for enclosed office

Workstation n/a 1 |Office (M-105) n/a Workstation for enclosed office

Knight Architects, Inc. Equipment List - Page 1




SOF WEAPONS TRAINING FACILITY FORT BRAGG, NC GOVERNMENT FUNDED CONTRACTOR INSTALLED

(PN: 43908 - SN: DACA21-00-0002) EQUIPMENT LIST (FURNITURE)
Line Function/ Dimension Line
ltem | Nomenclature Vendor/Mfr Qnty Location Cost (1lea) (WxLxH) Remarks Item

Workstation n/a 1 |Office (M-106) n/a Workstation for enclosed office

Workstation n/a 1 |Office (M-109) n/a Workstation for enclosed office

Workstation n/a 1 |Office (I-102) n/a Workstation for enclosed office

QC Workstation n/a 1 |Vestibule (T-101) n/a Movable receptionist style desk
Machine Shop

Task chairs n/a 2  |(M-112) n/a Durable materials for Industrial use
Org. Maintenance

Task chairs n/a 2 |(M-127) n/a Durable materials for Industrial use

Task chairs n/a 2 |X-Ray (M-121) n/a Durable materials for Industrial use

Task chairs n/a 1 |Magnetic (M-119) n/a Durable materials for Industrial use
Heavy Weapons

Task chairs n/a 2  |(M-133) n/a Durable materials for Industrial use
Stock Room

Task chairs n/a 6 |[(M-135) n/a Durable materials for Industrial use
Light Weapons

Task chairs n/a 2 |(M-136) n/a Durable materials for Industrial use

Task chairs n/a 1 |Vestibule (T-101) n/a Durable materials for Industrial use
Classroom

Task chairs n/a 15 |(T-107) n/a Durable materials for classroom use
Classroom

Task chairs n/a 40 |(T-120) n/a Durable materials for classroom use
Classroom

Task chairs n/a 40 |(T-121) n/a Durable materials for classroom use
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SOF WEAPONS TRAINING FACILITY FORT BRAGG, NC GOVERNMENT FUNDED CONTRACTOR INSTALLED

(PN: 43908 - SN: DACA21-00-0002) EQUIPMENT LIST (FURNITURE)
Line Function/ Dimension Line
ltem | Nomenclature Vendor/Mfr Qnty Location Cost (1lea) (WxLxH) Remarks Item

Classroom
Task chairs n/a 41 |(T-122) n/a Durable materials for classroom use
Instructor Admin
Task chairs n/a 13 |(T-114) n/a Durable materials
Task chairs n/a 3 |Office (T-115) n/a Durable materials
Task chairs n/a 3 |Office (T-116) n/a Durable materials
Task chairs n/a 3 |Office (T-117) n/a Durable materials
Task chairs n/a 3 |Office (T-118) n/a Durable materials
Task chairs n/a 1 |Office (M-106) n/a Durable materials
Task chairs n/a 1 |Office (M-106) n/a Durable materials
Task chairs n/a 1 |Office (M-109) n/a Durable materials
Task chairs n/a 3 |Office (1-102) n/a Durable materials
Tables n/a 12 |Break (M-130) n/a 2'x 3'tables  |Break room tables (lounge)
Tables n/a 18 |Break (T-106) n/a 2'x 3'tables  |Break room tables (lounge)
Chairs n/a 24  |Break (M-130) n/a Break room chairs (lounge)
Chairs n/a 36 |Break (T-106) n/a Break room chairs (lounge)

Knight Architects, Inc. Equipment List - Page 3




SOF WEAPONS TRAINING FACILITY FORT BRAGG, NC GOVERNMENT FUNDED CONTRACTOR INSTALLED

(PN: 43908 - SN: DACA21-00-0002) EQUIPMENT LIST (FURNITURE)
Line Function/ Dimension Line
Item ] Nomenclature Vendor/Mfr Qnty Location Cost (lea) (WxLxH) Remarks Item

Coordinate size of cart with Simulator
Mobile Cart n/a 1 |Simulator Room n/a 3'x6' equipment in this room.
Conference Room Room to seat min. 36 persons. Not
Conference table n/a 1 |(M-110) n/a 5'x 18" or similar |all to sit at Conference Table.
Conference Room Room to seat min. 30 persons. Not
Conference table n/a 1 [(T-112) n/a 5'x 18' or simialr |all to sit at Conference Table.
Instructor Admin
Conference table n/a 1 [(T-114) n/a 5'x 18' or simialr | Table to seat min. 20 persons.
Conference Room
Conference chairs n/a 36 |[(M-110) n/a
Conference Room
Conference chairs n/a 30 |[(T-112) n/a
Instructor Admin
Conference chairs n/a 20 |[(T-114) n/a
Classroom Similar to tables used in Armament
Light work table n/a 40 |(T-120) n/a 3'x4 Center (see line item 48 App E)
Classroom Similar to tables used in Armament
Light work table n/a 40 |(T-121) n/a 3'x4 Center (see line item 48 App E)
Classroom Similar to tables used in Armament
Light work table n/a 41 |(T-122) n/a 3'x4 Center (see line item 48 App E)
Instructor Admin
Lockers n/a 20 |[(T-114) n/a 2'x 2 7' tall lockers for TA-50 Gear
Classroom
Computer table n/a 15 |(T-107) n/a 3'x5' Computer workstations or desks
General wall Instructor Admin
cabinet n/a 2  |(T-114) n/a 5'x2'x6
Instructor Admin
Book cases n/a 2  |(T-114) n/a 4'x18"x6'

Knight Architects, Inc. Equipment List - Page 4




SOF Weapons Training Facility DACA21-03-R-0024
Fort Bragg, North Carolina

APPENDIX G

STRUCTURAL INTERIOR DESIGN (SID) REQUIREMENTS

The Structural Interior Design (SID) shall involve the selection and sampling of all ap-
plied building related finishes necessary to complete the buildings interior and exterior
architecture. The preparation and procurement of the Structural Interior Design are part
of the Base Bid. Refer to Section 01010, paragraph 22 (Interior Design) for additional
criteria. The following information represents the approved Exterior Color Selections
and Site Elements Color Standards for the SOF Weapons Training Facility. All exterior
colors must be approved by the Architectural Review Board during construction.
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SOF Weapons Training Facility DACA21-03-R-0024
Fort Bragg, North Carolina

AFZA-PW-C EXTERIOR COLOR SELECTION 25 JUNE 2002

All colors refer to Federal Standard Colors 595b.

(x) Wall/ Siding - brick — Palmetto 1.25 Greystone, cast concrete 23617, or earthtone
split-face CMU, standard gray mortar. Accents may be used which are similar, for
instance Palmetto 1.5 as a dark accent. (X) Columns — match above

(x) Lintels — cast stone or masonry, match wall

(x) Calking/ Sealant at expansion joints - match wall color

(X) Trim - match 23617

(x) Window - bronze 24084 —bronze

(x) Window glass — dark bronze, non-reflective.

(x) Sealant at windows - 24084

(x) Personnel (Entrance) Doors and frame — dark bronze

(x) Equipment/Access doors and frame — match wall or 20059

(x) Overhead Doors and frame - 20059

(x) Storefront — dark bronze

(x) Handrails-dark bronze

(x) Under roof overhangs (Soffits) 23617

(x) Stairs and loading docks — dark bronze

(x) Bollards —brown 20059. At loading docks and vehicle intensive areas use brown
and yellow 13655. Yellow is at 45 deg. 3” stripes

(x) Awnings/ Shutters - 20059

(x) Louvers- match wall

(x) Shingles/ Roofing — Weathered Gray by GAF if shingles, and medium bronze if
metal.

(x) Fascia- dark bronze

(x) Rake flashing — dark bronze

(x) Exposed flashing — dark bronze

(x) Roof mounted equipment- match roof or if silhouetted against sky, medium grey -
26521

(x) Gutters- dark bronze

(x) Downspouts- Light Stone - match wall

(x) Objects on wall - match wall

(x) Exterior wall mounted Lights — 24084 — dark bronze

(x) Ground mounted equipment - 20059

(x) Caulking and sealants at windows or other

(x) Site elements color selections — see below
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SOF Weapons Training Facility DACA21-03-R-0024
Fort Bragg, North Carolina

PWBC SITE ELEMENTS COLOR STANDARDS 4 JUNE 1999

All colors refer to Federal Standard Colors 595b. COLORS FOR BUILDINGS, UTILITY
BUILDINGS, AND CONEXES ARE NOT ADDRESSED IN THIS STANDARD.

SIGNS

Street sign posts and backs......... dark brown....20059
Unit and organizational sign backs and posts..20059

Redwood signs......... Cabot stain #0534 Mission Brown
Monument signs on masonry bases.......... bronze....... 24084
FENCES
Wood............... Cabot stain #0534. Mission Brown
Dumpster enclosures............... Mission Brown
Equipment enclosures.............. Mission Brown
Privacy fences.................... Mission Brown

If a fence has been painted, it should be painted
Color No. 20059 with acrylic latex.

WROUGHT IRON FENCING - bronze................. 24084

HANDRAILS, postwide, where attached to buildings - bronze....24084
postwide, free standing not attached to buildings —Mission Brown... 20059

EQUIPMENT

Traffic Signal control boxes................... 20059
Bike racks........ccccoeviiiiiiniiieenen, 20059
Dumpsters........ccccoeiiii, 20059

PT equipment.........ccccceeevcvveeeeeennnee 20059

Fire hydrants, post indicator valves, transformers,
HVAC units, telephone cabinets, gas meters and other
objects out away from buildings in yards.....dark brown......20059

BOLLARDS -Type I, high visibility - 20059
TYPE Il, industrial - mission brown(20059) and yellow(23655)
3” diagonal striped

PETROLEUM STORAGE TANKS, generators

beige........cccooiiiiiei 23617
SCULPTURE
Tanks, cannon, statues etc.......... bronze.....24084
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SOF Weapons Training Facility
Fort Bragg, North Carolina

PORTOLETS........ccoveenneen. beige........... 23617
FLAG POLES AND EXTERIOR LIGHT POLES
Main post, general............ bronze............ 24084
Main post parade field........... white........ 17925

Other parts of post, match the trim on the building,
either natural aluminum or bronze.

APPENDIX G - PAGE 4 OF 4
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SOF Weapons Training Facility DACA21-03-R-0024
Fort Bragg, North Carolina

APPENDIX H

ADDITIONAL SITE DESIGN CRITERIA

Contents:

Part 1: Geotechnical Recommendations

Part 2: Redundant Primary System

Part 3: Telecommunications Duct Line Extension
Part 4: Fire Flow Test

Part 5: Pecolation Tests

Part 6: Environmental Analysis

Part 7: Existing Caswell Road Range 1-40 Trailer
Part 8: Seismic Study Results

Part 9: Asbestos and Lead Based Paints Survey
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SOF Weapons Training Facility DACA21-03-R-0024
Fort Bragg, North Carolina

APPENDIX H - PART 1

GEOTECHNCIAL RECOMMENDATIONS
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APPENDIX H - PART 1

SUBSURFACE EXPLORATION
AND
GEOTECHNICAL ENGINEERING REPORT
(PRELIMINARY)

SOF WEAPONS TRAINING FACILITY
L.l. 43908, FY-03
Fort Bragg, North Carolina

By
Soils Section
Geotechnical & HTRW Branch

U.S. Army Engineer District, Savannah

16 April 2003
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SUBSURFACE EXPLORATION AND
GEOTECHNICAL ENGINEERING REPORT
(PRELIMINARY)

SOF WEAPONS TRAINING FACILITY
L.I. 43908, FY-03
Fort Bragg, North Carolina

16 April 2003

1. PURPOSE. The Government has conducted a preliminary geotechnical investigation for the
proposed project. Thisreport provides an overview of the site conditions, including subsurface soil
and groundwater conditions, and preliminary recommendations pertaining to the geotechnical
design and construction of the project.

2. QUALIFICATION OF REPORT. Thefield explorations performed for this report were
made to determine the subsurface soil and groundwater conditions and were not intended to
serve as an assessment of site environmental conditions. No effort was made to define,
delineate, or designate any areas of environmental concern or of contamination. Any
recommendations regarding drainage and earthwork construction are made on the basis that such
work can be performed in accordance with applicable laws pertaining to environmental
contamination.

3. PROJECT DESCRIPTION. The scope of work includes the design, site preparation and
construction of anew one story 73,500 square foot Weapons Maintenance and Training Facility
and a new one story 2,500 square foot Weapons Supplies Handling Facility.

Weapons Maintenance and Training Facility: The new multi-functional Weapons Storage and
Maintenance Facility (WSMF) consists of an armament and weapons training center. The
armament center includes weapons i ssue/turn-in/cleaning, organizational shop, light weapons
shop, heavy weapons shop, weapons parts/supply room, national match shop, optical, chemical,
refinishing shop, bluing shop, weapons storage vault, dock and receiving area, air defense
artillery (ADA) and anti-tank (AT) simulator systems, storage, maintenance and roof top deck ,
platform for ADA traectory tracking, and indoor test firing range. The weapons training center
includes classrooms, instructional preparation space for instructors, offices, and support spaces.
Supporting facilities will include fire protection system, information systems, electrical systems,
concrete tank crossings, and other site improvements.

Approximately 73,500 square feet of areais required to construct the single story multi-
functional weapons storage and maintenance facility (WSMF). The project includes expansion
of Chicken Road and MacRidge Road by adding turning lanes and a traffic signal, adriveway
with reinforced concrete for heavy vehicle travel, a perimeter security fence with access gate,
separate and secure parking areas for staff and instructor/student vehicles, and a secure loading
dock area. The anticipated maximum foundation column load in the Weapons Training and
Maintenance Facility is approximately 80 kips.



Weapons Supplies Handling Facility: The 2500 square foot Weapons Supplies Handling Facility
is a detached building that provides screening and inspection of all deliveries (i.e. weapons,
equipment, supplies, and parts) and delivery vehicles to the Armament Center and Weapons
Training Center. The building consists of aloading dock, large indoor and outdoor temporary
holding areas, and support offices.

An 8-inch thick blast resistant reinforced concrete wall or reinforced masonry wall will be used
at the face of the facility facing the handling facility. The roof will be 4-inch thick reinforced
concrete. The anticipated maximum foundation load on the strip footings of the Weapon
Supplies Handling Facility is one kip per foot.

4. EXPLORATION PROCEDURES.

a. Site Reconnaissance. Prior to the field exploration, the site and surrounding areas
were visually inspected by a geotechnical engineer. The observations were used in planning the
exploration, in determining areas of specia interest, and in relating site conditions to known
geologic conditionsin the area.

b. Field Exploration.

(1) Subsurface conditions at the project site were explored by nine soil test borings
(designated B-2 through B-15, excluding borings B-1, B-3, B-5, B-8, B-10 and B-12) drilled at the
approximate locations shown on the grading and drainage plan included in the drawings with this
RFP. Depths of the borings ranged from 5 to 25 feet below existing ground surface.

(2) Boring locations were established in the field by an engineer by measuring distances
and estimating right angles from existing roads, fences, and other features. Since the measurements
were not precise, the locations shown on the boring location plan should be considered approximate.

(3) Froehling & Raobertson, Inc. (F&R), under contract to the Savannah District,
drilled the borings utilizing the Standard Penetration Test (SPT). The borings were drilled with
an ATV-mounted CME 550 drill rig; a 2%+inch I.D. hollow-stem auger was used to advance the
boreholes. Soil sampling and Standard Penetration Testing (SPT) were in substantial accordance
with ASTM D 1586. In the Standard Penetration Test (SPT), a soil sample is obtained with a
standard 1%2inch I.D. by 2 inches O.D. split-barrel sampler. The sampler isfirst seated 6 inches
and then driven an additional 12 inches with blows from a 140 pound hammer falling a distance
of 30 inches. The number of blows required to drive the sampler the final 12 inchesis recorded
and is termed the “ standard penetration resistance”, or the “N-value’. Penetration resistance,
when properly evaluated, is an index of the soil’ s strength, density, and foundation support

capability.

(4) Representative portions of the soil samples taken in the field were sealed in
airtight containers and transported to the driller’ s laboratory where they were examined by an
engineer to confirm the driller’ sfield classifications. Classification of the soil samples was
performed in general accordance with ASTM D 2488 (Visual-Manual Procedure for Description
of Soils). The soil classifications include the use of the Unified Soil Classification System
described in ASTM D 2487 (Classification of Soilsfor Engineering Purposes). Since the soil



descriptions and classifications are based on visual examination, they should be considered
approximate, except where samples were subjected to laboratory testing, as described below.

(5) Soail boring logs graphically depicting soil descriptions, standard penetration
resistances, and observed groundwater levels are shown on the drawings with this RFP.

c. Laboratory Soils Testing. Twelve of the samples were selected for grain-size
distribution and/or Atterberg limitstesting. The purpose of the laboratory testing wasto aid in
our evaluation of the subsurface soils and in confirming the field classifications. The laboratory
tests were performed in substantial accordance with applicable ASTM standards. Results of the
|aboratory testing are shown on the drawings included with this RFP.

d. Soil Percolation Testing. Four percolation tests were performed at the project site.
For percolation test results, refer to Appendix H, Part 5 of this RFP.

5. SITE AND SUBSURFACE CONDITIONS.
a. SiteDescription

The project siteislocated in the MacRidge Training Areaimmediately southeast of the
intersection of MacRidge Road and Chicken Road. The site is wooded and undevel oped with
only electrical and water utilities present. The ground elevations at the proposed SOF Weapon
Training and Maintenance Facility site varies from 283 feet to 298 feet and the finished floor
elevation is at 298 feet. Therefore, maximum anticipated fill will be approximately 15 feet. The
ground elevations at the proposed Weapons Supplies Handling Facility site varies from 283 feet
to 285 feet and the finished floor elevation is at 290 feet. Therefore, maximum anticipated fill
will be approximately 7 feet. The ground elevation of the proposed student parking, which is
located adjacent to the SOF Weapon Training and Maintenance Facility varies from elevation
296 feet to 290 feet and the top elevation of the proposed pavement varies from 294.7 feet to
288.7 feet. Therefore, a maximum cut of about 2 feet may be anticipated in the existing grade
where the student parking is proposed.

b. Area and Site Geology.

Fort Bragg is situated in the Sand Hills area of the Coastal Plain physiographic province of North
Carolina. The Coastal Plain extends westward from the Atlantic Ocean to the Fall Line, a
distance of about 130 miles. The Fall Lineisthe boundary between the Coastal Plain and the
Piedmont physiographic provinces. Geologic unitsin the area, ranging from oldest to youngest,
include the Carolina Slate Belt rocks, which comprise the basement rock, the Cape Fear
Formation, and the Middendorf Formation. The Cape Fear and Middendorf Formations overlie
the basement rock and are part of the generally southeastward-dipping and thickening wedge of
sediments that constitute the Atlantic Coastal Plain deposits. The Middendorf Formation is
exposed at land surface throughout the area. The formation is composed of tan, cross-bedded,
medium- and fine-grained, micaceous quartz sand and clayey sand interbedded with clay or
sandy clay lenses or layers. Layers of hematite-cemented sandstone occur locally throughout the
Middendorf Formation as do thin layers of hard kaolin and kaolin-cemented sandstone. Below



the water table, these units are generally friable or plastic. In places, the Middendorf Formation
isamottled orange, gray, and tan color with streaks and laminae of red and purple hematite and
manganese oxide stains.

c. Subsurface Conditions.

(1) The natural in situ soils encountered in the soil borings drilled at the project site
are typical coastal plain sediments. Topsoil was encountered in the grassed areas and varied in
thickness from 2 inches to 4 inches. Below the topsoil, the surface of the site is mantled
predominantly by poorly graded sand SM (exception of boring B-7) commonly very loose to
loose (N- values of 2 to 5 blows per foot). Below the mantle of sand, interbedded layers of
clayey silt and/or poorly graded sands were encountered to the termination depths of the borings.
Based on the Unified Soil Classification System, these soils are classified as MH, CH, CL, ML and
SC. The standard penetration resistances, or N-values, for these soils range from 6 to 28 blows per
foot in the cohesive soil materials, and 13 to 23 in the cohesionless materials. Thisindicates medium
stiff to very stiff consistency in the clay materials, and medium dense sandy materials.

(2) The above subsurface descriptions are of a generalized nature to highlight the major
subsurface stratification features and material characteristics. The boring logs shown on the
drawings should be reviewed for specific information at individual boring locations. The
stratifications shown on the boring logs represent the conditions only at the actual boring
locations. Variations may occur and should be expected between boring locations. The
stratifications represent the approximate boundary between the subsurface materials; the actual
transition may be gradual.

d. Groundwater Conditions

(1) Water levels were measured in the borings at termination of drilling and again at
24 hours after completion of drilling. No ground water was encountered in any of the soil
borings.

(2) Absence of groundwater data does not necessarily mean that groundwater will
not be encountered at the locations of the borings. Groundwater levels will fluctuate with
seasonal and climatic variations, variations in subsurface soil conditions, and construction
operations. Therefore, groundwater conditions in the future, and at other locations on the site,
may differ from the conditions encountered at the boring locations, on the dates the borings were
performed.

6. ENGINEERING EVALUATIONSAND RECOMMENDATIONS.

a. General. Thefollowing conclusions and recommendations are based on the information
available on the proposed structures, observations made at the project site, interpretation of the data
obtained from the soil test borings, and our experience with soils and subsurface conditions similar
to those encountered at the site. Since the test borings represent avery small statistical sampling of
the subsurface conditions, it is possible that subsurface conditions substantially different from those
indicated by the test borings could be encountered during the construction. In such instances,



adjustments to the design and construction of the proposed structures might be necessary, depending
on the actua conditions.

b. General Site Preparation.

(1) To preparethe sitefor construction, any debris should be removed from areas of
the proposed structures and pavements. Then, the cleared areas should be grubbed and stripped of
all vegetation, topsoil, roots and all organics, and other deleterious materials. Clean topsoil can be
stockpiled and reused later in landscaped areas. It is recommended that the zone of stripping extend
aminimum of 10 feet outside the outer edges of the structure. Any existing utilities in construction
areas should be located and rerouted, as necessary.

(2) Areasto receivefill and excavated subgrade areas of buildings and pavements
should be prepared asfollows. Surface areas containing poorly graded sand and silty sand should
be densified by compaction with avibrating roller weighing at least 7 tons. Areas of cohesive soils
such as clayey sands, silts and clays, should be proofrolled with aloaded tandem-axle dump truck or
similar rubber-tired equipment. Soils which are observed to rut or deflect excessively under the
moving load should be undercut to firm soil and backfilled with properly compacted, suitable soils.
The proofrolling should be performed only during and following a period of dry weather.

c. Foundation Design and Construction.

(1) Given the proposed site and the proposed types of structures, it isour opinion
that shallow spread foundations can be used for support of the proposed buildings.

(2) Footings should be supported on the natural in situ soils or on properly compacted
structurd fill. Column footings and load-bearing wall footings should have minimum dimensions
of 30 and 24 inches, respectively, and should be located at a minimum depth of 24 inches below
finish floor or finish grade, as appropriate. Non load-bearing wall footings should have a minimum
width of 18 inches and should be located at a depth of 18 inches below finish floor or finish grade,
as appropriate.

(3) Foundations can be supported on the firm to stiff highly plastic clays (CH and MH);
however, extra measures should be taken to preserve the integrity of the bearing surface in such
soils. The tendency to absorb water causes the soilsto swell causing softening and deterioration.

(4) Foundation excavations should be concreted as soon as practical following
excavation. Exposure to the environment could weaken the soils at the footing bearing level should
the foundation excavations remain open for an extended period of time. Bottoms of foundation
excavations should be inspected immediately prior to placement of reinforcing steel and concrete to
verify that adequate bearing soils are present and that all debris, mud, and loose, frozen or water
softened soils are removed. If the bearing surface soils have been softened by surface water
intrusion or by exposure, the softened soils must be removed to firm bearing, and replaced with
additional concrete during the concreting, or replaced to design subgrade with No. 57 or No. 67
stone, compacted to anon-yielding condition. To minimize the exposure, the fina excavation (4 to
6 inches) to design subgrade could be delayed until just prior to placement of reinforcing steel and



concreting. Foundation excavations must be maintained in a drained/dewatered condition
throughout the foundation construction process.

d. Site Classification for Seismic Design. The project site should be classified as Site
Class D for the purpose of determining maximum considered earth spectral response
accelerations Sys and Sy, in accordance with “NEHRP” Recommended Provisions for Seismic
Regulations for New Buildings and Other Structures,” 1997 Edition.

e Concrete Slabs-On-Grade.

(1) Based upon our past experience and the subsurface conditions encountered at the
site, concrete floor dabs can be supported on densified in situ soils or on fill soils placed and
compacted in accordance with the recommendations presented in this report regarding structural fill.
We recommend that al concrete dabs-on-grade in inhabitable areas, including storage aress, be
underlain by aminimum of 4 inches of open graded, washed pea gravel, or stone, often termed
“capillary water barrier,” to prevent the capillary rise of groundwater. Nos. 57, 67, 78, or 89 stone
could be used. We a so recommend that a moisture vapor barrier consisting of lapped polyethylene
sheeting having a minimum thickness of 6 mils be provided beneath the building floor dabsto
reduce the potential for dab dampness from soil moisture. Concrete dabs should be jointed around
columns and along supported walls to minimize cracking due to possible differential movement.

(2) Construction activities and exposure to the environment often cause deterioration of
the prepared dab-on-grade subgrade. Therefore, we recommend that the dab subgrade soil be
inspected and evauated immediately prior to floor dab construction. The evaluation might include
acombination of visual observations, hand rod probing and field density teststo verify that the
subgrade has been properly prepared. If unstable soil isreveaed, the affected soil should be
removed to firm bearing, and replaced to design subgrade with suitable structural fill soil placed and
compacted as recommended, or replaced with additional capillary water barrier material.

f. Pavement Design. High plagticity clays and silts (CH and MH) are prevalent in the site
subsoils, and it is probable they will be encountered in the subgrade of some of the pavement.
These types of soils are poor as a subgrade materia; they can have both high compressibility and
expansion characteristics and are practically impervious. Also, the soilswill deteriorate when
exposed to water and/or construction equipment traffic. Should these materials be encountered at
the finish subgrade elevations in areas of pavement, they should be undercut and replaced with
properly compacted sandy soils. In lieu of excavation and replacement, lime or cement stabilization
could be utilized to provide a satisfactory subgrade. Also, an increased thickness of base course
material underlain by a separation geotextile could be used. The successful proposer shall be fully
responsible for acceptable pavements.

g. Groundwater Considerations.

(2) “Perched water” conditions could be encountered, and the accumulation of run-off
water or seepage at the base of excavations may occur during foundation construction and site work.
Where seepage is encountered at shallow depths, pumping from filtered sumps and/or the use of
perimeter trenchesto collect and discharge the water away from the work area should be utilized.



(2) Water should not be allowed to collect near the foundation or on floor slab areas
of the building either during or after construction. Undercut or excavated areas should be sloped
toward one corner to facilitate removal of any collected rainwater, groundwater, or surface
runoff. Positive site drainage should be provided to reduce infiltration of surface water around
the perimeter of the building and beneath the floor slabs.

h. Structural Fill. Inorder to achieve high density structural fill, the following evaluations
and recommendations are offered:

(1) Based on the soil test borings, excavated on-site soils (excluding any organics and
debris) can be used as structural fill. Some moisture content adjustment will probably be necessary
to achieve proper compaction. Due to the high plasticity of some of the clays and silts (CH and
MH), increase and decrease of the moisture content in these soils may require considerable effort.
Furthermore, excavation of these in situ soils generally produces chunks and clods. Considerable
manipulation and working with disc harrows might be required to produce uniform moisture content
and afill material of uniform texture free of chunksand clods.

(2) We recommend that the contractor have appropriate disc harrows on site during
earthwork for both drying and wetting the soils.

(3) Materias selected for use as structural fill should be free from roots and other
organic matter, trash, debris, and frozen soil, and stones larger than 3 inchesin any dimension. The
following soils represented by their Unified Soil Classification System (ASTM D 2487) group
symbolswill be suitable for use as structura fill: GC, GM, SP, SW, SC, SM, CL, ML, (CH and MH
on-ste). Thefollowing soil types are considered unsuitable: Pt, OH, OL, GP, GW, (CH and MH
borrow).

(4) Suitablefill soils should be placed in lifts of maximum 8 inches loose measurement.
The soil should be compacted by mechanical means such as steel drum, sheepsfoot, tamping, or
rubber-tired rollers. Compaction of claysis best accomplished with a sheepsfoot or tamping roller.
Periodically rolling with heavily loaded, rubber-tired equipment may be desirable to seal the surface
of the compacted fill, thus reducing the potential for absorption of surface water following arain.
This sealing operation is particularly important at the end of the workday and at the end of the week.
Within confined areas or foundation excavations, we recommend the use of manually operated,
internal combustion activated compactors (“wacker packers’ or ded tamps). The compactors
should have sufficient weight and striking power to produce the same degree of compaction that is
obtained on the other portions of thefill by the rolling equipment as specified. Where hand
operated equipment is used, the soils should be placed in lifts of maximum 4 inches loose
measurement.

(5) Werecommend the structurd fill and subgrades be compacted to the following
minimum percents of the modified Proctor maximum dry density (ASTM D 1557):

Beneath structures and building 90 percent
dabs, to 5 feet beyond building

and structure line, around footings

and in trenches



Beneath paved areas, except top 12 inches 90 percent

Beneath paved areas, top 12 inches 95 percent

Beneath sidewalks and grassed areas 85 percent
i. Construction Quality Control Testing.

(1) Prior toinitiating any structural fill placement and/or compaction operations, we
recommend that representative samples of the soilswhich will be used as structura fill or subgrade,
both suitable on-site soils and off-site soils (borrow), be obtained and tested to determine their
classification and compaction characteristics. The samples should be carefully selected to represent
the full range of soil typesto be used. The moisture content, maximum dry density, optimum
moisture content, grain-size and plasticity characteristics should be determined. These tests are
required to determineif the fill and subgrade soils are acceptable and for compaction quality control
of the subgrades and structural fill. Testsfor the above soil properties should be in accordance with

the following:
Moisture Content ASTM D 2216
Maximum Dry Density and Optimum Moisture ASTM D 1557
Grain-Size (Wash No. 200, less hydrometer) ASTM D 422 and D 1140
Plagticity ASTM D 4318

(2) A representative number of in-place field density tests should be performed in the
subgrade of compacted on-site soils and in the structural fill and backfill to confirm that the required
degree of compaction has been obtained. In-place density tests should be performed in accordance
with the sand cone method prescribed in ASTM D 1556. We recommend at |east one density test
be performed for each 6000 square feet, or portion thereof, of compacted existing on-site soils,
subgrades, and in each lift of compacted structural fill. We also recommend that at least one density
test be performed for each 100 linear feet in the bearing level soils of continuous footings. Density
tests should be performed at 100-foot intervals along roadway subgrade soils. In addition, a density
test should be performed for each 150 linear feet of backfill placed per foot of depth in trenches for
utilities systems. Where other areas are compacted separately by manually operated compactors, a
minimum of one density test should be performed for every 250 square feet, or portion thereof, of
fill placed per foot of depth.

(3) Compaction control of soils requires the comparison of fill water content and dry
density values obtained in the field density tests with optimum water content and maximum dry
density. The performance of alaboratory compaction test on material from each field density
test would provide the most accurate relation of the in-place material to optimum water content
and maximum density, but it is not feasible to do this as the testing could not keep pace with fill
construction. We recommend that compaction control of the earthwork construction be
performed using a“family” of compaction curves and the one-point or two-point compaction
methods. Excerpts from construction specifications, which describe the approach and its use, are
included in the Appendices of the geotechnical report of this RFP.



(4) Any areathat does not meet the required compaction criteria should be reworked,
and retested. If the moisture content of the soil is within the recommended range, additional
compaction may be all that is necessary to increase the density. If the moisture content is not
within the recommended range, then, the moisture content should be adjusted to within the
range, and the area recompacted.

(5 All laboratory and field density testing should be performed by an approved
commercial testing laboratory qualified in this type of work.



APPENDIX

One-Point and Two-Point Compaction M ethods



Compaction Control

For fine grained (clayey and silty) soils and for sands with appreciable fines such that normal
shaped compaction curves are obtained, results of all compaction tests shall be plotted on a
common plot as afamily of curves. For each field density test performed, a one-point
compaction test, with additional points as needed, shall be performed on the same material on
which the field density test was conducted. The one-point compaction test shall be performed on
the dry side of the optimum moisture content. For comparison of field density data to the proper
laboratory compaction test results, the procedures for the one-point and/or two-point compaction
control methods as described in paragraph Compaction Procedure, shall be used. Compaction
curves plotted on the family of curves shall be of such a scale that the optimum moisture content
can be interpreted to the nearest 0.1 percent and the maximum dry density can be interpreted to
the nearest 0.1 pcf(or 2 kg/m®). When a one-point test plots outside the range of the family of
curves, an additional five-point compaction test shall be performed.

Compaction Procedure
Generd

The following paragraphs describe methods of relating field density data to desired or specified
values. Compaction control of soils requires comparison of fill water content and/or dry density
values obtained in field density tests with optimum water content and/or maximum dry density.
At aminimum, control shall be in accordance with the One-Point Compaction Method. Where
conditions require, the Two-Point Compaction Method shall be used.

One-Point Compaction Method

The material from the field density test is allowed to dry to awater content on the dry side of
estimated optimum, and then compacted using the same equipment and procedures used in the
five-point compaction test. Thorough mixing is required to obtain uniform drying; otherwise,
results obtained may be erroneous. The water content and dry density of the compacted sample
are determined and then used to estimate its optimum water content and maximum dry density as
illustrated in Figure 1 at the end of this section. In Figure 1, the line of optimumsiswell defined
and the compaction curves are approximately parallel to each other, consequently, the one-point
compaction method could be used with arelatively high degree of confidence. However, in
Figure 2 at the end of this section, the curves are not parallel to each other and in several
instances will crossif extended on the dry side. Consequently, the correct curve cannot be
determined from the one-point method; therefore, the two-point compaction method should be
used. The one-point method should be used only when the data define arelatively good line of
optimums.



Two-Point Compaction Method

In the two-point test, one sample of materia from the location of the field density test is
compacted at the fill water content if thought to be at or on the dry side of optimum water
content (otherwise, reduced by drying to this condition) using the same equipment and
procedures used in the five-point compaction test. A second sample of material is allowed to dry
back about 2 to 3 percentage points dry of the water content of the first sample and then
compacted in the same manner. At least one point shall fall within 3 percent of the line of
optimums. After compaction, the water contents and dry densities for the two samples are
determined. The results are used to identify the appropriate compaction curve for the material
being tested as shown in Figure 2 at the end of this section. The data shown in Figure 2 warrant
the use of the two-point compaction test because the five-point compaction curves are not
paralel. Using point A only, asin the one-point test method, would result in appreciable error as
the shape of the curve would not be defined. The estimated compaction curve can be more
accurately defined by two compaction points.
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1. Point A isthe result of a one-point compaction test on material from field
density test. This point must be on the dry side of optimum water content.
2. Point O isthe estimated optimum water content and maximum density of
the fill material based on a projection of point A approximately parallel to
the adjacent compaction curves.
3. Point A must plot within 3 percent of the line of optimums.

Figure 1. Illustration of one-point compaction method.
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3.

Points A and B are results of atwo-point compaction test on material from
field density test. Points A and B must be on the dry side of optimum
water content.

The estimated compaction curve based on Points A and B establishes
Point O on the locus, which is the estimated maximum dry density and
optimum water content of the fill material.

One point must plot within 3 percent of the line of optimums.

Figure 2. lllustration of two-point compaction method.
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SOF Weapons Training Facility DACAZ21-00-D-0002
Fort Bragg, North Carolina

APPENDIX H — PART 2

REDUNDANT PRIMARY SYSTEM

The redundant primary system shall be bid as two options. Two aerial primary circuits
shall be extended onto the site to serve the new facility. The main circuit will be the ex-
isting circuit, circuit 4B that runs along Chicken road. Existing circuit 6A shall be ex-
tended from the intersection of Longstreet Road and McRidge Road to the new site as
well. The two circuits shall provide a redundant primary system to the facility. The con-
tractor is to verify existing conditions and provide a detailed scope of work and cost for
the following 2 bid options:

One option for the redundant primary system (option 5 as described in the base bid list)
is to provide a completely underground system from the Longstreet Substation to the
underground connection on Chicken Road. Fort Bragg’'s PWBC has established the
preliminary cost for this work is approximately $385,000.00.

The other option for the redundant primary system (option 6 as described in the base
bid list) is to provide a completely overhead system with new power poles from the
Longstreet Substation to McKenzie RD, and then utilizing existing power poles to just
short of Chicken RD and going underground from there to the circuit connection. Fort
Bragg’'s PWBC has established the required scope of work to extend circuit 6A to the
site on the following image. Fort Bragg’'s PWBC has established the preliminary cost for
this work is approximately $268,000.00

*7

In summary, Circuit 6A from Longstreet Sub will be serving the SOF Weapons
Project PN 43908. In addition, a backfeed circuit from Longstreet Sub Circuit 4B
will be installed along McRidge Rd. The present scope includes 3-#2, 1#2 N
ACSR conductors for this new electrical distribution line along McRidge Road.

It is recommended by Sandhills to install conductor 3-336.4, 1-#4/0 N ACSR along
the tie line between Circuits 4B to 6A. This will increase the current carrying
abilities from approximately 190 Amps to 530 Amps per primary conductor and
allow for sufficient backfeed to the SOF Weapons Bldg and other facilities along
Circuit 4B from Circuit 6A and vice versa. The voltage for both circuits

is 7,200/12,470 Volts.

APPENDIX H PART 2 - PAGE 1 OF 2
(REVISED BY AMENDMENT NO. 0007)



SOF Weapons Training Facility
Fort Bragg, North Carolina

o P

DACAZ21-00-D-0002

NOTES:

@
@
©)
®

Tap existing circuit 6A on
Longstreet.

Install utility poles along
McRidge (Approx. 15).

New circuit to be 3 #2, 1 #2N ACSR
conductor (Distance: Approx., 3-1/2
Miles).

Connect new circuit to existing
circuit along Chicken Rd (Ckt 4B).

APPENDIX H PART 2 - PAGE 2 OF 2

(REVISED BY AMENDMENT NO. 0007)
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SOF Weapons Training Facility DACA21-03-R-0024

Fort Bragg, North Carclina

PART 4:
Fire Flow Tests

APPENDIX H



Fort Bragg Fire & Emergency Sv

Hydrant Flow Test By Hydrant

Hydrant Number = "X-0001 "

ate static Residual  Pitot pitot 2 oM 20 PST 10 PSI O PSI
X-0001 X-5878 Chicken ED AD
L /29/02 110 70 72 0 1424 2206 2336 2459
4981 Wwhittington, Vancleef
3 Min 1424 2206 2336 2459
“subtotal Flow Tasts: 1

: Max 1424 2206 2336 24589

Avyg: 1424 2206 2336 2458

__if_.'otal Flow Tests: ki
RN
S /29702 20:05 Fage 1

. e T I T



| LE/16/02 MON 12:42 FAY 103861111 FIRE DEPT HQ @001
» | L-3067
é;ﬁ;j;b// Fort Bragg Fire & Emergency 5v

~ 1 Hydrant Flow Test By Hydrant
Hydrant Number = "0-0001 "

Date Static Raaidual Pitot Pitot 2 GPM 20 PSI 10 pST 0O PSI
-0001 ~ Chicken RD & Macridge RD AD
6/6/02 100 68 0 o 1300 2132 2272 26405

381 Whittington, Vancleef :
: Min 1300 2132 2272 2405
subtotal Flow Tests: 1
Max 1300 2132 2272 2405

Avg 1300 2132 2272 2405

{”otal Flow Taests: 1
:\u,
éT:'_‘T?S/G/O? 12:16 ' Page 1

. % Scheduled Flow Tast
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FROEHLING & ROBERTSON, INC.
GEOTECHNICAL » ENVIRONMENTAL * MATERIALS
ENGINEERS » LABORATORIES
“QVER ONE HUNDRED YEARS OF SERVICE™

P. O. Box 64276, Fayetteville, NC 28306
Phoae {910} 323-9832 Fax (310} 323-545%

U.S. Army Corps of Enginecrs August 05, 2002
Savannah District

CESAS-EN-G

100 West Oglethorpe.

Savannah, GA 31402

ATTENTION: Mr. Ben Foreman

Re:  Secil Percolation Testing
SOF Weapons Training Facility
Fort Bragg, North Carolina
F&R Project Number D64-052

Gentlemen:

At your request representatives of Froehling & Roberison {F&R), Inc. visited the referenced project site on
August 01and 02, 2002. The purpose of these visits was to perform percolation tests in accordance with the
documents that your office has provided to us. The documentation provided is a general site plan for the
referenced proposed project, which indicated four locations of where testing was to be performed, and the
testing requirement TM 5-814-3/AFM 88-11, Volume 1T, part d. percolation tesis.

The refercnced project area was located based on the information on the provided general site plan. The
site is scutheast of the intersection of MacRidge Road and Chicken Road on Fort Bragg, NC. There is also
a well-defined tank trail that is between the site and Chicken Road, which was used as a datum for the
location of the test areas, The test areas were located i the field be scaling their distances from the plan
and then by pacing distances from known existing points shown on the plan and estimating right angles.
At the time of this testing the sitc was gencrally covered with trees, brush and some undergrowth and was
generally level with the exception of the eastern portion of the site. '

The testing was performed with a 4-inch diameter hand auger that was used to extend the test holes to a
depth of 36 inches, as directed. All measurements were taken from a fixed datum at the top of the holes
with a carpenter’s tape mcasure  The testing was performed in general conformance to the directions of the
testing procedure provided. An approximate 2-inch layer of gravel was placed in each test hole followed
by a minimum depth of 12 inches of water above the gravel. The water was left in the holes overnight and
was then revisited 24 hours later. At the end of the 24 hours water was not evident in any of the holes with
the exception of about 1 inch of water in hole 1. All holes were refilled with 6 inches of water above the
gravel, All 4 holes had no water after 30 minutes. Testing was then performed in accordance with the
procedure in paragraph 4 part (c) with measurements of the water surface drop being recorded every 10
minutes. The measurements of water surface drop are provided in tabular form below.

HEADGUARTERS: 3015 DUMBARTON ROAD » 80X 2752¢ « RICHMOND, VA Z3261-7524
TELEPHONE (804} 204-2707 ¢ FAX (204) 2641202 & warw. FandR oom

BRANCHES: WM'MWOMN-W\I

CROZET, VA + FAYETTEVILLE, NC = FREDENICIBEURG, WA
GREENVILLE, SC « RALEIGH, NC « ROANOKE. VA = STERLING. VA



Page 2

Test Hole Water Level Drop per 10-minute intervel in inches

(interval) 1 2 3 4 5 6 AVG tavg) Q
1.0 1.0 10 1.3 20 20 14 7.1 19
28 15 15 20 15 13 1.7 59 21
20 15 1.0 1.0 1.5 20 1.5 6.7 19
1.5 1.5 i0 1.0 1.5 1.5 13 7.7 1.8

B W b =

Q is in gallons per day per squarc foot of absorption area

F&R appreciates the opportunity to be of service on this project. If you have questions or comments
regarding this report plcase contact us at your eatliest opportunity.

Sincerely,
Froehli;;g & Robertson,

Pz

Fayetievilie Branch Manager
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SOF Weapons Training Facility DACA21-03-R-0024
Fort Bragg, North Carelina
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SOF Weapons Training Facility
Fort Bragg, North Carolina

APPENDIXH - PART 6

ENVIRONMETAL ANALYSIS

Refer to secticn 01010 paragraph 11.2.

APPENDIX H PART 6 - PAGE 1 OF 1
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(aswewt

Derroir Armior
COMPANIES

"~ Road Range 1-48
‘Unitiincludes: See drawing 13-4437

Standard over the road trafler, 48" x 102"
Balfistics for 22 cal, rimfire rifles & handguns
So(md and heaf insulation package

Range ventilation system meeting OSHA requirements using
" HEPA filtration . -

Target & gahelat lighting package.
Air conditioner/Meater, 10,000 BTU

Environmental GranTrap bullet trap
| Shooting stanchions with shelf

Handerank trolley wire target system
kimter Controls for Lighting/Ventilation systems

reight to your site
Eup and training | )
Price F.0.B. your dock (48 states) o
;‘l 36,965.00 '
Terms: | | | Delivery:

RRj4y | 138)1

!
1'
|
i
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SOy OUt on the bolt-Tace and i sjected through the bortam of tho feciver.
The scturn spring i comprosicd 19 provide energy for the next fopward
sroke, .

Onthe DSRK-3 fhe backward moversens ofthe opersting sadsotatoy the
{red lever sad a paw beary on a ratchet in tw ferd drum cavsing i 50 otate (2

Tevolving hsmber of 2 revatver pistol). At the same
tma aacther pawl preven counter rotation. Therotation af the drumdoaws
the belt inxo the gos The Girst cartridge is grossed along the lips in the fad
#late and i ity forced Yorwatd on the newt feed stroke of tha halr.
Life tiog feed caver and remove the belt.

of the DSEX-38 is empty.
clesr, ;

P.65

USSA/MACHINE GUNS 331

Ro-aassmbly .
umbkthcﬁzhgpin;ammmpzmlmmmmmsﬁu.m
bolz on siide and push Imte roesiver.

Pull gut cylinder forvatd and rorste anti-clockwise 13 re-congeot it with the

Stide sear mechanizms inte raceiver. Drop backplace, lleghnc‘ locicng pi
On Madcl 38/46 repiace barre), basred Jook and secgring nu. v

Acciazuriss

The fallowing ars issued with the 12.7 mm heavy mochins gur cheani
shmber cleaning brock; ofl and yolvent contaimes % combintatian w;?‘mm
and scpanted cave extractar, :

nmmmmumMwanﬁWmme' a2 pillar
i mswmmrwmmmmmv:u:m
hﬁmmhwmm@tmmtwm

When the sighe is upright the clevating sermwis at the tup. Rough sarring of the
misﬂ&mwprsmmmmmmmmm&g
the piliazz, up or down until the upper tdge a aligned with the roquired range
reading which is shiown In handreds of wietres, Tt dlovming secew yives fige
sdjustment. Ther iva windsge kncb a1 thebase of the sight.
mmmmxmmmmmam
m.ﬁemhrmmﬂuhhdzhtmdliuuhnpﬂmlhfﬂehwqu
tummmmmmuﬁhmmdmamwmmm
mmmﬂeﬁﬁlb&_ahmmmmhm‘cmm
amhumﬁnaupthzrm,pmpsim-nhmﬁmdfwdmm
bis ostimate of the targr specd. : . -
Mountings ) ) Lo .. .
The bagic mounz for bath the BSHK .38 aadd the Modet 38/46 is the Modal
m&mbum&mmwmummwmmwnw.
A shicld i sozgerimes provided for ground nse. The traverss and slevation are
enyuwithﬁn:tlenﬂm:djxmhamitm!nwﬁmh&u
fuing, mmmb:wmfmnﬁmahymﬁumm
mmmmawuﬁmmwmmmwmm
mmmm»mﬁmummmmmmwmm
doverail on the Icft side of the receiver.

DATA
Cartridger 12, mom x 108
Operstion: .

}

WEIGHTS : "
Gu: 35. 7%y
Barrel: 12.7kg

Gun: ISt mm
Barrel: 1970 mm
MBCHANICAL FEATURBS :

::r:::_ Cregulatar) 3 pacition; (wooliig) sir. Model 38/45 bas elstugeable

- Bights: (fapexight) cylinsdrical post; (roartight) vertical lexf with U backsight

ﬂubtrldiul: 11 mm

FiIXING CHARACTERITTICS )
Whuzrls veloctty: 860 mfs

Hutn of firg: (cyclic) 575 rounde/minase
Effettive mnge: 2000m )
Manutacturer ) e
State fartogies 3
St ;
Curreat, No loager in production

Sorvice

Suvict and allind arzice ay well as seversl guerrilla forees -

began in 1969 end waz cprrisd ot by u temm of
» TM Sckolov and Vi Volkov. k & %
Tole &t & hesvy SUppOr: weabin 0¢ & 84 8ir §of

POR, and A & tabk st defence machioe gui. In the grovad fols it ir

&

meﬁnimmumaqmamm&dwﬁghﬁ;@
air defkarce rolo it i provided with the collimating optieal vight K0T, and it



MRY-15-26@02 ©9:52

Incrndiary/Obs Type 2P

7.65 mm Argentinian Mauser

7.65 mm % 54 i__"" . H
0T T

X825 m/ty
Eo3any

Yy ""1
$ widely adogited in South Armeries,
the worid Az 8 rexzlt, it oag be ey
1 Fescrvo stacks, Spercingifing
lpom'ngmuhinui:nmm
by Fabriqug
Ball Type 5 10 g streamtingd buller, foad core
m*:T;’;ss li.zsgnmutnﬁmm. Ve 750 m/z
Ap l&?ﬁgbnnn_‘-mm:
l'uper 10.45 g dulter, ?ammft .
. 303 British 9 -
7 o x SR —iy 5 .
o foTalmis i 0—7

B {4 . o

-

— N -

—

;;@hhwmmimmﬁamhpwum from 188910 the 19605
: M eccompanicd the Leo-Bafieid 1if m\"ﬂ?n,?‘m%lﬁwuﬂ

ren michine gune. i a5l in ecris, Hronghout e world 2t o
ety by A niabcr of inl fum in both Lty
tdmmo:qu( Tcrthtbatofcln‘kmwbdpfrmm
TS mady i gesleqsed farm, ;
g Mmmmwmwhnn&?ufm _
. 1127 g nogestrisamntingd brullet
o~ HMiez 1134 g streagliined bullre, for e in echine
: ) Jum only i,
"W Mk) 1127 ¢ non-ar; ballst with hiazd wee]
core, V3 T2 ;meicnmmulao:n
... Yoer G Mx3 5.98 g ny iued bullst, traces 1o 400 m,
i Va70] m/s
eer G My 195 ¢ brallet, dark igmition,
- . Gaceate W00 m, Vo T2 mis
iy B MK? 095, merhined beillee, Ve 739 /2
[ acially svailabyy I _
W . ‘

|
|
z

e e mmr v

AMMUNITION

7.92 mm Mausor

2.9 i x 57
Vq’so m"
Ea3800

; the boBet h:m’ 'ﬁ?
2 WIth & gfeen ring on ibabj ot g unly
inuimdtma-:m S
ncmmmbcbwwﬂufanm
G:lmmmmpwnmwm .
Ball SaF jany nsagmw_mq,mﬁmm

V-SS‘MB!:
Heavy Ball, ;5 i2mn i Ve
i‘;‘si”m £ stremmlined bullet, Ve 765 mys
134

1153 g sumamSned bulle, Vo 770 /g
buge,
AP SmK(G)

Ve S Smied
1257¢

Ar-Tracer SmXY,

Incendiary/ Obs Smky

UNITED KNG DOM

Bl
AP W

TMUGition with

M2z
Mk22.

Tracer G ME3Z 1049 g 5 asml; ballet, dark ignitiag,
" tracento 1000, Ve 756 m/s

Incendiary B Mk 2z lln“]’m&uﬂhﬂmv‘ﬂlmis

Cﬂmﬁuﬁm

FARRIQUENATIONAL &'

Pal

AP
Tragey ~

ll&zﬂtmﬁmdbm ¥a 750 m/a, E; 3600 7
12 baber, stesl oo, V., 735 mfg

!ljg_mmam&wbnﬂn. Yo T3S m/s
12.7 mm Soviet As
2.7 mm x joy

V-mm{s
Esl6sa0 7

_Minwe'lmlsﬂllﬂdmiﬂmdbyl&e
German Fittt World Wer xsmmmmﬂkmmw B firse
&epwymmummmhmﬁumw

m:mahmmmmnmm-adydmm
* throygito

Servier mulude acture hax

TOTAL P.E6




SOF Weapons Training Facility DACA21-03-R-0024
Fort Bragg, North Carclina

PART 8:
Seismic Study Results

APPENDIX H



Report for Vibration Monitoring
Proposed S.0.F. Weapons
Training Facility
Fayetteville, North Carolina
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3109 Spring Forest Road (27616)
Post Office Box 58069
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July 12, 2002

Knight Architects, Inc.
2358 Perimeter Park Drive, Suite 350
Atlanta, Georgia 30341

Attention: Mr. Joseph C. Knight, AIA,

Reference:  Report of Vibration Monitoring
Proposed S.0O.F. Weapons Training Facility
Fort Bragg; Fayetteville, North Caroina
S&ME Project No. 1051-02-093

Dear Mr. Knight:

As requested, a representative of S&ME, Inc. visited the site on June 25 and June 26, 2002 to
record ambient vibrations at the planned Weapons Training Facility site. Vibrations were
measured using an SSU 3000 LC engineering seismograph. This unit records peak particie
velocity and frequency in a continuous mode. In a seismic event mode, the unit records peak
particie velocity, {frequency, acceleration and displacement. Peak particle velocity is one of the
most commonly used parameters to evaluate the magnitude and potential effects of vibrations on
a structure. A summary of measurement }ocations and recorded vibrations is provided below.

Copies of scismograph data and a location sketch are attached.

Vibrations were measured when the firing ranges 46 and 50 were in use. We understand these
ranges are those located closest to the planned Weapons Training Facility. Range 46 is used for
small arms practice and is located about 1.8 kilometers west/northwest of the proposed facility.

Range 50 is located about 2 kilometers west/northwest of the proposed facility and is used for

demolition practice. We understand the Jargest explosive used in the demolition range is 50

pounds.
S&ME, Inc. E Mailing address: 919) 87:2'-2660
3109 Spring Forest Road | P.O. Box 58069 [919) 876-3958 fax

i Raleigh, North Carolina 27616 i Ralsigh, North Caroling 27658:8069 wwwisimelne.com



Report of Vibration Monitoring S&ME Job No. 1051-02-093
Proposed S.O.F Weapons Training Facility Tuly 12, 2002
Fayetteville, North Carolina

On June 25, 2002, vibrations were measured adjacent to the existing Inspections Building located
at the northwest corner of the planned facitity. This area is approximately the closest point on
the site to the ranges. The demolition range was in use on June 25, 2002. On June 26, 2002,
vibrations were measured near the front of the proposed Weapons Training Facility building

while the small arms range was in use.

Recorded peak particie velocitics ranged from 0.005 to 0.023 inches per second. The maximum
peak particle velocity of 0.023 inches per second was recorded when seismograph cables were
being adjusted and our yepresentative was walking around the seismograph. Most recorded
vibrations were between 0.005 and 0.008 inches per second. During the monitoring process, our
representative could not sense any vibrations. For comparative purposcs, peak particle velocities
less than about 0.013 inches per second are imperceptible to humans. Those in the range of
0.013 to 0.035 inches per second are only slightly perceptible. Published ranges of vibrations
considered damaging to structures are from 0.5 to 2.0 inches per second depending on the type
and age of the structure. Also, we could make no distinction between vibrations when detonation

or small arms firc was active or inactive.

In 1996, S&ME, Inc. conducted a similar vibration study for the North Carolina Department of
Transportation at the Bowman-Gray Medical Center in Winston Salem. This study was
conducted to obtain background vibration data in preparation for a nearby bridge demolition
project. Ambient vibrations were recorded in a room housing scanning electron microscopes.
Recorded vibrations ranged from 0.01 to 0.015 inches per second with no activity in the room.
With two or three students in the room working at the microscope stations, vibrations increased
to between 0.025 inches per second and 0.059 inches per second. Recorded vibrations in this
very quiet rescarch environment had no known effect on the vibration sensitive scanning

electronic microscopes.

Since recorded vibrations at the planned Weapons Training Facility were lower than nearly all

recorded at the Bowman-Gray Medical Center, in a very sophisticated research environment, we



Report of Vibration Monitoring S&ME Job No. 1051-02-093
Proposed S.0.F Weapons Training Facility July 12,2002

Fayettevilie, North Carolina

: would not expect vibrations within the range of those recorded at the Weapons Training Facility
to have an adverse effect on planned equipment or foundations. No distinction could be made
between vibrations recorded during active firing in the ranges and those recorded during periods

of inactivity. We expect recorded vibrations were the result of “normal” ambient conditions

(possibly wind, nearby vehicle traffic, electrical currents, etc.).

We appreciate the opportunity to provide vibration monitoring services to Knight Architects, Inc.

Please do not hesitate to contact us if you have any questions or if we maybe of further

assistance.

Sincerely,

: S&ME, Inc.
“@!=:“<’571ar;.’
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F-RAVET UMM JUAN STARTING 0B/2Z5/02 12:92:58%
TRIGGERS OFF, 0£.025 tnfis ( 5.0 s)

END OF SCAN - 86725102 12:56:36

& 06/25/02 12:03:08
6 06/26/02 12:66:32 |
0 event{s) over Ekrigger :
0.925 inls OFF oo oot EKLEGCS%
- OOZE Wi,
YAVEFORM SCAN STARTING 06/25/02 72:67: 36 -
;rTR!GGERS GFF, 0.0056 infs ( §.0 s)
" END OF SCAN - 06/25/02 13:00:43
B 06/25/02 12:57:49%
8 06/Z5/02 13:00:40
0 event(s) over trigger

- 6.005 inls OFF Birpaery Bxceep
! O. 005 vy

ScHiSTOGRAM SCAN STARTING 0GB/25/02 13:03:58
Hist. Mode tnterval. 1 win (1449 samples)

. GEOSONICS INC

SAFEGUARD SEISMIC UNIT 3000 L/C P
- SN:8252 (0€C.47)
: SAFEGUARD SEISMIC UNIT 3000 L/C P

Date § Tirme......... 06/25i/02 13:05:00
fﬂEveni Number........ &
Eroenrt
Cliemt.... .o v PR A E R T
_Dperation.. ... ..., SRS B AckTouwND
288U Lecation........ Lt soF
Distance to Source.. | 90 ( sTxo BT
Dperator...... ... ... SRR Tweosk
c-Comments. ..., 1
“hdditional MNote.....
1/7-‘\:
o LB
“Hist. Mode Interval. 1 win
“Hist. Mede Samples.. 1440
T: MAX, HZ--- VeMAX, HZ--- S:M

E”\T!ME"-- L:HAX-HZ'.-

“PEAK SUMMARY

0,000 ints 06/25/02 13:05: 00
76 db 06/25102 13:05:00
" SUMMARY B T CLR A
PPV 0.008 0.000 ©0.000 inis
FRO........ ... 125.¢ 38.5 2.6 Hz
Peak Sound.......... 76 db
e L0000 psi

" DYNAMIC CALIBRATION CHECK
L 1 v s

< 151

-r
- —_

SHAKETABLE CALIBRATED.. 06715702 06:00:00
Y GeoSonics, lnc.
i Bax 779
¥arrendals,
724. 934, 2800,

P oT5095 US4
724.934.72999 ( fax)

SAFEGUARD SEISMIC UNIT 3000 L/C P
SN: 8252 (00.47)
SAFEGUARD SEISMIC UNIT 3000 LJC P

Date & Time,........ 06/25/02 t13:16: 00
Event Number........ 9
Cliente. e oo nnioeses KNYGHT
Operation....... .. BACXGROUND
$80 Location........ SOP
Distance to Source.. 6500 tt
Operatoer...........- TTANSKY
Comments... ... .. e e
bdditional Note.....
His:. Mode interval. 1 =min
Hist. Mode Samples.. 1440
TIME---- L:HAX HZI--- T: MAK, HZ--- V: MAX, HZ---  S5:MAX
PEAK SUMMARY
6.008 inis 06 25)02 13:16:00
79 db 06725402 13:16:00
SUHMARY NS ETEEEEL EERE RS
PPY. ... o hns §.005 0.005 ©.,008 infs
FRQ........... §6.0 20.8 3.5 Hz
Peak Sound.......... 79 db
L8001 psi
DYNAMIC CALIBRATION CHECK .
L T ¥ 8
4 v/ 5

SHAKETABLE CAL{BRATED.. 85f156/02 06:00:00
BY GeoSonics, Inc.

Box 779

Warrendale, PA 15085 U.S A

724,034,2900, 724.934. 2999 {(fax)
END OF SCAN - 06725702 13:19: 4%
HISTOGRAM SCAN STARTING 06/25/02 13:22:156
Hist. Mode lnterval. 1 min (1440 sarmples)



Tuesday, 05/25/02 13:45:900 -~ 14
Tuesday, 06/25/02 14:71:00

14:11:06 0.005, 17.2 0.005,166.7
14:12:60 0.005,125.0 0,006, 45.5
14:13:00 0.805,166.7  0.005, 28.4
14:14:00 0.005,100.0 6.008, 7.7
14:15: 00 ©0.005, 52.§ 0.005, 50.0
14:;16:00 ©0.005,100.0 0.005, 35.7
14:17:00 0.005, 56,0 0,008, 17.9
14:18:00 0.005,166.7 0.005, 26.3
14:19: 00 0.005, 41.7 0.008,125.0
14:20:00 0,085, 60.9 $.006, 29.4
14:21:00 0,005, 71.4 0.005, 55.5
14;22:00 0.005,100.0 0.005, 71.4
14:23:00 0.005,7100.0 0,005, 45.5
14:24:00 0,005, 45.5 ©,005 83.3
14:25:00 0.005, 21.7  0.0085, 50.0
14:26:060 0.005, 33.3 0,005, B2.5
14:27:00 0.0065, 55.6 0.065,106.0
14:28:00 90.006, 41.7 0.005,100.0
14:29:30 ©.005, 25.0 0.005, 35.7
14:30:00 0,005, 71.4 0.005,125.0
14:37;00 0.0605, 35.7 0.005, 456.5
14:32:00 6.005, 7i.4 0.005, 29.4
14:33:00 0.005, 83,3 0.008, 385
14:34: 008 0.005,166.7 . 005, 41.7
14;35:00 0.005, 71.4 9.008, 33.5
14.36:00 0.005, 25.¢ ©.005, 6Z.5
14:37:09 ©0.005,100.0 0.005, 50.0
14:38:00 0.005, 41.7 0.005, 83.3
14:39:00 ©0.005, 41.7 0.005, 26.4
14:46:00 0,005, 45.5  0.008, 45. %
Tuesday, 067/25/02 14.19;00 -- 0.C08
Tuesday, 06/25/02 14:29:00 -- &6
Tuesday, 06/25/02 14:41:00

14:41:00 0.005,100.0 0,005, 71.4
14:42:00 0.005,100.9 9.008, 71.4
14:43:00 0,005, 29.4 0.005, 35.7
14:44: 90 0,005, §0.0 0,005, 83.3
14,45: 006 0.005, 55.6 0.00s, 35.7
14:46: 60 ©.005, 568.6 0.008, 35.7
14:47:00 0.005, 83.3 0.00§, B83.3
14:48: 00 ©.005, 83.3 06.005,100.0
14;49:00 0.005,166.7 0.005, 35.7
14:50; 00 0.005,166.7 0.085, 38.5
14:51:00 0.005, 55.6 0.008, 22.7
14:52:00 9.005,100.9 8.008, 71.4
14:63:00 0,005, 33,3 0.005 450.9
14:54:00 0.005,100.0 g.p05, 83.3
14:55:00 0.005, 45.% g.006, 18.2
14:56:00 0.005,250.0 0.005, SC.0
14:57;:00 0.005, 83.3 0.005, 38.5
14:58:00 9.005, 31.3 0.008, 45.5
14;59:00 0.0065,166.7 9,008, 62.5
15:00:00 0.005,126.0 0.005, 83.3
15:01: 60 0.005,166.7 0.005, 62.5

db

@QGQ:QQQQGQQQQGQGQ@QGQEOOQQQGC

.905,100,
. 005, 41.
. 005,125,
. 005,166,
.bes, 62.
.005,166.
.006,100.
.008, §0.
. 085, 59
.005, 41.
. 005,126,
.0p§, 259,
.005,125.
065, 83.
. 005, 1686.
. 0085, 250.
.008, 62.
.006,100.
.005, T1.
.006,100.
.005, 83.
.005,166.
. 005,100,
.005,125.
. 005, §§.
.005,128.
. 065, 2590.
. 085, 250.
.005, 1686,
.B0S, 250,

inls, 125.0

db

DOQ@@OOQQQOQQQDQQQQQQ

=N OF MOMITORIWNG

&lisloz

L0085, M.
. 008,166,
.008, 36.
. 005, §5.
.0oE, 83.
. 005, 83.
.005,166.
.005, 45.
.605, 83.
.005, 29.
.006, 250,
.005,166.
.0065, 50.
005,125,
.005,166.
. 005,100,
. 005, 125.
.0065,100.
. 005,125,
. 008,125,
.005, 125.
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SV KEU

WAVEFORM SCAN STARTING 05/26/02 12:35:07

f“iGGERS OFF, €.005 inls {

GEOSONICS INC

5.0 s}

SAFEGUARD SEISMIC UNiT 3000 L/iC P

ON: 8282 (400.

47}

SAFEGUARD SEISHMIC UNIT 3000 LiC P

Cte & Time......... 06/26/02 12:35: 21
“oent Number........ 12
e 1Y 1 KNIGHT
heration. ..o BACKGROUND
530 location........ spp
Distance to Source.. 6500 ft
Caerator. ..o TTANSKY
Somments. ..o
additional Note.....
Hécording Time,..... 5.0 s
:'iggers (seismic).. 0.008 infcs
{sound). OFF

“UMKARY TS PRI P
L 0.005 0.008 O0.008 inls
I D ¢6.97 0.2%  0.38 (.001"7)
PPA. .. ... ... ..« 0.013 9.013 0.913 g
TRO. e 9.2 500.6 500.0 Kz
.nesultant PPV....... 0.010 inls
Peak Sound....... ... 78 db
: -0000 psi

L T ¥ S
- 1
"DYNANIC CALIBRATION CHECK

L - 1 ]

/ /

SHAKETABLE CALIBRATED.. 85/15/02 00:00:00
-"BY GeoSonics, Ine.
s Box 779
Warrendale, PA 15095 ¥.5. 4.
724.934.2908, 724.934,.2999 (fax)

SgAKETABLE CALIBRATED.

RN Foll o

leGlon

GEOSCNILCS INC

SAEEGUARD SEISMIT UNIT 3800 LiCT P

SN: 6252

(D0. 47)

SAFEGUARD SEISMIC UNIT 3000 L/C P

Gate & Time......... 06426402 13:03: 21
Event Number........ 13
Clignt...os o inans XN GHT
Operation........ ... BACKGROUND
SSU Locatien........ SOP
Distance to Source.. 6500 it
Operator............ TTANSKY
Comments............
hdditional Note.....
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Nolman Cubas

From: Brown, Charles W. MR.

Sent: Wednesday, August 07, 2002 9:11 AM

To: "'Cubas,Noiman'

Ce: 'Bell, Stephen’

Subject: PN43908 WTF Asbestos Lab Resuits for D-1405

Nolman,

Al

Camille Cole has

b report for materiale checked fur asbestos in
building D-140%, L v building to be demolished in tre project.  The
results are no asbestos detected. Per Jos Scancar, FWEC Cempliance Branch,
the building can be crushed. I will FAX a copy of the ropert to you today.

IS

Charlie
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Entry Control Point |

de = Exclusive standoff zone distance
n = Non-exclusive standoff zone distance

Figure 5-2 Nonexcluswe Standoff Zone.
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FOREWORD

This document is issued under the authority of DoD instruction Number 0-
2000.16, "DoD Combating Terrorism Program Standards,” May 10, 1999.
DoD Instruction 0-2000.16 established DoD Standard 20, which requires the
development of antiterrorism/force protection guidelines for new
construction. This interim standard implements the requirement to provide
guidance for the minimum construction requirements that should be
incorporated into all inhabited new construction and major renovations
funded under the Military Construction (MILCON) appropriation.

This document applies to the Office of the Secretary of Defense (OSD); the
Military Departments (including their National guard and Reserve
components); the Chairman, Joint Chiefs of Staff and Joint Staff; the
Combatant Commands; and the Defense Agencies (hereafter referred to
collectively as "DoD Components").

This document is effective immediately and is mandatory for use by all the
DoD Components.

Send recommended changes to this document to:
Office of the Under Secretary of Defense for Installations
Attn: Chairman, Security Engineering Working Group
3340 Defense Pentagon, Room 3E1074
Washington, DC 20301-3340

The DoD Components may obtain copies of this document through the U.S.

- Army Engineer District, Omaha, ATTN: CENWO-ED-ST, 215 North 17t

Street, Omaha, NE 68102-4978.

Distribution of this document is restricted to U.S. Government agencies
and their contractors only. Exempt from mandatory public disclosure
under provisions of FOIA, para. 5§ USC 552(b)(2).

Other Federal Agencies may obtain copies from Department of the Army,
U.S. Army Corps of Engineers, ATTN: CEMP-ET, Washington, DC 20314-
1000. ‘
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DL1. DEFINITIONS

DL1.1. Terms used in this Manual are defined below:

DL1.1.1. Active Vehicle Barrier. A vehicle barrier which must
be manually or automatically deployed in response to dctcctzon ofa
threat.

DL1.1.2. Aggressor. Any person seeking to compromise an
asset. Aggressor categories include protesters, criminals, terronsts, and
subvcrsnres '

DL1.1.3. Annealed Glass. The most common form of glass
available. Depending on manufacturing techniques, it is also known as
plate, float, or sheet glass.

DL1.1.4. Asset. A resource requiring protection. For this
interim standard, the asset is limited to people.

DL1.1.5. Conventional Construction. Building construction
including doors, windows, or manufacturers' components which is not
designed to resist tools, weapons, or explosives but is designed to resist
common environmental conditions.

DL1.1.6. DoD Personnel. Any U.S. military, DoD civilian, or
family member.

DL1.1.7. Exclusive Standoff Zone. A controlled area
surrounding a structure into which only service and delivery vehicles are
allowed. The perimeter of this area is defined by perimeter barriers and
is set at a standoff distance sufficient to reduce the blast effects of
vehicle bomb detonations on the protected structure.

DL1.1.8. Facility. Any single building, project, or site.

DL1.1.9. Fragment Retention Film. A thin optically clear film
applied to glass to minimize the spread of glass fragments when the glass
is shattered. The film may also be treated with reflective coatings to

provide obscuration.

DL1.1.10. Glazing. Glass, plastic, or composite sheets used in

“windows.
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DL1.1.11. Inhabited Structure. Structures intended to be
occupied by DoD personnel with a personnel density of greater than one
person per 400 square feet. This density generally excludes industrial
and storage facilities. This does not include guard type facilities, single
and duplex detached family housing. It may include portions of
structures in which not all areas have such population densities.

DL1.1.12, Laminated Glass. Two or more individual sheets of
glass bonded together by a polyvinyl butyral (PVB) plastic interlayer.

DL1.1.13. Level of Protection. The degree to which an asset is

- protected against a tactic based on the asset's value. Levels of protection

refer to the amount of damage a structure is allowed to sustain or the
probability that an aggressor will be defeated by the protective system.
Specific levels of protection are associated with each tactic.

DL1.1.14. Major Renovation. Modifications to buildings that
cost in excess of 50 percent of the replacement cost of the building.

DL1.1.15. Minimum Standards. Protective measures to be
applied to all inhabited structures or billeting or primary gathering
structures regardless of the identified threat. These measures provide a
degree of protection that will not preclude direct effects of blast, but will
minimize collateral damage of buildings and people and will limit
progressive collapse of structures. They add relatively little additional
cost. and they may also facilitate future upgrades and deter acts of
aggression.

DL1.1.16. Nonexclusive Standoff Zone. A confrolled area used
in conjunction with an exclusive standoff zone which provides less
restrictive land use than an exclusive standoff zone. Cars (but not
trucks) may be granted uncontrolled access to a nonexclusive standoff
zone. The nonexclusive standoff zone perimeter is defined by barriers
and set at a standoff distance sufficient to reduce the blast effects of a
truck bomb detonation on the protected structure.

DL1.1.17. Passive Vehicle Barrier. Any perimeter barrier that
serves the function of arresting or impeding vehicular movement and
that is non-movable.

DL1.1.18. Perimeter Barrier. A fence, wall, passive vehicle
barrier, landform, or line of vegetation applied along an exterior
perimeter used to obscure vision, hinder personnel access, or hinder or
prevent vehicle access.
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DL1.1.19. Permanent Structure. All structures intended for
use by DoD personnel for more than three years. They are normally, but
not exclusively, structures designed with masonry exteriors.

DL1.1.20. Planning Team. The team responsible for criteria
development on a project and for generating all of the necessary
programming documents. The installation project planning team
typically consists of a facilities planner, and representatives from security
forces, force protection, intelligence, logistics, operations, and the facility
user.

DL1.1.21. Primary Gathering Structures. A subset of
inhabited structures in which S0 or more DoD personnel routinely gather
(e.g., office buildings, and indoor recreation facilities).

DL1.1_.22. Protective Measures. Elements of a protective
system which protect an asset against a threat. Protective measures are
divided into defensive and detection measures.

DL1.1.23. Protective System. An integration of all of the
protective measures required to protect an asset against the range of
threats applicable to the asset.

DL1.1.24. Standoff Distance. A distance maintained between
a structure or inhabited portion of a structure and the potential location
for an explosives detonation to reduce the explosives' blast effects on the
structure. Standoff distances required vary with building component
construction.

DL1.1.25. Tactics. The specific methods of achieving the
aggressor's goals to injure personnel, destroy military assets, or steal
military materiel or information.

DL1.1.26. Temporary Structures. Structures intended for use
for a period of 3 years or less, and are not expeditionary. These
structures are often capable of being relocated such as some pre-
engineered buildings, trailers, and stress tension shelters.

DL1.1.27. Troop Billeting Structure. A subset of inhabited
structures in whichDoD personnel are billeted, not to include military
family housing.

DL1.1.28. Threat Severity Levels. Levels within each tactic
which correspond to different sets of tools, weapons, and explosives. The
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severity of effects of the tools, weapons, and explosives increases with
increasing threat severity levels.
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Cl. CHAPTER 1
CONSTRUCTION STANDARDS
Cl.1. GENERAL.

Cl1.1.1. Recent terrorist attacks have demonstrated the
vulnerability of U.S. military and civilian personnel and the facilities
where they work and live. A heightened awareness of the terrorist threat
has prompted the Department of Defense {DoD) to find methods to
reduce injuries and death in the event of future attacks. To address that
issue, DoD Instruction 2000.16 (reference a) established DoD Standard
20, which requires the development of antiterrorism/force protection
guidelines for new construction. This interim standard partially
implements that requirement.

C1.1.2. The purpose of this standard is to ensure that force
protection standards are incorporated into the planning, programming,
and budgeting for the design, and construction of Military Construction
(MILCON) funded facilities. This interim standard will be updated with
the completion of the first volume of the DoD Security Engineering
Manual. This standard includes minimum construction requirements
that will be incorporated into all inhabited new MILCON construction
and major renovations regardless of the threat level. It also addresses
measures that can be applied where higher threat levels apply.
Inhabited structures are defined for the purposes of this standard as
structures occupied by DoD personnel with a personnel density of
greater than one person per 400 square feet. This density generally
excludes industrial and storage facilities and also does not cover guard
facilities or family housing. The standard also provides additional
guidance for troop billeting and primary gathering structures, a special
case of inhabited structures.

C1.1.3. This interim construction standard addresses what
could effectively be addressed in the short term and what the Chairman
of the Joint Chiefs of Staff wanted to be covered as soon as possible. It
applies to all DoD agencies and services with MILCON programming,
design, or construction responsibilities. It applies to new MILCON
construction and major renovations for inhabited structures both within
and outside the continental United States funded under the MILCON
appropriation for fiscal year 2002 and beyond. This interim standard is
the minimum set for DoD. Each Commander-in-Chief (CINC) may set
more stringent AT/FP construction standards to meet the specific threats
in that CINC's area of responsibility.

CHAPTER 1
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Cl.2. SCOPE.
C1.2.1. This standard provides guidance to:

C1.2.1.1. Specify the planning, engineering, design, and
construction criteria for incorporating force protection requirements into
MILCON projects.

C1.2.1.2. Provide a process and a tool for incorporating
force protection costs into DD Form 1391 for MILCON projects.

C1.2.2. This standard establishes minimum construction
standards for all DoD inhabited structures with additional requirements
for troop billeting and primary gathering structures.

C1.3. CONSTRUCTION STANDARDS.

C1.3.1. Minimum Standards. Minimum standards apply
regardless of the identified threat. Where there is no specific threat
identified and you meet minimum standoff distances in Appendix 2, add
approximately 0.5 percent of facility cost for one- and two-story
buildings, except for administrative buildings and 1 percent for
administrative buildings and buildings of three or more stories). The
minimum standards include application of effective layout or prudent
use of elements not specifically required to mitigate threats. They also
may facilitate future upgrades and increased threat conditions
(THREATCON) and may deter acts of aggression. Minimum standards
are addressed in detail in Appendix 2. Those measures are to be
considered minimum construction standards that will be incorporated
into all new construction and major renovations for inhabited structures.
Appendix 2 includes additional protective measures for troop billeting
and primary gathering structures, a critical subset of inhabited
structures.

C1.3.2. Threat Specific Standards. In addition to the
minimum standards described above this interim standard provides
guidance for incorporating additional measures to mitigate specific
threats. That guidance includes design strategies for mitigating the
effects of specific aggressor tactics to defined levels of protection and the
effect on building cost of applying those measures. Refer to Appendix 1
for design strategies and Appendices 3 and 4 for guidance on
determining cost.

Cl.4. RECORDING FORCE PROTECTION COSTS ON DD FORM
1391.

10 CHAPTER 1
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Cl1.4.1. The following provides interim guidance for recording
costs for force protection on DD Form 1391 in accordance with DoD FMR
7000.14R (reference b). It should not supercede any service or agency
guidance on filling out DD Form 1391. Instructions for determining the
costs to which this paragraph refers are included in Appendix 4.

Cl1.4.1.1. Where there is no specific threat identified
and one meets minimum standoff criteria in Appendix 2, add 0.5 percent
to the primary facility costs for buildings of one or two stories and add 1
percent for buildings of three or more stories. There are instances where
threat criteria costs may or may not be additive with the minimum

standards costs. Table AP4.T3 summarizes the application of minimum

criteria and multiple threat costs integration. Enter the percentage as
described below.

Cl1.4.1.2. Where there is a specific threat identified,
enter the enhanced construction cost for the building as a cost per
square foot as a separate line itern under “Primary Facility” on the DD
Form 1391. The line item should be titled “Antiterrorism Force
Protection /Physical Security Measures.” Those costs should include
measures such as special structural improvements and bullet resistant
glass, etc. They should not include costs for security measures that are
mandated elsewhere.

C1.4.1.3. Where there is a specific threat identified that
includes blast, the 0.5 to 1 % minimum criteria cost is included in the
tables addressed in AP4.T4.

C1.4.1.4. Where there is a specific ballistics threat but
not a blast threat, than the 0.5 to 1% minimum criteria cost must be
added to the costs for ballistics protection. Where combination threats
exist for both ballistics and blast, the cost tables values are additive.

C1.4.1.5. Where land acquisition serves a specific
purpose such as providing standoff distance for force protection, the
acquisition shall be listed as a separate antiterrorism/force protectmn
line item under the primary facility.

Cl1.4.1.6. Where applicable, enter costs for site
improvements for antiterrorism/force protection that are specifically
applied to mitigate the effects of a threat (such as the vehicle barriers,
fencing, berms, and landscaping, etc.) on a separate line item under
“Supporting Facilities” on the DD Form 1391. Use the same title used
for the primary facility.

1 CHAPTER 1
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Cl1.4.1.7. List the specific antiterrorism/force
protection measures and considerations that the project provides in the
applicable paragraph of the DD Form 1391 in accordance with
component guidance. Include reference to the design criteria used to
determine the enhanced costs.

C1.5. ADDITIONAL ASSISTANCE. Additional assistance in
applying this standard is available from the sources listed in Table

Cl1.T1.
Table C1.T1. List of Sources
Component | Organization Point of Contact “Phone Number | E-Mail Address
DoD Joint Staff LTC Vincent Kam (703) 893-7551 - | kam is.pen n.mil
| Agencies {J-34) ext 119
Air Force .| Air Force Civil Engineer | Mr. James Lafrenz (850) 283-6332 | jim.lafrena@afcesa. af. mil
Support Agency
Army HQ Corps of Engineers | Mr. Ray Navidi (202) 761-0223 | ray.g.navidi@usace.army.
{ mil
Corps of Engineers Mr. Curt Betts (402) 221-4918 | curt.p.bettg@usace.army,
Protective Design mil
Center "_
Marine HQ U.8. Marine Corps | Capt Thomas Mockbee | (703) 614-4177 | Mockbeeth@hgmc.usmec.m
Corps {POS) ext 114 il
HGQ U.8. Marine Corps | Ms, Jane Brattain (703) 695-8321 | Brattainhj@hgmec.usme.mi
Land Use and Military ]
Construction Branch _ "
Navy NCIS/N-34 Mr. Bruce Bittenbender | (202) 433-9087 | Bbitten@ncis.navy.znil

Naval Facilities
Engineering Service
Center

Mr. Mitch Hardin

(805) 982-15T1

hardinmd@nfesc.navy.mil
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APl. APPENDIX 1

PLANNING AND DESIGN STRATEGIES

AP1.1. INTRODUCTION. The design strategies presented in this appendix
apply to the development of protective measures beyond the minimum standards.
Summaries of design strategies are provided to help one understand the basis for
determining the costs of mitigating the effects of the tactics included in this standard.
They include both the basic design strategies and the more specific design strategies
associated with different levels of protection. By understanding the levels of protection
one will know what risks are associated with each level. These strategaes are discussed in
more detail in references d, e, and .

AP1.2. VEHICLE BOMB TACTICS.

AP1.21. Vehicle bomb tactics inciude moving and stationary vehicle
bombs. In both of these tactics, aggressors attack facilities to destroy, damage, injure or
kill people or assets within them using a vehicle laden with explosives.. In the moving
vehicle bomb tactic, the aggressor drives the vehicle into the target structure and
detonates the explosives. In the stationary vehicle bomb tactic, the aggressor parks the
vehicle near the structure and detonates the explosives remotely or by a time delay. When
one threat severity level is selected, the threat also includes all lower threat severity
levels. The basic design strategy and levels of protection are described below.

AP1211. Standoff Distance. Blast pressures near an exploding
vehicle bomb are very high, but they decrease rapidly with distance from the explosion.
The design strategy for these tactics is to maintain as much standoff distance as possible
between the vehicle bomb and the structure and then, if necessary, to harden the structure
for the resulting blast pressures. The standoff distance will be considered to be the
distance from the face of the target structure (at any point) to the point on the site at
which you can effectively establish a perimeter within which you can control vehicle
access. Alternatively, where there is an area of a structure that does not meet the
requirements of an inhabited structure, that area can be considered to be part of the
standoff distance. In that case, the standoff distance would be from the site perimeter to
the face of that portion of the structure constituting the inhabited structure. The standoff
distance is maintained by barriers on the perimeter of the resulting standoff zone. See the
passive vehicle barrier cost graph in Appendix 4 (Table AP4.T.22.) to establish perimeter
cost for a facility.

AP1.2.1.1.1. Exclusive Standoff Zone. Exclusive
standoﬁ' zones may be used at ali threat severity levels. Only emergency response,
delivery, and service vehicles are allowed into the exclusive standoff zone. Give special
consideration to allowing unimpeded access to the exclusive standoff zone for emergency
response vehicles.

13 APPENDIX 1
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AP1.2.1.1.2. Nonexclusive Standoff Zone. Nonexclusive
standoff zones may be used for the high, very high, and special case threat severity levels
to minimize limitations on land use. Where the nonexclusive standoff zone is employed,
it encloses an exclusive standoff zone. The inner perimeter is set at the distance
associated with the 220 pound TNT threat and the outer perimeter is set at the distance
associated with the truck bombs. Cars can enter the outer perimeter with only cursory
visual searches, but are not allowed within the inner perimeter. Trucks cannot enter the
outer perimeter without being searched. Note that these searches require manpower,
which is not accounted for in this standard. '

AP1.2.12. Vehicle Barriers. The difference between the moving
and stationary vehicle bomb tactics is that the aggressor using the moving vehicle bomb
tactic will attempt to crash through the vehicle barriers, and the aggressor using the
stationary vehicle bomb tactic will not. Therefore, vehicle barriers for the moving
vehicle bomb tactic must be capable of stopping the moving threat vehicle at the
perimeter of the standoff zone. For the stationary vehicle bomb tactic, vehicle barriers
must mark the perimeter of the standoff zone but are not required to stop the moving
threat vehicle. Perimeter barriers extend around the entire perimeter ending only at entry
points. They are applied for both non-exclusive and exclusive standoff zones. Active
barriers are installed at all entry points and can be raised or lowered to atlow vehicies to
pass. See Figure AP1.F1. For barriers to resist the moving vehicle tactic, including
means to slow vehicle approach will decrease the requirements for both perimeter and
active vehicle barriers.

Figure AP1.F1. Nonexclusive Standoff Zone

Control Foint

dn=Nonexclusive Standoff Zone Diotance
Nonexclusive Standoff Zone
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AP1.2.13. Levels of Protection.

AP1.2.13.1. Low Level of Protection: D. Unrepairable
The structure or protected space will sustain a high degree of damage without collapse.
Although collapse is prevented, occupants may be injured and other assets may be
damaged but will survive. Damaged building components, including structural members,
will require replacement. Depending on the scale of the blast damage, its location, and
structure characteristics, the structure may be completely unrepairable, requiring
demolition and replacement. The damage allowed may make surviving assets vulnerable
to subsequent attack. Majority of personnel will suffer lacerations and blunt trauma from
window glazing fragments and other non-structural debris. '

the room up to a few feet.

AP1.2.1.3.1.2. Doors will only be hollow metal.

AP1.2.1.3.2. Medium I evel of Protection: Damaged,
Repairable. The structure or protected space will sustain a significant degree of damage,
but the structure will be reusable. Occupants and other assets may sustain minor injuries
or damage. Damaged building components other than structural members may require
replacement, but damaged structural members can be repaired. Personnel will suffer
mostly minor and some serious lacerations and blunt trauma from window glazing
fragments and non-structural debris.

the frame.

AP1.2.1.3.2.2. Doors will be blast resistant.

AP1.2.1.3.3. High Level of Protection: Superficial Damage.
The structure or protected space will sustain only superficial damage. Occupants and

other assets will also incur only superficial injury or damage. Personnel will suffer only
minor lacerations and blunt trauma from window glazing fragments and non-structural
debris.

AP12.1.3.3.1. Windows will not break.
AP1.2.1.3.3.2. Doors will be blast resistant.

AP1.3. PLACED BOMB TACTIC. In this tactic the aggressor carries an
explosive device up to a structure, places it, and detonates it either remotely or on a time
delay. The basic design strategy is to establish a standoff zone as for the vehicle bomb
tactics and maintain it with a fence. Levels of protection are the same as the vehicle
bomb tactics.

15 ' APPENDIX 1
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AP1.4. BALLISTICS TACTIC. In this tactic aggressors fire small arms at
assets within the structure. The basic design strategy is dependent on the level of
protection. The strategy for the low level of protection is predicated on the assumption
that aggressors will not shoot at what they cannot see; therefore, protection is limited to
obscuring the assets from views from outside the building. Obscuration might be
achieved by installing reflective fragment retention film on the windows and glazed doors
of the building or blocking sightlines from uncontrolled vantage points with vegetation,
walls, or other structures. At the high level of protection the design strategy involves
ensuring that all building components, including windows and doors are bullet resistant.
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AP2, APPENDIX 2

DOD ANTITERRORISM /FORCE PROTECTION MINIMUM STANDARDS

AP2.1. SECURITY ENGINEERING STANDARD 1: SITEWORK.

AP2.1.1. Facility Access.

AP2.1.1.1. Eliminate, minimize, or mitigate lines of approach
perpendicular to inhabited structures.

AP2.1.1.2. Minimize vehicle access points.

AP2.1.1.3. Coordinate with the installation master plan to
site facilities with large non-DoD visitor populations away from inhabited
structures where possible.

AP2.1.2. Facility Characteristics.

AP2.1.2.1. Avoid conditions within 30 feet of inhabited
structures that permit concealment of aggressors or that would obscure the
view of objects or packages 6 inches in height from the view of security
personnel.

AP2.1.2.2. Minimize exposure to surveillance and observation
of assets within inhabited structures from uncontrolled natural or man-made
vantage points.

AP2.1.3. Facility Standoff / Separation. Facility standoff distances
are intended to prevent the progressive collapse of structures. For all cases
below, standoff distances will be to the face of that portion of a structure that
meets the criteria of an inhabited structure or a troop billeting or primary
gathering structure. Portions of structures with lesser occupancies may be
located w1thln the stated sta.ndoﬂ' dlstances %eﬂ—ﬂae-s%aﬁéeﬂlfh-ssaﬂee—ts—net

iaeund—'PN@expleswe-pﬂaeed—&t—S@—feeb Fac111tv standoﬂ’ dlStanCCS are

intended to prevent the progressive collapse of structures. For all cases
below, standoff distances will be to the face of that portion of a structure that
meets the criteria of an inhabited structure or a troop billeting or primary
gathering structure. Portions of structures with lesser occupancies mayv be
located within the stated standoff distances.
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AP2.1.3.1. Maintain a minimum standoff distance of 80 feet
from inhabited structures to installation perimeters. When the standoff
distance is not available, select a cost for the low level of protection against a
50 pound TNT explosive at the available standoff. Costs to achieve the low
level of protection are included in Appendix 4. For design purposes, design
the building elements to sustain an equivalent degree of damage to what it

would experience from a 50 pound TNT explosive placed at 80 feet.

AP2.1.3.2. For troop billeting and primary gathering
structures, maintain a minimum standoff distance of 150 feet from the
structures to installation perimeters. When the standoff distance is not
available, select a cost for the low level of protection against a 220 pound TNT
explosive at the available standoff. Costs to achieve the low level of protection
are included in Appendix 4. For design purposes, design the building
elements to sustain an equivalent degree of damage to what it would
experience from a 220 pound TNT explosive placed at 150 feet.

AP2.1.3.3 Locate trash containers at least 30 feet from
inhabited structures. -

AP2.1.3.4. Locate trash containers at least 80 feet from troop
billeting and primary gathering structures.

AP2.1.3.5. Maintain a minimum building separation of 56
30 feet for troop billeting and primary gathering structures.

AP2.2, SECURITY ENGINEERING STANDARD 2: PARKING AND
ROADWAYS.

AP2.2.1. Parking beneath inhabited structures is strongly
discouraged. If unavoidable, mitigate by designing columns assuming loss of
lateral support at any one floor level (i.e., a laterally unsupported length equal
to two stories) to avoid progressive collapse and control access to the parking
structure.

18 APPENDIX 2
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peund-TNT-explosive-placed-at-80-feet-Roadways and parking shall not be
closer than 30 feet to any inhabited structure.

AP2.3.3, To limit the possibility of progressive collapse, locate parking
lots and roadways at least 80 feet from troop billeting and primary gathering
structures. The standoff distance from roadways is measured from the

nearest edge of pavement. Portions of structures with lesser occupancies may
be located within the stated standoff distance. When the standoff distance is
not available, select a cost for the low level of protection against a 50 pound
TNT explosive at the available standoff. Costs to achieve the low level of
protection are included in Appendix 4. For design purposes, design the

structure to sustain an equivalent degree of damage to what it would
experience from a 50 pound TNT expiosive placed at 80 feet.

AP2.3. SECURITY ENGINEERING STANDARD 3: BUILDING LAYOUT.

AP2.3.1. Minimize or mitigate exposure of personnel in inhabited
structures to potential glass fragment hazards.

AP2.3.2. Design circulation within inhabited structures to provide
detection of people approaching controlled areas or occupied spaces.

AP2.3.3. Locate activities with large non-DoD visitor populations
within or around inhabited structures away from protected assets where
possible,

AP2.3.4. When possible, position exterior doors on inhabited
structures so they cannot be easily targeted from the installation perimeter or
uncontrolled vantage points.

AP2.4, SECURITY ENGINEERING STANDARD 4: SUPERSTRUCTURE.

AP2.4.1. Structural. The intent of these requirements is to
minimize the possibility of progressive collapse. Where these requirements
cannot be met for major MILCON funded renovations or existing structures,
design the renovation to provide as much mitigation as is practical.

structures of three stories or more, design to sustain local damage with the
structural system as a whole remaining stable and not being damaged to an
extent disproportionate to the original local damage. This shall be achieved
through an arrangement of the structural elements that provides stability to
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the entire structural system by transferring loads from any locally damaged
region to adjacent regions capable of resisting those loads without collapse.
This shall be accomplished by providing sufficient continuity, redundancy, or
energy dissipating capacity (ductility) or a combination thereof, in the
members of the structure. That analysis will include removal of one primary

vertical or one primary lateral load-carrying element without progressive
collapse. For further guidance, refer to American Society of Civil Engineers

Standard 7-95, Minimum Design Loads for Buildings and Other Structures.

AP2.4.1.2. For all multistory inhabited structures, design all
multistory vertical load carrying elements assuming loss of lateral support at
any one floor level (i.e., a laterally unsupported length equal to two stories).

AP2.4.1.3. Exterior masonry walls will be reinforced in all
inhabited structures.

AP2.4.1.4. On multistory inhabited structures, run concrete
floor slab reinforcement continuously through both faces of the slab and into
the beams and columns to improve capability to withstand load reversals.

AP2.4.1.5. Exterior walls in inhabited structures will employ
one-way wall elements spanning vertically to minimize blast loads on
columns. '

AP2.4.1.6. Structurally separate portions of inhabited
structures with lesser occupancies from the inhabited portions of the
structure when portions with lesser occupancies are located within prescribed
standoff distances.

AP2.4 2. Non-structural. Attach interior ceiling mounted fixtures
to the supporting structural system (i.e., use seismic detailing from Technical
Instruction 809-4) in inhabited structures. This includes suspended ceilings,
light fixtures, and mechanical and electrical ducting and pipes.

AP2.4.3. Exterior Windows. For single glazed windows in inhabited
structures, use a minimum of %-inch (6-mm} annealed laminated glass. For
insulated glass units, the inner pane should be a minimum of %-inch (6-mm)
annealed laminated glass.

AP2.4.4., Exterior Doors. Use a minimum of Y%-inch (6-mm)
annealed laminated glass for exterior door glazing in inhabited structures.

AP2.5. SECURITY ENGINEERING STANDARD 5: MAILROOMS.
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AP2.5.1. Avoid routing key utilities (including communications, fire
detection and alarm, water mains, etc.) through or on common walls to
mailrooms in inhabited structures.

AP2.5.2. Locate mailrooms on perimeters of inhabited structures.

AP2.6. SECURITY ENGINEERING ST ANDARD 6: MECHANICAL AND
UTILITY SYSTEMS.

AP2.6.1. Locate air intakes above the first story ceiling (for two-
story or higher inhabited structures) or on the roof of single-story inhabited
structures , and restrict access to the intakes.

AP2.6.2. Control access to roofs of inhabited structures. Avoid
external ladder access by providing entry from internal stairways or ladders
such as in mechanical rooms. Alternatively, secure external ladders.

AP2.6.3. Include an emergency shutoff switch in the control
system that immediately shuts down the heating, ventilation, and air
conditioning (HVAC) system of inhabited structures.

AP2.6.4. Ensure that redundant utilities in inhabited structures
do not run in the same locations or chases.

AP2.6.5. Secure exterior access to power/heat plants, gas mains,
water supplies, communications, electrical service, or other support facilities
or infrastructure. ‘

AP2.6.6. Construct fire protection systems in mhab1ted structures
using seismic detailing.
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AP3. APPENDIX 3

THREAT SPECIFIC CONSTRUCTION GUIDANCE

AP3.1. THREAT SPECIFIC CONSTRUCTION GUIDANCE. The
security engineering documents listed as references d through fand h
(Army TM 5-853/Air Force AFMAN 32-1071 series and the Navy MIL
HNDBK 1013/1A) provide detailed guidance for developing protective
measures to mitigate the effects of the threats described by this
standard. Those documents will be considered to be the acceptable
means of implementing this standard and for developing protective
measures for DoD assets associated with new construction and major
renovations for inhabited structures. Referencesiand j can also be
used. In addition to the guidance presented in this standard and in its
references, the costs for protection can be further optimized by having a

_ qualified team perform vulnerability assessments of sites.

AP3.2. ANTITERRORISM/FQRCE PROTECTION DESIGN
CRITERIA.

AP3.2.1. Planning and design criteria are developed and
recommended for projects by local planning teams. These criteria must
include the elements described below. Detailed discussion of these issues
may be found in TM 5-853-1/AFMAN 32-1071, Volume 1 and MIL
HNDBK 1013/1A. For areas within specific CINC’s areas of operations,
refer to the applicable CINC Operations Orders or regulations {references
1 through o) for guidance.

AP3.2.1.1. Assets. The user must identify the assets
to be protected and the design criteria must be focused on those assets.
This interim standard focuses on people as assets, as opposed to
buildings, equipment, or other objects. It does not preclude providing
antiterrorism/force protection for mission critical or otherwise important
assets.

AP3.2.1.2., The Design Basis Threat. Threat that
generates requirements for design must be described by the installation
commander in terms of the tactics aggressors are likely to use in
attempting to compromise assets and the weapons, tools, and explosives
that they will use in carrying out those tactics. For this interim
standard, those threats will be limited to explosives and ballistics
threats. Additional threats will be addressed in the DoD Security
Engineering Manual. The explosive threats in this standard may include
both vehicle and placed bombs. The tactics and threat parameters
addressed in this interim standard are described below. The specific
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threat parameters associated with those tactics are described by threat
severity levels of low, medium, high, very high, and special case as
detailed in Table AP3.T1. Design basis threats are not the same as the
National Threat Level Systems. While national level threats apply to a

geographic area, design basis threats apply to specific

facilties.

assets within

AP3.2.1.2.1. Vehicle Bomb Tactic. This can
take the form of either a moving or stationary vehicle bomb. In a moving
vehicle bomb scenario an aggressor drives an explosive laden vehicle into
a target structure or along a target perimeter road and detonates it. In
the stationary vehicle bomb scenario the aggressor parks an explosive
laden vehicle near a target structure, leaves, and detonates the explosive
either remotely or on a time delay.

AP3.2.1.2.2. Placed Bomb Tactic. In this tactic
the aggressor carries a man portable explosive to a structure and places
it in a position near the structure. -The bomb is either detonated
remotely or via a time delay. This tactic is referred to as the exterior
tactic in TM 5-853-1 / AFMAN 32-1071, Volume 1. It is included under
the stationary tactic in MIL HNDBK 1013/ 1A.

Table AP3.T1. Threat Parameters (Interim Standard)

Tactic Threat Severity Weapon Tool
Level
Vehicle bomb Special Case 20,000 pounds TNT. | 60,000-pound
truck
(Moving and
Stationary) High 1000 pounds TNT 5000-pound
truck
Medium 500 pounds TNT 4000-pound car
Low 220 pounds TNT 4000-pound car
Minimum 50 pounds TNT 4000-pound car
Placed bomb 50 pounds TNT
Mail bomb 2 pounds TNT
Ballistics Very high 7.62 mm Armor
Piercing
High 7.62 mm
Medium .44 Magnum
Low .38 Special
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AP3.2.1.2.3. Mail Bomb. In this tactic
aggressors deliver bombs or incendiary devices to the target in letters or

packages.

AP3.2.1.2.4. Ballistics Tactic. In this tactic
aggressors fire small arms at target facilities with the intent of hitting
people inside the facilities.

AP3.2.1.2.5. Chemical, Biological, and
Radiological Threats. These threats can come from a wartime attack, a

terrorist attack, or from an industrial accident.

AP3.2.1.3. Levels of Protection. Levels of protection
addressed by this interim standard reflect the degree to which the assets
will be protected against the threat. These levels of protection reflect
different levels of damage to inhabited structures and injury to.
occupants from the effects of specific tactics. These levels of protection
provide protection beyond that provided by applying the minimum
standards in appendix 2. They should be applied where a design basis
threat is specified by an installation planning team.The levels of
protection specific to each of the above tactics and the level of protection
provided by applying the minimum standards are described in Table
AP3.T2.

AP3.3. FORCE PROTECTION COST TOOLS.

AP3.3.1. Appendix 4 provides estimates of the costs of force
protection enhancements for new construction projects subjected to
threats described above. The costs in the blast tables include the costs
of applying the minimum standards. The cost tables are for costs to
achieve protection to levels of protection over and above those associated
with applying the minimum measures in Appendix 2. The tables provide
increases in the costs per square foot of floor space for a variety of
construction baselines. There are separate tables for each of the threat
parameters detailed above, and a separate chart for perimeter barrier
costs. The costs in the cost tables reflect construction that will be
adequate to mitigate the effects of the applicable threats to the applicable
level of protection. Including these costs will identify funding required
for force protection requirements.
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([- Table AP3.T2. Levels of Protection
B Tactic Level of Potential Structure Potential Injury
Protectio Damage
— n
Bombing Minimum | Significant damage, but | Majority of personnel suffer
tactics no progressive collapse | serious injuries. There are
- likely to be a limited
| number of fatalities
Low Damaged — unrepairable | Majority of personnel suffer
- No collapse, but lacerations and blunt
structural members will | trauma injuries from
require replacement window glazing and non-
~ ‘ structural elements
Medium | Damaged - repairable Mostly minor and some
Damaged structural serious lacerations and
r elements can be ‘blunt trauma from window
repaired glazing and non-structural
elements
r High Superficial damage Only superficial lacerations
and biunt trauma from non-
- structural elements
¢ Ballistics Low Limited - screening Unlikely
| tactic ,
{. High Superficial — hardened None

)

AP3.3.2. Costs for protection against mail bombs and
chemical, biological, and radiological threats are not specifically
addressed in this interim standard except as measures incorporated into

- the minimum standards.
AP3.3.3. Appendix 1 provides descriptions of the basic design
- strategies used in developing the protective measures that were used as
the basis for the cost calculations. The protective measures include
- perimeter barriers and building components designed to resist weapons

and explosives effects, including walls, doors, windows, and roofs.
Understanding the design strategies allows the user to understand the
- basis for the costs.
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AP4. APPENDIX 4

COST TOOLS

AP4.1. INTRODUCTION. These tools can be used in formulating costs for
antiterrorism/ force protection for MILCON projects. They are only to be used in
programming for new construction. This interim standard does not include cost
increases for major renovations, which are likely to be higher than those for new
construction.

AP4.2. FORMULATION OF TOQOLS. The tools described in this appendix were
developed by determining the ballistics and blast resistance of various “hardened”
building components to applicable levels of protection and estimating the costs of
buildings built using those components. The relative costs of the hardened buildings
were tabulated as increases over baseline costs for six common building categories in
terms of percentage cost increase per square foot of floor space. The relative costs
reflect all construction, labor, and material costs for the buildings. They also include
the costs of applying the minimum standards in appendix 2. The costs in the tables
in this appendix must be corrected with area cost factors, building area factors,
escalation, and any other special construction considerations commonly programmed
into DD Forms 1391 at your installation or for the applicable type of facility. The
baseline construction for walls, doors, windows, and roofs for each of the six building
categories is summarized below. The six structure types selected represent a
majority of recent military construction. They can be used to represent other
structure types that are similar from the standpoint of function and basic
construction.

Table AP4.T1. Baseline Construction

FOR OFFICIAL USE ONLY

Structure Category Building Component Construction
_ Walis Doors Windows Roofs
288 Person Barracks Concrete 3 X 7' Hollow Aluminum frame / | Standing seam
(interior corridor) masonry unit metaland 8' X7* | sliding metal
(3 stories) glazed pairs
(115,000 gross sf)
288 Person Bairacks Concrete 3 X 7' Hollow Aluminum frame / | Standing seam
(exterior entrances) masonry unit metal and ' X 7 sliding metal
(3 stories) glazed pairs
(102,000 gross sf) _
Dining Facility Brick veneer / Hollow metal and | Aluminum frame / | Standing seam
(1 story) metal stud glazed, 3' X 7' & 6' | fixed metal
(14,000 gross sf) X 7' pairs
Administrative Facility Brick veneer / Hoillow metal and | Aluminum frame / | Standing seam
(2 stories) metal stud glazed, 3' X 7' & 6' | fixed, projected, & | metal
(26,000 gross sf) X 7' pairs storefront
Medical Clinic Brick veneer / Hollow metal and | Aluminum frame / | Built-up roofing
(1 story) metal stud glazed, 3' X 7' & 6' | fixed
(40,000 gross sf) X 7' pairs
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Special Structures Concrete Hollow metal and | Aluminum frame / | Standing seam
masonry unit glazed, 68' X 7' fixed metal
pairs

T

Table AP4.T2. Examples of Facility Construction Types Represented by

{‘ Baseline
“Baseline Occupancy
- Structure Classification | Examples of Facllity Construction Types Represented
Barracks, Housing Enlisted Barracks
External Trainee Barracks
— Entrances Transient Unaccompanied Personnel Housing
Unaccompanied Enlisted/NCO/Officers Quarters
Barracks, Housing Enlisted Barracks
Internal Corridor Trainee Barracks
" Transient Unaccompanied Personnel Housing
Unaccompanied Enlisted/NCO/Officers Quarters
Administration | Office Airfield Operations Building
—_ Facility Aviation Unit Operations Building
Brigade/Battalion/Company Headquarters
Cargo Handling Office Building
~ Community Services Center
Courtroom
Dispatch Building
Emergency Operations Center

Field Operations Building
National Guard/Reserve Center
School

Child Development Center
Ship Operations Building
Ambulance Garage/Fire Station/Police Station
Dental Clinic

Laboratory

Medical Center/Hospital
Pharmacy

Red Cross Building

Troop Dispensary/Health Clinic
Veterinary Facility

Dining Facility -
Drug/Alcohol Abuse Center
Laundry

Auditoriums

Chapels

Gymnasiums

Theaters

Medical Clinic Medical

]

DINING Services Facility
— FACILITY

Special
Structures

{r‘ AP4.3. USING THE TOOLS.
AP4.3.1. Using the construction cost increase tables.

AP4.3.1.1. Select a baseline structure category using Table AP4.T1
or AP4.T2. The baseline facility types can be extrapolated with Table AP4.T2. Then
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select the table that applies to the bomb size or ballistics threat and level of
protection that is being programmed using Table AP4.T3 and AP4.T4 as a guide for
explosives or Table AP4-T20. for ballistics.

AP4.3.2. Using the tables for bomb threats.

AP4.3.2.1. Enter the table with the standoff distance (in feet) from
the site perimeter to the standoff distance will be considered to be the distance from
the face of the target structure (at any point} to the point on the site at which you can
effectively establish a perimeter within which you can control vehicle access.
Alternatively, where there is an area of a structure that does not meet the
requirements of an inhabited structure, that area can be considered to be part of the
standoff distance. In that case, the standoff distance would be from the site perimeter
to the face of that portion of the structure constituting the inhabited structure.

AP4.3.2.2. Follow the line to the structure category that corresponds
to your facility type. That cost increase {as a percentage of the square foot cost) will
correspond to the cost above “conventional construction” to provide the construction
required to mitigate the postulated design basis threat to the applicable level of
protection.

AP4.3.2.3. Multiply the percentage cost increase per square foot by
the square foot cost for the baseline construction for the planned facility. That cost
may be the baseline cost for the type of facility being programmed as found in the
Military Construction Pricing Guide or other baseline cost guidance. Because these
costs are presented as percentages, they are not specific to any particular year and
do not have to be escalated separately from the total project cost.

AP4.3.3. Using the tables for ballistic threats.

AP4.3.3.1. Select Table AP4-T20 for the appropriate level of

~ protection (high or low).

AP4.3.3.2. For the low level of protection, select the percentage cost
increase that corresponds to your structure type. . '

AP4.3.3.3. For the high level of protection, select the percentage cost
increase for your structure under the desired threat severity level.

AP4.3.4. Using the vehicle barrier cost chart (Figure AP4.F1.). This chart
is only necessary when the moving vehicle bomb tactics apply. Note that the costs in

- this chart are current for Calendar Year 1999, Application for future years will

require cost escalation factors.
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AP4.3.4.1. Perimeter Barriers. Use the standoff distance used
above to estimate the total perimeter vehicle barrier cost. Read the total cost
associated with that standoff distance from figure AP4.F1 for the vehicle applicable
barrier rating (refer to Table AP4.T21}. Alternatively, determine perimeter length and
apply the unit cost in Table AP4.T21.

AP4.3.4.2. Active Barriers.

AP4.3.4.2.1. Assume the number of egress and ingress
locations through the perimeter based on traffic volume. The barrier costs as
tabulated are for a 12-foot traffic lane. Commonly an entry point will have two lanes,
each of which needs a barrier.

AP4.3.4.2.2, Enter the active vehicle barrier Table
AP4.T22. and multiply the cost by the number of lanes assumed.

AP4.3.5. Multiple Tactic Costs. Costs associated with protecting a
structure from more than one threat (i.e., ballistics and explosives) will be considered
to be multiple tactic costs. In this interim standard, the costs for multiple tactics are
conservatively considered to be additive. Table AP4.T3 provides a guide on the
integration of multiple threats and designates costs that should be combined for the
total estimate.

AP4.3.6. Vehicle Bomb Example. Consider a 288-person barracks with
interior corridors for which the planning team has postulated a low threat severity
level (220 pounds TNT) for the moving vehicle bomb threat. The required level of
protection is low. The baseline cost is $142 per square foot from the Military
Construction Pricing Guide. The available standoff distance is limited to
approximately 80 feet. Based on expected traffic to the facxhty, assume you will need
4 entry/exit lanes through the perimeter.

AP4.3.6.1. Determine the additional construction cost for the

- primary facility.

AP4.3.6.1.1. Select Table AP4.T8 that corresponds to the
220-pound explosive/low level of protection for the 288-person barracks with interior
corridors.

AP4.3.6.1.2. Enter the table at the available standoff
distance of 80 feet.

AP4.3.6.1.3. Read across the table.to the column that
corresponds with baseline facility type (barracks interior corridor) to find the
percentage cost “increase.” In this example it is 3.1 percent.
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AP4.3.6.1.4. Determine the additional cost. 3.1 percent X
$142 per square foot is $4.40 per square foot additional cost. That additional cost
would be entered into the DD Form 1391 on the force protection line item under

“primary facility.”
AP4.3.6.2. Determine the vehicle barrier costs.

AP4.3.6.2.1. Determine the perimeter barrier costs by
entering the perimeter barrier Figure AP4.F1, with 80 feet of standoff distance.

AP4.3.6.2.2. Read Figure AP4.F1 for an estimate for the
low level of protection at 80 ft standoff: $70,000.

AP4.3.6.3. Refer to the active barrier Table AP4.T22 at the low to
medium rating and read $25,000 per lane. Multiply $25,000 by four lanes for a total
of $100K.

AP4.3.6.4. Total Vehicle Barrier Cost. Add the passive vehicle
barrier system $70,000 to the active vehicle barrier system $100,000 for a total of
$170,000.

AP4.3.7. Multiple Threat Example. There is a requirement to build a
dining facility that will provide a high level of protection against a medium severity
level ballistic threat and a medium level of protection against a 1000-pound explosive
device. Available unencumbered land will make it possible to place a perimeter
around the building at a 300-foot standoff distance. The perimeter must stop a
15,000-pound truck traveling at speeds of up to 30 miles per hour. The building
perimeter must have two entrances and two exits.

AP4.3.7.1. Vehicle Barrier Costs.

AP4.3.7.1.1. Active vehicle barrier cost. From Table
AP4.T22, each entrance and exit lane will require an active vehicle barrier that costs
approximately $25,000. Therefore, since two entrance barriers and two exit barriers
are required, $100,000 should be planned for procurement and installation of four
active vehicle barriers located around the perimeter.

AP4.3.7.1.2. Passive Vehicle Barrier Cost. From Figure
AP4.F1., the passive barrier system cost for a building requiring 300 feet of standoff
is $140,000

AP4.3.7.1.3. Total vehicle barrier cost for active and
passive barrier systems.
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$ 140,000 - Passive Vehicle Perimeter Barrier
System N

$ 100,000 — Active Vehicle Barrier Systems

$ 240,000 - Total Vehicle Barrier Cost

AP4.3.7.2. Structure Hardening Cost to Protect against Explosive
Attack. From Table AP4.T15, (1000 Ibs TNT medium level of protection) the cost
increase per square foot of floor space for a DINING FACILITY with 300 feet of
standoff is 10 percent. Assuming that the average cost per square foot for a DINING
FACILITY is $209.65 per square foot, the increase is (0.10 x $209.65/SF =
$20.96/SF). '

AP4.3.7.3. Structure Hardening Cost to Protect against Ballistic
Attack. From Table AP4.T20, the cost per square foot increase is 3.9 percent for a

DINING FACILITY that requires a high level of protection against a medium threat
severity level ballistic attack. Assuming that the average cost per square foot for a
DINING FACILITY is $209.65 per square foot, the increase is 0.039 x $209.65/SF =
$8.18/SF.

AP4.3.7.4.Total Facility Hardening Cost.

Ballistics Threat Cost Increase --—~  $8.18/SF
Explosives Threat Cost Increase --  $20.96/SF
Total Cost Increase $29.14/SF

AP4.3.7.5. Estimated Costs for Antiterrorism/Force Protection.
$ 240,000 - Total vehicle barrier cost

$ 29.14/SF - Estimated additional cost of the DINING
FACILITY with ballistic and blast protection.
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Table AP4.T3. Minimum Criteria and Multiple Threat Costs Integration

Ballistics
Table Cost
AP4.T20

Table AP4.T4. Index of Tables for Various Bomb Sizes and Levels of

Protection

Low
AP4.T5
AP4.T8

AP4.T11
AP4.T14
AP4.T17

Hig
APAT7
AP4.T10
AP4.T13
AP4.T16
AP4.T19
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Table AP4.T5. 50 lbs TNT Low Level of Protection

Percentage Buildng Cost Increase

DINING

FACILITY
103 80
9.0 ‘68

Y 6.7
85 63
8.4 6.2
8.3 6.1
73 47
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Table AP4.T6. 50 Ibs TNT Medium Level of Protection

ﬁementage Buildng Cost increase

15.4
14.8
146
13.8
120
11.7
11.8
11.5
8.3

8.3

7.3
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{-_ Table AP4.T7. 50 lbs TNT High Level of Protection
"~ Percentage Buildng Cost Increase
- MEDICAL CLINIC}
173
17.0
_ 16.1
5.7
155
14.8
13.2
!— 11.9
11.7
{- 11.7
8.4
q- 8.3
7.3
—
—_
[
{
35 APPENDIX 4

i FOR OFFICIAL USE ONLY



™ Ty T

(

U R B

)

Table AP4.T8. 220 lbs TNT Low Level of Protection

Percentage Buildng Cost Increase
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,r Table AP4.79. 220 lbs TNT Medium Level of Protéection

Percentage Buildng Cost Increase
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{ Table AP4.T10. 220 lbs TNT High Level of Protection

Percentage Buildng Cost Increase

— MEDICAL CLINIC
271
-
26.1
256
[ 23
_ 20.6
19.3
18.8
r
' 18.4
17.8
—
145
. 14.4
([_ 13.5
11.9
11.8
8.6
8.4
_ 8.3
7.3
g
-
1
r
L
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Table AP4.T11. 500 lbs TNT Low Level of Protection

.. TR R R DR

Percentage Building Cost Increase
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Table AP4.T12. 500 lbs TNT Medium Level of Protection

m,fi"""\ ~

Percentage Building Cost Increase

s M Pl

)
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Table AP4.T13. 500 lbs TNT High Level of Protection

Percentage Bulliding Cost Increase
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Table AP4.T14. 1000 ibs TNT Low Level of Protection

Percentage Bullding Cost Increase

42
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i Table AP4.T15. 1000 lbs TNT Medium Level of Protection
- Percentage Building Cost Increase
BARRACKS DINiNG T MEDICAL
. EXTERNAL FACILITY CLINIC
U828 Y TEET
_ 82.6 25.2 31.0
82.2 246 30.2
" 81.7 23.8 29.1
66.1 20.6 253
- 58.7 105 237
{ 57.0 17.7 2.5
56.9 17.6 '
r 56.8 175 222
56.1 16.8 2.7
é‘ . 413 145 18.5
{__ | 41.1 14.2 18.3
! 40.4 135 17.8
40.2 13.3 176
r 40.1 13.2 176
_ 39.8 127 16.9
39.5 12.4 16.7
_ 24,7 10.0 13.4
248 10.0 13.4
. 24.5 9.8 13.2
242 9.6 13.0
_ 16.8 8.4 11.4
26 6.1 83
_ 2.1 47 73
f- 43 APPENDIX 4
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Table AP4.T16. 1000 lbs TNT High Level of Protection

Y
W b
RLET

Percentage Building Cost increase

DINING MEDICAL

FACILITY CLINIC

275 335
27.2 33.1
27.0 329
26.4 324
23.1 28.1
222 27.0
20.3 248
18.6 23.6
17.8 26
176 223
15.2 19.1
15.2 19.1
142 18.3
13.3 17.7
10.9 14.4
10.6 14.2
10.4 14.0
10.0 134
9.8 13.2
8.6 11.6
8.4 115
47 7.3
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{" ' Table AP4.T17. 20,000 lbs TNT Low Level of Protection
Perceniage Building Cost Increase
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Table AP4.T18. 20,000 Ibs TNT Medium Level of Protection

Percentage Building Cost Increase
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Table AP4.T19. 20,000 lbs TNT High Level of Protection

Percentage Building Cost Increase
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Table AP4.T20. Ballistic Threat Low and High Levels of Protection

Low Level of
Protection

0.18

0.81

0.12

0.13

0.13

0.18

Very High Threat

Severity

Table AP4.T21. Passive Vehicle Barrier Costs and Ratings

Cost Per Foot

$100

$100
$30
$30
$23

Table AP4.T22. Active Vehicle Barrier Costs per Vehicle Entrance /Exit

Vehicle Speed MPH

Up to 25
30-50
Up to 30
Up to 55
Not Applicable

Cost Per Vehicle Lane

$42,000
$42,000
$25,000
$25,000
$2,000
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Vehicle Speed MPH

Upto 25
30-50
Up to 30
Upto 55
Not Applicable
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Figure AP4.F1. Total Cost for Passive Vehicle Barrier Systems Versus
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SUMMARY of CHANGE

AR 190-11
Physical Security of Arms, Ammunition, and Explosives

This revision-

o Requires review of DA Form 4604-R, Security Construction Statement, during
physical security surveys and inspections and revalidation by engineer
personnel every 5 years (para 2-2d).

0 Requires close monitoring by all officers, noncommissioned officers, or
civilian equivalents of control of ammunition and explosives during field
training or range firing to eliminate most security problems (para 2-5f).

o Requires installation commanders providing logistical support to provide a
copy of an unsatisfactory physical security survey or inspection concerning
ReservecomponentandReserveOfficer Training Corps(ROTC)units,toinclude
written comments to showwhich elements have received copies (para 2-6a(4)).

o Does not allow ROTC/Junior ROTC units, gun clubs, and activities under the
responsibilityofthe Directorof CivilianMarksmanship Programtopossessor
store Category | or Category Il arms, ammunition, or explosives (AA&E) (para
2-7).

o Abolishes the requirement to provide copies of the results of AR 15-6
investigationstothe Commander, U.S. Army Military Police Operations Agency
(para 2-9c).

o Abolishes the requirement for appointment of and instructions for boards of
officers and investigating officers (para 2-9c).

o ldentifies additional personnel selection requirements for transporting
Categories|, Il, or classified AA&E (para 2-11).

0 AddsanewDAForm7281-R (Command Oriented Arms, Ammunition, and Explosives
(AA&E) Security Screening and Evaluation Record) to aid in the screening
process of AA&E assignments (para 2-11).

o Abolishes exemption for officer personnel from command developed security
screening proceduresbeforeaccesstoCategorieslandllisauthorized (para
2-11b).

o Requires formal agreements concerning physical security requirements for
AA&E to be implemented by an appendix to a host tenant activity support
agreement or by a letter of instruction (para 3-2c).



Requires AA&E storage facilities that require intrusion detection systems
(IDS)tobe protected by atleasttwotypes of sensors, one of whichmustbe a
volumetric sensor (para 3-6a).

Requiresciviliancontractoremployeesinvolvedinthedesign,operation,and
maintenance of IDS for AA&E facilities to possess a minimum security
clearance of confidential (para 3-6h).

Allowslocalforthe use ofelectronicgeneration DAForm5513-R (para 3-8a).

Requires the recording of combinations to locks on vault doors or GSA-
approved Class 5 or 6 security containers storing AA&E using the SF 700
(Security Container Information) (para 3-8b).

Revises table 4-1 (para 4-2f).

Incorporates the security requirements for AA&E at Army museums from AR 190-
18, section Il (para 4-13).

RequiresarmedguardstobepostedonCategorieslandllAA&Efacilitiesupon
failure of IDS (para 5-2a(3)(a).

Requires Categoriesllland IV bulk AA&E storage areas protected by IDStobe
checked by a security patrol at irregular intervals not to exceed 48 hours
(para5-2b(2).

Requires primary and backup communications at guard posts located at bulk
AA&E storage facilities to be tested daily by supervisor personnel (para 5-
7).

Gives King Tut blocks equal priority for the protection of Categories |
through IV AA&E (para 5-13).

Requires weapons to be registered in the DOD Central Registry prior to
shipment of abandoned and confiscated privately-owned firearms to Anniston
Army Deport (para 6-7a).

Adds/revisessecurityguidanceon:vesselmovementsofU.S.-owned AA&Etoand
from overseas and intra-theater movements (para 7-6¢); small quantity
shipments and organic and unit movements (para 7-9); foreign military sales
movements(para7-12);contractmovements(7-13);commercialshipmentsatDOD
installationsandactivities (para 7-14); andtransportationof marksmanship
weapons and ammunition (para 7-18).

Prohibits personnel from carrying, moving, or storing Government AA&E in
privately-owned vehicles either on or off installations (para 7-15).

Table 7-1 has been redesignated as paragraph 7-19.



Lifts the restriction on the use of containers on a flatcar shipment of
Categories | and Il AA&E, and revises security standards for AA&E shipment
(para7-19).

Requires overseasinstallation commandersto send completed DA Forms 3056 to
Director, Crime Records Center (CRC). Director, CRC, willberequiredtomake
lost, stolen, or recovered weapon entries into the NCIC from overseas
commands (para 8-3c).

Requireslost, stolen, orrecovered weaponstobe promptlyenteredinthe DOD
Central Registry (para 8-3f).

Clarifies that blank ammunition, .22 caliber rimfire ammunition, and inert
training ammunition is excluded from the requirements of this regulation
(paraB-1).

Addsthe AT-4antitankweaponto Category | (missilesandrockets) AA&E (para
B-2a(1)).

IdentifiestheM16A2rifleandthesquadautomaticweapon(SAW)asCategoryll
arms (para B-2b(1)).

Adds critical binary munitions components containing 'DF’ and 'QL’ as
Category Il ammunition and explosives (para B-2¢(2)(d)).

Revises physical security standards for commercial terminals (app C).

Revises and renames appendix E to losses/overages list for AR 15-6
investigations (app E).

Abolishes the semiannual reporting requirement (RCS CSPA-1645) Physical
Security of Sensitive Conventional AA&E (app G).

Moves AA&E facility criteria from chapter 4 to appendix G (para G-1).

Adds extracted information from DOD 5100.76-M in-- a. New appendix H
(replaces DODI 5220.30) and prescribes standards for safeguarding certain
categories of sensitive AA&E in the custody of or being manufactured by DOD
prime contractors and subcontractors. b. New appendix I, Enhanced
Transportation Security Measures During Terrorist Threat Conditions.

Authorizes exact replication of any DA or DD Forms prescribed in this
regulation that are generated by the automated Military Police Management
Information System in place of the official printed version of the form (app
A, seclll).
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Physical Security of Arms, Ammunition, and Explosives

United States under the applicability of thisconducting internal control reviews. These
regulation. checklists are contained in DA Circular
Applicability. This regulation applies to the 11-89-2.
Active Army, United States Army Reserve, . . .
Army National Guard of the United States,SUpplementat'on' S_u_ppleme_ntatlon Of. this
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Chapter 1 (b) Uncategorized Class A and B explosives when being trans-

General Information ported (see chap 7).
d. AA&E items covered by this regulation that are also classified
Section | will be stored and transported per AR 380-5, appendix H, AR
Introduction 55-355, chapter 34, and this regulation. Where specific individual
requirements differ between these regulations, the more stringent
1-1. Purpose requirement will be followed.

a. This regulation prescribes standards and criteria for the physi- e. MACOMSs will prescribe physical security requirements for
cal security of sensitive conventional arms, ammunition, and explo- AA&E items outside the scope of this regulation. Consistent with
sives (AA&E), including nonnuclear missiles and rockets, as set operational and safety requirements and this regulation, physical
forth in appendix B, in the custody of any Department of the Army security requirements for production and manufacturing operations
(DA) Component, or contractor and subcontractor. (See app H forat Government facilities will be prescribed by the Joint Ordnance
AA&E physical security standards at contractor facilities.) This reg- Commanders’ Group (JOCG).
ulation also prescribes policy, procedures, and standards, and as- f. The criteria in this regulation are intended for sites where
signs responsibilities for the effective implementation an®BA&E are maintained on a permanent basis during daily peacetime
application of physical security of AA&E. conditions, and not for training, contingency sites or operations,

b. Although the standards and criteria in this regulation will pro- such as wartime, force generations, exercises, or operational readi-
vide adequate protection against loss or theft or AA&E at most DA ness inspections. For sites and operations not specifically covered in
activities, and Department of Defense (DOD) (DA) contractor activ- this regulation, MACOMs will establish requirements and proce-
ities, the threat or characteristics of a particular location may requiredures to provide protection for AA&E consistent with the philoso-
increased measures subject to approval by the major Army com-phy of this regulation, when operationally and environmentally
mands (MACOMSs) concerned. MACOMs will establish procedures feasible. Upon declaration of war, commanders may prescribe pro-
to review the justification of military construction projects that ex- cedures suspending specific physical security provisions of this reg-
ceed the criteria in this regulation. This regulation does not author-ulation to account for local conditions, while ensuring maximum
ize methods or operations inconsistent with AR 385-64, paragraphspractical security for Government personnel and property. This au-

1 through 12 and appendix A. thority is granted to installation, division, and separate brigade com-
c. The provisions of this regulation apply to sensitive conven- Mmanders and may be delegated to commanders in the grade of
tional arms, ammunition and explosives as follows: lieutenant colonel. Upon mobilization (prior to a declaration of war),

(1) Arms.Weapons that will, or are designed to, expel a projec- this authority is granted to commander of MACOMs and may not
tile or flame by the action of an explosive and the frame or receiver e further delegated. In the above circumstances (declaration of war
of such weapons and comparable foreign arms, U.S. prototype arm&' mobilization), suspension of transportation physical security re-
and illegally manufactured arms which are retained in the inventoryduirements will be coordinated promptly with HQDA
for training, familiarization, and evaluation. This includes handguns, (DAMO-ODL and DALO-TSP) and with the Commander (CDR),
shoulder—fired weapons, light automatic weapons up to and inclug-Military Traffic Management Command (MTMC). _
ing .50 caliber machine-guns, multibarrel machine-guns such as the 9: The Army’s inventory of AA&E is a vital part of its readiness
7.62mm M134, recoilless rifles up to and including 106mm, mortars posture. Loss or theft of such material can foster fear in the public

up to and including 81mm, man—portable rocket Iauncher%e,cwr and create an image of the Army’s inability to secure its

flame—throwers, and individually operated weapons that are portable?SSEts. The degree of security to provide AAXE is contingent upon

or can be fired without special mounts or firing devices and that Many variables. It is impractical, therefore, to prescribe definitive
have potential use in civil disturbances and are vulnerable to theft.DA phy5|ca_1l security standards to cover all ant|C|pated conditions
Comparable foreign arms, U.S. prototype arms, and illegally manu_that could impose a threat to the security of the items to be pro-

factured weapons retained in the inventory for training, familiariza- tected.. Minimum phy_su;al security standards are prescribed in Fh's
tion, and evaluation are also included. regulation. As the criminal or other type threats to these materials

(2) Ammunition.A device charged with explosives, propellants increase at the local level, security measures at that level may need

h S . ) . to be more stringent than those prescribed in this regulation. Com-
pyrotechnics, initiating composition, riot control agents, chemical

herbicides, smoke and flame for use in connection with defense Ormander will notify Headquarters, Department of the Army (HQDA)
ST o S L immediately through commander channels local resources are inade-
offense including demolition and having, in general, an individual or

unit of issue, container, or package weight of 100 pounds or Iess.quate to provide necessary protection.

Included are rounds of 40mm and larger; conventional, guided mis-1_» References
sile, and rocket ammunition weighing 100 pounds or less per round;Required and related publications and prescribed and related forms
and 1,000 or more rounds of ammunition smaller than 40mm; and,are listed in appendix A.
other ammunition specified in appendix B. Ammunition excluded
from the specified requirements of this regulation are the following: 1-3. Explanation of abbreviations and terms
(a) Devices charged with nuclear or biological agents; Abbreviations and special terms used in this regulation are ex-
(b) Devices charged with chemical agents, except for those speci-Plained in the consolidated glossary.
fied in appendix B; )
(c) Blank ammunition, .22 caliber rimfire ammunition, inerSection II
training ammunition; Responsibilities
(d) Artillery, tank, mortar ammunition 90mm and large, and na-
val gun ammunition 3 inches, 76mm, and larger. However, this
ammunition requires Transportation Protective Service as set forth
in chapter 7.
(3) ExplosivesAny chemical compound, mixture, or device, the

primary purpose of which is to function by explosion. The term 1_g. HQDA staff agencies, MACOMs, Army National

includes, but is not limited to, individual land mines, demolition Guard of the United States, and installation commanders

charges, blocks of explosives and other explosives consisting of 10Heads of HQDA staff agencies, MACOMs, Army National Guard

pounds or more. The scope of this regulation additionally includes of the United States, and installation commanders will support the

and is limited to: AA&E physical security program according to prescribed responsi-
(a) Categorized explosives specified in appendix B. bilities in AR 190-13, paragraph 1-5 and this regulation.

1-4. The Deputy Chief of Staff for Operations and Plans

The Deputy Chief of Staff for Operations and Plans (DCSOPS) will
develop policies, standards, and procedures on the physical security
of sensitive conventional AA&E.

AR 190-11 « 12 February 1998 1



a. All commanders will apply enough human resources and funds d. Report all losses (actual or suspected) or recoveries within 2
to A&E physical security programs at all levels. hours of initial detection to the proper law enforcement agencies.
b. MACOM commanders will identify resource needs in the e. Conduct prompt investigation of losses after a decision of the
planning, programming and budgeting system, and allocate necesUSACIDC that criminal acts were not involved.
sary resources to support their AA&E physical security program. f. Fix responsibility when negligence is determined and take
Installation commanders will ensure funds identified for physical proper corrective action to prevent further loss.

security are used as intended. g. Publicize AA&E security and loss prevention through com-
) mand information and unit training programs.
1-6. Rescinded h. Plan, program, budget, and allocate resources for the imple-

mentation of required policies outlined in this regulation.
i. Ensure that AA&E storage facilities are checked, inventoried,
and inspected as required by this regulation.

1-7. The Chief of Engineers
The Chief of Engineers (COE) will ensure that construction plans
for new or modified AA&E storage facilities meet the minimum

standards prescribed by this regulation. 1-11. Active Army installation commanders, Reserve

Component commanders, and unit commanders
Active Army installation commanders, Reserve Component (RC)

The Commanding General, U.S. Army Materiel Command (CG, commande_rs, and RQTC unit _commande_rs will—

AMC) will prescribe policies, procedures, and standards to physi- & Coordinate physical security plans with local LEAs and sup-
cally secure AARE manufacturing and production facilities and POrting military intelligence (Ml) and USACIDC elements.

those AA&E under research, development or being tested and evalu- P- Set up liaison at the local level with the agencies per chapter
ated under DA jurisdiction. Implementing instructions issued by °- . .

CG, AMC will be according to the philosophy and policies in this €. Ensure that agreements governing consolidated AA&E storage
regulation. AMC, through tri-Service coordination, will use the De- facilities and the storage of AA&E property of Federal, State, con-
cision Logic Tables (see para B-3) and will determine the appropri- tractor agencies, and foreign government agencies contain definite
ate risk categories for AA&E items. Security requirements f@gsignment in writing of responsibility for the items stored.
conventional ammunition and explosives during production andd. Conduct unannounced inspections as often as deemed neces-
manufacturing operations at Government—owned, contra¥y by the commander concerned.

tor—operated (GOCO) facilities are prescribed by the JOCG (DOD €. Ensure construction programming documents involving AA&E
5160.65-M, chap 12). Security requirements for AA&E in the cus- facilities have been coordinated with the responsible provost mar-
tody of or being manufactured at contractor—owned, contre&hal or security officer.

tor—operated (COCO) facilities are established in appendix H.

1-8. The Commanding General, U.S. Army Materiel
Command

1-12. Commanders or directors of activities, installation

1-9. Commanding General, U.S. Army Criminal planning boards, and responsible or accountable officers
Investigation Command a. Commanders or directors of activities, and units on Active
The CG, U.S. Army Criminal Investigation Command (USACIDC) Army installations, or subinstallations, will coordinate physical se-
will— curity plans for standard operating procedures (SOPs) once a year

a. Conduct preliminary investigation into losses of all Category | with the installation PMO or Security Office. They will—
and Il AA&E items, regardless of dollar value, to determine if a (1) Ensure their security procedures are current and in keeping

crime was committed. with the command and HQDA physical security directives.

b. Conduct preliminary investigation into losses of Category Il (2) Include provisions in security procedures for applying physi-
and IV items meeting the quantities listed in appendix E, regardlesscal security measures for storage areas in keeping with the host
of dollar value, to determine if a crime was committed. commanders assessment.

c. Conduct investigations of actual or attempted break—ins or b. Commanders or directors of tenant activities (located both on
armed robberies of AA&E storage facilities. and off the installation) must identify their security requirements to

d. Provide copies of USACIDC Serious/Sensitive Incident (SSI) the host installation. They will ensure funding provisions are consid-
reports which may be prepared pertainingatob, and ¢ above to ered in proper budget programs.
HQDA (DAMO-ODL-S), 400 ARMY PENTAGON, WASH DC c. Installation planning boards will include a physical security
20310-0400. representative from the LEA, PMO or Security Office as a voting
e. If a crime was committed, conduct a complete investigation member on all actions. The representatives will ensure that provi-
and provide HQDA (DAMO-ODL-S), upon request, copies of such sions of this regulation are considered and made a matter of record
investigation reports. during the planning process.
f. If needed, coordinate with the proper law enforcement activity d. This regulation does not relieve responsible or accountable
(LEA), provost marshal office (PMO), or security office, to ensure officers of this responsibility to account for property.
assignment of a physical security specialist to the investigation.  e. Persons issued or holding AA&E are responsible for properly
g. Using the results of completed investigations, assist HQDA securing such property while it is charged or entrusted to their care.
(DAMO-0ODL) and the commander concerned in evaluating existing
security measures and recommending corrective action to improvel-13. Security of nonsensitive AA&E

security of such items. AA&E that does not meet the criteria in this regulation for “sen-
sitive” items must be safeguarded from pilferage, theft, and wrong-

1-10. Commanders and custodians of AA&E ful destruction when stored or deployed in the field. Although this
Commanders and custodians of AA&E will— regulation does not prescribe security criteria for these items, AR
a. Comply with this regulation. 190-13, paragraph 1-5, assigns commanders the responsibility to

b. Ensure necessary measures are taken to safeguard AA&E at akknsure reasonable security measures are taken to safeguard property
times. This includes providing specific instructions on individual and facilities that may be vulnerable to criminal acts or other disrup-
responsibility for AA&E during operational or field training condi- tive activities. Commanders and security personnel involvement is
tions, care and maintenance, competitive marksmanship meet, anélecessary to ensure that the security measures taken provide enough

storage on, or when mounted on, vehicles and aircraft. security based on an assessment of the threat and vulnerability of
c. Ensure timely submission of serious incident reports (SIR) per the items concerned. Such security measures can include use of
AR 190-40, paragraph 4-9. fences, lighting, locks and key control, security patrols, and any
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other measures deemed suitable by the commander responsible fovill be consolidated by risk category to the maximum extent consis-

the security of the items involved. tent with operational, safety, and training requirements. Compensa-
. ) tory security measures will be established for AA&E storage
1-14. Transportation security structures that do not meet minimum construction standards. Defini-

Responsibilities p(_ertaining to transportation security standards andtive drawings and specifications for new construction, upgrade, or
procedures are discussed in paragraph 7-2 for: the Commandemodification of AA&E storage structures will be coordinated with
Military Traffic Management Command (MTMC), (para &-and the engineer office, safety office, and LEA, PMO, or security police

b), overseas theater commanders (paraa)j—the Military Airlift office to ensure safety and physical security requirements are met.
Command (MAC) (para 7€}, and the Military Sealift Command d. Qualified engineer personnel will verify the structure composi-
(MSC) (para 7-Q). tion of AA&E storage facilities (for example, walls, ceilings, roofs,

floors, and doors). Statements will be prepared on DA Form 4604—-R
(Security Construction Statement). Statements will indicate the
highest construction category met for storage of AA&E, for exam-

Chapter 2 ple, Category I, Il, Ill, or IV AA&E items and date of applicable

Policy regulation. (See para 2—4 for procedures when structural deficiencies
exist.) The DA Form 4604—-R will be affixed to the interior wall of

2-1. General each AA&E storage facility. The DA Form 4604-R will be locally

a. Systems should incorporate technology and equipment aVa"a'reproduced on B-x 11-inch paper. A copy for reproduction pur-
ble within the Federal Government and the private sector to provideposes is located at the back of this publication. A blanket statement
cost effective protection, automated accountability, ar_ld ir_wentory on DA Form 4604-R may be issued at an installation for all facili-
control. Physical security equipment management policy is estab-ties such as ammunition magazines, constructed according to the
lished in AR 190-13, chapter 4. Security criteria will be included in g5me specifications. Under these circumstances a copy of the DA
initial plans for research and development, as well as all new orgorm 4604—-R need not be affixed to the interior wall of each
modified construction projects. ‘ _ individual storage structure, but must specifically identify the facili-

b. To minimize the cost of physical security and inventory con- ties by number and location, and be readily available for inspection.
trol, and to reduce theft vulnerability, the quantities of AA&E and security construction statements will be reviewed during physical
the number of storage facilities for AA&E should be reduced. Stor- security surveys and inspections. The statements will be revalidated
age should be consolidated to the maximum extent consistent Wi'[l"by engineer personnel every 5 years.
operational, safety, and training requirements. e. Physical security personnel will monitor construction of new

(1) AA&E should be removed from designated storage areas asfacilities and renovation of existing facilities. Engineer personnel
briefly as possible. The quantity to be removed should be as smallyill coordinate new construction and renovation projects with the
as possible to support specific missions or projects. Storage areagycal provost marshal or security officer. In addition to meeting
should be as small as possible consistent with safety standardsgonstruction standards, storage of AA&E will meet physical security
security, and mission requirements. criteria, such as Intrusion Detection System (IDS), locks and hasps,

(2) Further reduction of costs for protection and inventory control |ighting, and security patrols, as necessary, for the particular cate-
can be effected by grouping the consolidation of AA&E into smaller gory of AA&E involved.
storage areas by assigned risk category, and providing the degree of
physical security protection needed for that category. Priority atten-2-3. Priority lists
tion will be given to demilitarization or disposal of obsolete and The MACOMs will establish a priority list for meeting the security
unserviceable AA&E to avoid unnecessary storage, security, andrequirements. Requirements will be listed in priority sequence by
inventory—related costs. category for planning, programming, and budgeting purposes. Prior-

(3) The provisions of this regulation are intended to provide ity of installation of IDS is as follows:
adequate storage security for AA&E at most DA activities. There a. Facilities storing Category | items, when protection is inade-
may be a few unusual activities, such as large depots or remotejuate. Those having the largest quantity will receive initial attention.
storage areas without existing electrical service, where not all crite- b. Facilities storing Category Il items.
ria in this regulation can be directly applied in a cost effective c. Facilities storing Category Il items.
manner. At these unusual or unique facilities, local conditions must d. Facilities storing Category IV items.
be carefully evaluated, and the security system must be tailored to e. Deviations from these priorities will be permitted only when
the local conditions, based on practicability and cost, rather thanMACOMs have determined that a local threat dictates these
specific security requirements prescribed herein. In these instancesjeviations.
waivers or exceptions should conform to the requirements provided

in paragraph 2-4. 2-4. Waivers and exceptions
Commanders are authorized 10 percent deviation from the physical
2-2. Construction of facilities security construction standards established by this regulation for

a. The provisions of this regulation are mandatory for new con- existing facilities. Otherwise waivers and exceptions to the physical
struction of permanent land—based installations for storage of sensisecurity requirements of this regulation must be granted by the
tive AA&E. Modification to existing facilities will be accomplished DCSOPS or his or her delegated authority in accordance with the
in accordance with the criteria set forth in this regulation. procedures established by HQDA (DAMO-ODL) under the follow-

b. The tearing down and rebuilding of facilities will not be un- ing provisions:
dertaken unless the concerned MACOM has determined that exist- a. Waiver and exceptions will be considered individually: blanket
ing security measures cannot be supplemented to provide waévers and exceptions will not be authorized. Requests for waivers
required degree of protection. When nonstandard structures or facili-or exceptions applying to commercial carrier’s transportation mini-
ties provide equivalent or better protection, modifications will not mum security standards (chap 7), together with compensatory meas-
be undertaken. Exceptions to this policy will be granted under para-ures taken, will be forwarded through the Commander, Military
graph 2-4. Traffic Management Command, ATTN: MT-SS, 5611 Columbia

c. Upgrading of existing storage structures must be consistentPike, Falls Church, VA 22041, to HQDA (DAMO-ODL-S), 400
with approved plans for future development and new construction ARMY PENTAGON, WASH DC 20310-0400.
plans. The type, planned use, modification costs, and remaining b. Waivers normally may be granted for a period of 1 year and
economic life of storage structures must be considered. Additional-may be extended only after a review of the circumstances necessitat-
ly, in determining upgrade requirements, ammunition and explosivesing the extension. Waivers will not exceed 2 years when resource
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considerations clearly indicate a continued waiver requirement be-range firing will be monitored closely by all officers, noncommis-

yond the normal 1 year waiver period. Justification for such waivers sioned officers (NCOs), or civilian equivalents. Upon completion of
will be required. Each extension will state first extension, second training, the area(s) will be policed and unused ammunition and
extension, and so forth. explosives collected for turn—in. Personnel will be checked closely

c. Exceptions will be granted only when correction of a defi- to ensure unused ammunition and explosives are not retained. Close
ciency is not feasible or when the security afforded is equivalent tosupervision by officers, NCOs, or civilian equivalents can eliminate
or better than that afforded under the standard criteria. most security problems in the training area.

d. Requests for waivers and exceptions will contain compensa- g. Selection of personnel to perform guard duties at AA&E hold-
tory measures in effect or recommended. Approvals for waivers anding areas will be closely monitored by commanders to ensure only
exceptions will specify required compensatory measures. Equivalentresponsible individuals are assigned duty.
protection exceptions do not require compensatory measures. . )

e. Deficiencies that will be corrected within 60 days will not 2-6. Inspections and audits

require a waiver or exception; however, compensatory measures willS€CUrity measures including theft or loss reporting and inventory
be taken during the interval. and accountability procedures for AA&E will be examined during

f. Authority to grant waivers and exceptions constituting stand- inspections and audits. The status of existing waivers and exceptions

ards below those prescribed in this regulation must be approved b))Ni" be examined for compliance and continuing necessity.

the DCSOPS or his or her designated authority. U.S. Army Reserve & Physical security inspections will be conducted according to
Command requests for waivers and exceptions will be submitted”R 190-13, paragra_lphs 2-11, on faC|I|t|g_s in which AAZE gover-
through command channels through the Commander, U.S. Forced®d by this regulation are stored. Additionally, conduct physical
Command, Fort McPherson, Georgia 30330-6000, to HQD%Curlty surveys and inspections as follows: . .
(DAMO-ODL-S), 400 ARMY PENTAGON, WASH DC (1) For new AA&E storage facilities, before and immediately
20310-0400. ' ' after occupancy.

: : . . : 2) On significant change in facility structure.
. Requests for physical security waivers or exceptions will be ( . .
co?)rdinacled betweerr)1 %/he LEA, PMg, or security officepof the instal- (3) After a forced entry or attempted forced entry with or without

lation or activity. When structural deficiencies exist, requests also theit. Wh its h ived tisfact i hvsical
will be coordinated with the supporting engineer. 4 en units have received an unsatisfactory rating on physica

h. A request for a physical security waiver or an exception will security survey/inspection, reinspection W"! be within 6 “?O“ths-.A
include— copy of an unsatisfactory physical security survey or inspection

S . concerning RC and ROTC units will be furnished the installation
Sté%;‘ d:tzi)tglrgv?/nihgfsethgitg(rjo?rllemiss c;;;lﬁggléar?mes that constitute commander providing logistical report. The followup report will
(2) Compensatory measures in effect at AA&E storage facilities include written comments to show what elements have received

; : . .~ copies.
to rgakRe up fgr r:ﬁncorr]rilpllfani(l:ﬁ W't? irﬁqtu“eg itandnar:dts Ofrgr?te\i}i'%n' b. Physical security inspections of AA&E deployed in the field
) easons the unit, tactiity, or instaflation cannot comply for training and operations will be conducted to ensure these items
the requirements of this regulation.

) . . are properly protected.
|(4) th comm??ﬁieijs f_s?ater'nenft of hqo;rfﬁtlve action takent_ Or ¢. Results of physical security inspections and surveys will be
planned to correct the deficiencies for which the walver or exceplion yiafaq to the commander responsible for the security of the facility
is required. .
. , . or area inspected.
(5) Each successive command’s recommendation.

CTh . d th ing head i . file th d. Inventory, accountability, issue and turn—in procedures will be
I. The unit and the approving headquarters will retain on file the j,qj,geqd in physical security inspections/surveys to ensure the pro-
approved waiver or exception, including the documents listed in

cedures support the physical security program. AR 710-2, chapter 2,
ab_ove. . . applies to supply operations below the wholesale level. AR 740-26,

j. Exceptions will be regarded as generally permanent; however,chapter 2, establishes physical inventory controls at the wholesale
they will be reviewed at least once every 2 years to determine ifjeye|. Chapter 4, this regulation, applies regarding accountability
they need to be continued. The review will be conducted by the equirements for contractor owned and commercial arms and
authority who approved the exception. ammunition.

k. Exceptions previously granted under the criteria of the previ- g \When custody of arms storage facilities is transferred between
ous AR 190—_11 remain valid under the provisions of this regulation. 5,thorized persons, they will conduct a physical count of the weap-
Such exceptions need not be resubmitted for approval. Howevergns and ammunition stored therein, per requirements in AR 710-2,
such exceptions will be reviewed as indicated in paragratiove. paragraphs 2-12 and 2-53; and DA Pam 710-2—1, paragraph 9-11.
The inventory and change of custody will be conducted and re-

Specific criteria and standards for protection of AA&E during train- g%dezd 1per ;‘aR rzil?]_g’ ffragraphs 2-12 and 2-53; and DA Pam
ing and in shipboard armories or otherwise on board ships will be "=~ = paragraph S-=1-.

developed by the MACOM concerned, based on the security philos-5>_7. pronibition

ophy in this regulation. AA&E deployed in the field for training or . Gun clubs and activities under the responsibility of the Direc-
operational purposes will be secured at all times. The deployingtor of Marksmanship are not authorized to possess or store Category
commander will establish and enforce procedures for securing deq or Category I AA&E. The Army National Guard and reserves are
ployed AA&E based on an assessment of the threat, objectivesnot permitted permanently to store Category | AA&E. However,
location, and duration of the deployment. The following guidelines wjith prior HQDA (DAMO-ODL) approval, they are authorized to

2-5. Security of AA&E during training, and aboard ships

apply: temporarily store (not to exceed 90 days) Category | AA&E at
a. AA&E will be under continuous positive control. ammunition supply points for training of Army National Guard and
b. AA&E will not be left unattended or unsecured. reserve units. Additionally, Army National Guard and reserve units
c. Persons charged with custody of AA&E will have the capabil- are authorized temporary custody (not to exceed 14 days) of Cate-
ity to sound the alarm if a forceful theft is attempted. gory | AA&E for training on military installations. In both in-

d. A response force will be available to protect the AA&E. stances, physical security measures in chapter 5 and paragraph
e. A system of supervisory checks will be established to ensure7-1% of this regulation must be followed.
all personnel comply with security procedures. Supervisory checks b. Reserve Officers Training Corps (ROTC/JROTC) units are not
of the AA&E holding area will be made to ensure the AA&E being authorized to possess or store Category | AA&E. ROTC units (with
guarded have not been tampered with. the exception of Norwich University, Virginia Military Institute,
f. Control of ammunition and explosives during field training or Texas A&M, the Citadel, and North Georgia College) and gun clubs
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are not authorized to permanently possess or store Category Il e. Inventory adjustment$nventory losses or overages may be
AA&. ROTC units may retain temporary (overnight/weekend) cus- determined as administrative, computer, or other type accountability
tody of AA& for training purposes. This temporary custody will not errors and not actual losses. This determination will be made only
exceed 72 hours. Physical security measures in chapter 4 will beafter investigative action has established the cause of the discrepan-
adhered to. cy. (In no case may a weapon, ammunition, or explosive loss or
c. ROTC units may use Category Il weapons for familiarization overage be attributed to inventory error unless the responsible agen-
training and field training exercises or marksmanship, on or off a cy, unit, or activity conducts an investigation that, beyond a doubt,
military reservation. Active Army installations, RC facilities and excludes the possibility of theft or loss.) When such a decision has
National Guard units are encouraged to provide support to ROTCbeen made, DA Form 3056 (Report of Missing/Recovered Firearms,

units when requested. Ammunition and Explosives) will be submitted (fig 2-1). The form
. will explain—
2-8. Requisition (1) The rationale for such a decision.

HQDA (DALO-SMP-S) will establish procedures for item manag-  (2) The type of inventory adjustment action taken.

ers to ensure necessary reqws!tlon verification of AA&E_ |_t¢ms. (3) The name, grade, and duty position of the approval authority.
Commanders will include instructions to ensure AA&E requisitions ¢ Transportation lossesTransportation officers, or their desig-
are authorized by designated personnel and released only to properlyaieq representatives, will inform the supporting LEA, PMO, or
identified authorized personnel. The procedures will include positive security office when claims or other data reflect the loss of AA&E

steps for rejecting excess and unauthorized requisitions. (See ARyom shipment or storage. This report will include household goods
710-2, para 2-52, for policy on requisitioning.) and losses of privately—owned weapons.

g. Competitive marksmanship weapokembers of the Civilian
Marksmanship Program will report the loss of AA&E to the local
police or Federal Bureau of Investigation (FBI), and the director of
the program.

h. Criminal investigation reportsThe CG, USACIDC will pro-

2-9. Investigations

A thorough investigation will be made of lost, stolen, or missing
AA&E to determine the circumstances surrounding the loss or theft
and to fix responsibility as necessary. Inventory and accountability

losses will be investigated thoroughly. Before any loss can be attrib- . :
uted to any inventory or accountability discrepancy, it must be vide HQDA (DAMO-ODL-S), upon request, copies of completed

determined through investigation that the loss was not the result ofcfiminal investigation reports. The reports will describe the loss or

theft or misappropriation, per AR 735-5, chapter 13, as appropriate (N€ft of AA&E. Reports prepared by the FBI will be included as
a. Guidance on actions to be takective Army and RC com-  attachments or as received.

manders, or their designated representatives, having direct respons

bility for AA&E lost, stolen or missing or the receiving unit or

agency will— : "
: . . ' program for those personnel responsible for the accountability of
(1) Notify the supporting LEA, PM, or security office as soon 8S ihese items. The training program will be designed to—

the incident is discovered. The notice will be as complete as possi- ; Lo -
ble but will not be delayed because of incomplete data. USAR will (1) Provide training in inventory and accountability procedures as
outlined in applicable 700—series Army regulations.

notify the PMO or LEA responsible for the geographical area. In 2 Fit th : s of diff t f |
CONUS, this notice will include the proper FBI field office having 'tfl ) f It the rqulgellr)twen S of difierent groups ot personnel respon-
area jurisdiction. Civil authorities in overseas areas will be notified siblé for accountability. . o o

(3) Indoctrinate personnel in the principles, criteria, and proce-

according to local policy. - . ; . L .
9 poncy dures for accountability and inventory, including disciplinary actions

(2) When sensitive AA&E are reported lost, a preliminary inves- 2 O . S . X
tigation will be conducted by the USACIDC to determinddainst individuals responsible for violating security requirements as
prescribed in this regulation.

criminality before beginning any administrative action (see para A . -
b. Commanders will initiate an aggressive training program to

1-4). ! : b
3) Start administrative action per AR 735-5, chapter 13, if the €NSUré all unit personnel are aware of their responsibilities for the
® P b security and accountability of AA&E. A training program will also

USACIDC investigation determines a crime was not committed. The . :
g be established to ensure requirements of AR 190-56, chapter 4, are

report of survey or an equal procedures will not be used as ak d inued fici f th df A
disciplinary or punitive measure. The use of this administrative ept and to ensure continued proficiency of the guard force. As a

procedure will not prevent recourse to disciplinary measures whenMinimum, this training will include—

proper. Therefore, the survey will not be used instead of a criminal (1) Care and use of weapons, to include qualification firing with
investigation when one is warranted. assigned weapons within the past 12 months.

(4) Determine accountability for recovered property per AR (2) Legal authority, responsibility, and jurisdiction of guards on
735-5, paragraphs 14-16 and 14-17. A person may be held respor?'—“tyv to include apprehension, search and seizure, and use of force.
sible and be required to pay for a loss. If so, he or she will not be (3) Physical fitness training. o
allowed to claim title or obtain ownership of the item if it is  (4) Guard orders, to include communications and duress
recovered. procedurgs. . . .

(5) Consider relative investigative findings in violation of this or ~ (5) Duties in the event of emergencies, such as alerts, fire, explo-
other applicable regulations. Take proper punitive action if eventsSion, civil disturbance, intrusion, attempted seizure, or terrorist
warrant. incident.

(6) Request, through channels, that an AR 15-6 investigation be (6) Current criminal threat to AA&E.
initiated for AA&E in appendix E. This may be used instead of a  (7) Crime prevention.

5_10. Training
a. Commanders responsible for AA&E will establish a training

Report of Survey per AR 735-5, paragraph 13-2. (8) Common forms of sabotage and espionage, to include current
b. Property overagesProperty overages will be handled in the threat situation.
same way as stated m above. (9) Location of hazardous and vulnerable equipment and materi-

c. The investigationFacts must be presented by the requesting €l, to include high security risk AA&E requiring special attention or
person. The installation, depot, or community commander may thenmore frequent security checks.
direct that an investigation by initiated. The officer appointed to  (10) Location of fire protection equipment, decontamination sta-
conduct the investigation will follow procedures per AR 15-6, chap- tions, electrical switches, and first aid facilities.
ters 3, 4, and 5. and this regulation. (11) Operation and monitoring of intrusion detection system.
d. In—transit lossesConsignees of AA&E shipments will report (12) Additional training subjects are listed in AR 190-13, para-
in—transit losses to the supporting LEA, PMO, or security office. graph 2-5.

AR 190-11 « 12 February 1998 5



c. Commanders will take continuing action through annual up- (1) Personnel authorized unaccompanied access to arms, and Cat-
date refresher briefings to ensure that all personnel are aware oégory | and Il ammunition and explosives storage facilities.

their responsibilities for the control and safeguarding of AA&E. (2) Personnel authorized to receive, store, or issue arms and Cat-
egory | and Il ammunition and explosives at such storage facilities.
2-11. Personnel (3) Personnel authorized to issue or control keys to AA&E stor-

a. Commanders will be selective in assigning personnel to dutiesage facilities in (1) and (2) above.
involving control of AAKE. Only personnel who are mature, stable, ¢ commanders will prohibit access to above personnel when
and have shown a willingness and capability to perform assignedgoypt exists as to their reliability or trustworthiness. All personnel
tasks in a dependable manner will be assigned to duties whichyj| pe required to undergo a command oriented security screening
involve responsibility for the control, accountability, and shipment o an equivalent foreign country check before access is authorized.
of AA&E. As part of this selection process, personnel assigned The security screening check will be designed to provide the com-

duties involved in the control, accountability, and shipment gfander reasonable assurance that personnel with character traits that

AA&E will be screened and evaluated using DA Form 7281-R 556 significant doubt as to their honesty or stability are not af-
(Command Oriented Arms, Ammunition, and Explosives (AA&E) forded access. At a minimum, the command oriented security
Security Screening and Evaluation Records). DA Form 7281-R Mayscreening will include:

be locally reproduced on/8- x 11-inch paper. A copy of this form
for reproduction purposes is located in the back of this handbook.h
Completed forms will be retained on file within the command until
the individual departs, or is relieved of his or her AA&E oriented
duties. In addition, MACOMs will implement procedures to ensure
the following: (3) A personnel records check. _ _

(1) Any Government employee (civilian or military) or DA con- (4) A records check of the prgyost marshal or security C?ﬁ'c‘?-
tractor (including commercial carrier) employee operating a vehicle _(5) A records check of local civilian law enforcement agencies in
or providing security to a vehicle transporting Category I, II, or the area of the person’s residence if permitted by state or local laws.
classified AA&E will as a minimum have been the subject of a  d- Commanders may deny access to the above personnel when
favorable National Agency Check (NAC) or Entrance Nationgpubt exists as to their reliability or trustworthiness. The following
Agency Check (ENTNAC), per AR 380-67, paragraph 3-613, ex- disqualifying factors will be considered:

(1) A personal interview of the individual conducted by his or
er immediate commander or supervisor.

(2) A request for medical file check of active duty military
personnel.

cept as provided below. (1) Record of alcohol abuse.
(2) Officers of U.S. flag carriers will be licensed in accordance (2) Record of unauthorized use, sale, or possession of drugs and
with U.S. Coast Guard requirements. narcotics.

(3) Designated carrier employees providing Protection Security (3) Record of mental instability or disorders.
Service for the transportation of items classified SECRET will pos- (4) Record of judicial or nonjudicial punishment.
sess a Government—issued SECRET clearance per AR 380-67, para- (5) Pattern of behavior or actions which are reasonably indicative
graph 3-613, and carrier issued identification. of a contemptuous attitude toward the law.

(4) In situations or at locations where these requirements cannot (6) Any other character trait, or a record of conduct, or adverse
reasonably be accomplished, a properly cleared escort will be proinformation, which, in the commander’s judgment, would be preju-
vided to accompany the shipment and prevent unauthorized accesslicial to reliability or trustworthiness.

Procedures that address these concerns will be prepared by the e. Continuing evaluation of all personnel is essential to the suc-
cognizant security office and will include statements regardig@ss of the AA&E security screening policy. All personnel involved
two—person rule and other specific procedures, as appropriate. in AA&E will be fully cognizant of their responsibilities to observe

b. Commanders will determine the reliability and trustworthiness and report promptly to the commander any incident or condition
of the following personnel before they are assigned duties involving which might result in temporary or permanent disqualification of
control of AA&E: such personnel. Security screening checke imbove will be re-

peated every 3 years.
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REPORT OF MISSING/RECOVERED FIREARMS, AMMUNITION AND EXPLOSIVES
For use of this form, ses AR 190-11; the proponent agency is ODCSOPS

REQUIREMENT CONTROL SYMBOL
JUST-1010

T0:

HQ, Department of the Army
ATTN: DAMO-ODL-S

4401 Ford Avenue
Alexandria, VA 22302-1432

FROM: (Complete identification and address, including ZIP Code)

Office of The Provost Marshal
101st Airborne Division
Fort Campbell, KY 42223

1. COMPONENT (Check one)
ACTIVE ARMY @‘I

arng |2

USAR D 3 no‘rcD a ocM[_|s

2. COMMAND (AR 680-29)

CODE NAME

3. ABMY LOCATION CODE (DA Pamphiets 525-12 or 13)

2111 2f 8]

4. UNIT NAME AND LOCATION (Abbreviate 20 spaces)
Company C, lst Bn, 327th Infantry
101st Airborne Division
Fort Campbell, KY 42223

5. DATE OF INCIDENT (Enter numbers)

YEAR EE] Mo [_Q__EI DAY [IE

8. TYPE OF ACTION (Check one)

7. SIR REPORT NUMBER (AR 100-40) \F APPROPRIATE
830010

oss[ X1 recovery [ |2

INVENTORY SHORTAGE |3 INVENTORY OVERAGE s

8. FIREARMS, AMMUNITION OR EXPLOSIVE IDENTIFICATION

QUANTITY TYPE CALIBER MODEL SERJAL/LOT NUMBER
1 Rifle .22 M513T 7038945
I Machinegun 7.62 M60 233983
I Pistol .45 M1911A1 33567121
59 rds| Ammunition, BAll .22 Unknown LOP-7-91-2
I stic§ Dynamite - MI HEP-3-4
I0 Ibs| Composition C-4 - M5SAL MA 2-39

9. WHERE DID LOSS OCCUR? (Check gppropriate box)

a TRAINING/FIELD EXERCISE 1. MUSEUM

b. IN-TRANSIT

X |g. ARMS ROOM

¢ CLEANING/MAINTENANCE

h. DEPOT/WAREHOUSE

d. RESIDENCE OR POV

. AMMUNITION HOLDING AREA

e, GUARD DUTY

I. OTHER

10. HOW DID 1.088 OQCCUR? (Chech appropriate box)
s. ROBSERY c. NEGLIGENCE
X | b BREAKING AND ENTERING d. INVENTORY
REMARKS

(Brief synopsis of incident to include, as a minimum, how and where the incident occured.
Provide detailed information in SIR, AR 190-40, if applicable.)

11. NCIC NIC NUMBER
G318275690

DATE OF NCIC ENTRY (Enter numbers)

VEARm

mo [0]3] DAY

12, OA REPORT SEQ NO.

13. NAME AND TITLE OF REPORTING OFFICER
PAUL K. THOMPSON, JR., LTC, MPC

SIGNATURE OF REPORTING OFFICER

Provost Marshal

FORM
JUN 83

DA 3056

EDITION OF DEC 81 IS OBSOLETE.

Figure 2-1. Sample of a completed DA Form 3056
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Chapter 3
Physical Security Planning

3-1. General

e. The purpose of such coordination is protection in depth. Au-
thority, jurisdiction, and responsibility must be set forth in a manner
that ensures protection and avoids duplication of effort.

In assessing local requirements for protection, the following factors 3—3. Contingency plans

should be considered:

a. Threat assessment based on information furnished by local

intelligence, criminal investigative, or law enforcement agencies.

b. Types of AA&E, other sensitive assets, property maintained
and mission of the facility.

c. Location, size, and vulnerability of storage facilities.

d. Vulnerability of AA&E to theft and loss.

e. Geographic location within the installation and relative to sur-
rounding population centers.

f. Availability and responsiveness of security forces.

In most instances it will be necessary to increase security for AA&E
and other sensitive property, assets and facilities during periods of
natural disasters, natural emergencies, or periods of increased threat
from terrorist or criminal elements. Therefore, contingence plans
should include provisions for increasing the physical security meas-
ures and procedures for storage areas based on the local command-
er's assessment of the situation. These provisions should be
designed for early detection of an attempted intrusion, theft, or
interruption of normal security conditions.

3-4. Security threats

g. Availability or existence of security enhancing systems, & The security plan will provide for the identification of local

including:
(1) Perimeter barriers.
(2) Security lighting.
(3) Communication systems.
(4) Key and lock controls.
5)
(6)
(7

Personnel and vehicular entry control.
Security training programs.

(8) IDS (including closed circuit television (CCTV).
(9) Military Working Dogs.

(10) Security guard personnel.

3-2. Coordination

a. In developing a security plan, coordination and close liaison
should be effected between the military commander and—

(1) Adjacent installations or units.

(2) Federal agencies.

(3) State and local agencies.

(4) Similar host country agencies.

b. To the extent permissible, such interaction should allow for an

exchange of intelligence information on security measures being
employed, contingence plans, and any other information to enhanc

local security.
¢. On an installation, the host activity will assume responsibility

for coordinating physical security efforts of all tenants, regardless of
the DOD components represented, as outlined in the support agree-

ments and the host activity security plan. Applicable provisions will
be included in, or be an appendix to, the support agreement.

(1) Bilateral storage agreements will be used when—

(a) AA&E are stored on the installations or facilities of other
U.S. or foreign government agencies or other DOD services.

(b) Consolidated storage facilities are used to store AA&E belon-
ging to more than one unit or organization.

(2) A formal agreement will contain definite assignment of phys-
ical security responsibility for the items stored. The agreement will
address—

(&) Maximum quantities to be stored.

(b) Physical safeguards to be used.

(c) Frequency of and the responsibility for physical inventories or
reconciliation’s.

(d) Reporting of losses for investigations.

(e) Key control procedures.

(H Unit that has overall responsibility for the storage facility.

(g) Procedures for authorization and identification of individuals
to receipt for physically taking custody of AA&E.

(h) Risk Categories of items to be stored.

d. The formal agreement concerning physical security require-

Stringent construction criteria for storage areas and armories.

threats and should make full use of the investigative resources
available in the geographic area to anticipate criminal activities that
threaten the physical security of AA&E assets. At a minimum,

liaison shall be established with the following agencies.

(1) Local Federal Bureau of Investigation field office.

(2) Local law enforcement agencies.

(3) Intelligence and investigative agencies of the Uniformed
Services.

(4) Bureau of Alcohol, Tobacco, and Firearms field office.

(5) Host country agencies where applicable.

b. Installation plans shall address actions to counter thefts by
employees. These actions include personnel screening (see pare
2-12) and the monitoring to minimize opportunities for employee
theft and to detect concealed shortages.

c. The USACIDC is designated as the single MACOM for re-
ceiving, analyzing, and disseminating data on the criminal threat to
the security of the United States Army. The U.S. Army Intelligence
and Security Command (INSCOM) will perform a similar function
as related to terrorist, hostile intelligence, demonstrator, and hostile
special operation threats.

d. Commanders responsible for storage of AA&E will—

(1) Coordinate with local USACIDC and Military Intelligence

dMI) elements to receive current data on any threat to the security of

these items. USACIDC and MI personnel shall conduct periodic
visits with commanders or their designated representatives. These
visits should provide updated threat analysis data based on observed
vulnerabilities.
(2) Assess the local requirements for physical security protection.
(3) Incorporate into local security plans or SOPs, procedures for
providing the following essential elements of criminal data to the
nearest MP and USACIDC representatives as the data become
available.

(a) Any intent to steal AA&E.

(b) Suspicious acts indicating that a storage area is being targeted
by criminal elements.

(c) Alleged offers to buy or barter for AA&E.

(d) Losses of AA&E, including alleged inventory or administra-
tive errors, together with the events surrounding individual losses.

3-5. Implementation of physical security planning
Commanders at each installation, unit or activity will—

a. Issue instructions regarding all phases of security operations
pertinent to the installation, unit or activity. These instructions will
be reviewed at least annually for relevance and currency.

b. Develop and implement an effective security awareness pro-
gram based on current physical security plans.

c. Develop effective countermeasures to prevent or reduce the
risk posed by potential threats.

(1) Countermeasures should be consistent with the current physi-
cal security plan and the requirements of Army physical security

ments for AA&E can be implemented by an appendix to a host/ regulations and MACOM supplements.
tenant activity support agreement or by a Letter of Instruction(2) Physical security countermeasures consist of measures and

(LOI).

procedures designed to reduce risk by—
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(a) Providing means of alerting response forces to the presence (1) The nature of the alarm; for example, intrusion system failure

of intruders as soon as possible. or nuisance alarm.
(b) Providing means of delaying intruders long enough to prevent (2) The date and time the alarm was received.

intruders from completing the purpose of the intrusion. (3) The location, and action taken in response to the alarm.
(3) Physical security measures and procedures are specified in f. Logs will be maintained for a minimum of 90 days and will be

Army regulations and MACOM supplements and include— reviewed periodically to identify, monitor, and correct IDS reliabil-
(a) Area patrols. ity problems.
(b) Continuous surveillance. (1) DA Form 4930-R (Alarm/Intrusion Detection Record), may
(c) Security fences, doors, walls and locks. be used to record alarms received. DA Form 4930-R will be locally
(d) Security vaults. reproduced on 8- x 11-inch paper. A copy for reproduction pur-
(e) Security lighting. poses is located at the back of this handbook.
() IDS. (2)_Compute_r generated _printc_)ut of a_Iarms may be_ used as a
(g) CCTV. substitute proylded aII. requwgd |nformat|0n has been included or
(h) Clear zones. supplemental information is included in a log. _ _ _
(i) Response forces. (3) Serious or recurring problem areas will be described in writ-

d. Sensitive or critical items or equipment should be stored in N9 and sent through command channels to CDR, U.S. Army Bel-
inner zones of an installation. This may require inventory, segrega-Y0if R&D Center, ATTN: AMCPM-PSE, Fort Belvoir, VA
tion, and restorage, where practical by risk categories. 22060‘5606: o o . .

e. Security protection requirements for AA&E will be based on g. Transmission lines for the alarm circuits will have line super-

the highest category item stored in magazines or other structures?iSion (connecting lines will be electrically supervised to detect
evidence of tampering or malfunction and any visible lines must be

3-6. Intrusion Detection Systems inspected weekly) or two independent means of alarm signal trans-
The IDS is an essential part of the physical security system. IDSMission from the alarm area to the monitoring station must be
consists of the combination of electronic components, including provided. One of the two independent means of alarm signal trans-
sensors, control units, transmission lines, and monitoring units inte-mission must be either a long-range radio or cellular telephone link.
grated to be capable of detecting one or more types of intrusion intoTwo undedicated, hardwire telephone links are not acceptable. The
an area protected by the system. IDS includes both interior anddual transmission equipment must continuously monitor the integrity
exterior systems. The system will report directly to an alarf both the telephone wire line and cellular or long range radio
monitoring station. The system will be an approved DOD standard-links. Upon loss of either communication path, the system must
ized system or a MACOM approved commercial system. immediately initiate notification to the monitoring facility via the

a. IDS will include a central control station where alarms will other communication link. Because of the criticality of the informa-
sound and from which a response force can be dispatched. An alarrf{on to be transmitted, the dual transmission equipment must be able
bell located only at the protected location is not acceptable. The IDStO Seize control of the communication links, even if that link is
will be designed to cause an alarm to sound at the central controplréady in use. Physical protection of both communication links is
panel whenever the system is turned off or malfunctions. Somecfitical. Therefore, the hardware communication links is critical.
means of communication will be provided between the protectedTherefore, the_ hardware communications link will be enclosed in
areas and the monitoring area to coordinate status changes. TeldDetallic conduit from the protected area to wherever the communi-
phone communication should be considered. On and off, access, ang@tion is made to the telephone network. Communications equip-
secure switches not located at a central control station will beMent, including cellular equipment, will be mounted in tamper
located within the alarmed area. The response force should respongrotected enclosures. ‘Communications equipment, including cellular
to an activated alarm as soon as possible, but in no case may arriv@ntennas where possible, will be I_ocated within the protected area.
at the scene exceed 15 minutes. Facilities off military installations, Additionally, a protected backup independent power source of 8
will have a local alarm in addition to monitoring capability. Alarm hours minimum duration will be provided. Telephone communica-
circuitry that requires alarm signals to be cleared either by thetion between a central cor_1tro| station and alarm zones to provide for
central control station alarm monitor or by entering the protected controlled entry by authorized personnel should be considered as an
area will be used. Use of alarm delay switches at RC facilities is2djunct to the IDS. Systems will be tested quarterly and a log
discouraged. AA&E storage facilities (other than bulk storage facili- maintained at least 1 year for recording all tests. Visible lines will
ties) that require IDS will be protected by at least two types of D€ inspected on a regular basis.
sensors, one of which is a volumetric sensor. Additional levels of . Following requirements also apply:

protection, when practical, are encouraged (e.g., duress signalin% (1) IDS will be_ c_onsid(_ere(_j for security classification if it meets
components) and will be considered for Category | and Il arms € Specific classifying criteria per AR 380-5, chapter 2 and appen-

storage facilities. dix G. If classified, appropriate personnel security clearance must be

b. Facilities having IDS will have signs prominently displayed obtained. .
announcing the presence of IDS. They will be affixed at eye ievel, _(2) Only authorized personnel should be allowed access to un-
when possible, on the exterior of each interior wall that contains anc/@ssified IDS installation wiring diagrams for a specific facility or
entrance to the protected area. They will be affixed on exterior walls/0cation. This also applies to information on known, specific vul-

only when the exterior wall contains an entrance to the protectednerab'“t.'e.s_ or counter—measures aff_ectlng the IDS. .
area. Specifications for IDS signs are per appendix F. (3) Civilian employees whose duties involve the design, opera-

c. IDS will include a protected, independent, backup power sup- tion, or maintenance of IDS require completion of a favorable Na-

ply that will provide a minimum of 4 hours of uninterrupted power, tonal Agency Check with written inquiries (NACI) prior to
or other duration as outlined in the site survey. appointment to such noncritical-sensitive positions. Civilian con-

. L e i tractor employees must possess a minimum security clearance of
d. Where an IDS is used in civilian communities, arrangements - .
will be made to connect alarms to civil police headquarters, private CgNr']: I:ISDEIBII)IAL, granted in accordance with AR 380-67, para-
security companies, or a monitoring service from which immediate grap :

response can be drected in case of unauthorized envy. ({8 S ITREE B TR A I T e et
(1) A commercial answering service is not authorized.

(2) Coordination is required with civil authorities to ensure a decision. The decision will be based on—

h : . The sensitivity of the area to be protected.
response force can be directed to respond immediately. (2) : .
eF.) A daily log will be maintained of allpalarms receivedyand at a (b) The need for quality control over personnel having access.

minimum will include— (5) All installers, maintainers, and operators of unclassified IDS
will undergo a command-oriented security check. The security
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check should be made with the area provost marshal (PM) or other d. Guard procedures will be reviewed at least annually and re-
agencies that might have information on file bearing on the honestyvised if necessary to provide greater application of security meas-
or stability of the individual. Requirement for above comdres, and will place special emphasis on guard post locations and
mand-oriented security checks should be based on local jurisdictiorguard orientation concerning duties to be performed.

policies, the local threat and sensitivity, and vulnerability of the e. Inspections and guard checks will be increased during nights,

facility protected. weekends, and holidays to provide for deterrence of violations and
(6) All keys associated with IDS components will be safeguarded early detection of loss. These checks will be recorded and will
and controlled according to paragraph 3-8. consist of an inspection of the building or facility including all

(a) Monthly Joint—Service Interior Detection System (J-SIIDS) doors and windows. Records of these checks will be maintained in
operational checks to ensure activation of the sensors will be conan active file for a minimum of 90 days, and then destroyed.
ducted utilizing appendix K. In addition, a visual inspection of f. Law enforcement patrol plans will be coordinated and inte-
components and conduit for evidence of tampering will be con- grated with the guard plan or other security plans and programs to
ducted during the monthly inspection. Commercial intrusion detec- the maximum extent possible. When facilities are located in civilian
tion systems employing sensors equipped with a remote—test featuréommunities, liaison will be established with local civil police agen-
that activate the same sensing phenomenology as would an actudlies to ensure that periodic surveillance is conducted and that a
intruder do not require operational checks by unit personnel. Eachcoordination plan for security exits.
zone component will be checked and tested by alarm maintenance
personnel a minimum of every six months during preventive mainte- 3-8 Key and lock controls ) ) ) )
nance. Commercial intrusion detection systems that do not have a_ & Only approved locks and locking devices (including hasps and

remote—test feature will be tested monthly utilizing the manufactur- €hains) will be used. See the consolidated glossary for a list of
ers operational test. DA-approved locks and hasps. All questions regarding the identity

(b) Installation physical security inspectors will include a check of a_pproved Commemi?' equivalent Ioc_ks and Iock@ng _device_s (in-
of each IDS during any security inspection to verify the IDS is cluding hasps and chalns_) meeting Mllltary Specifications will be
operating satisfactorily. Checks will include inspection of compo- addressed to the Naval Civil Engln_eerlng Laboratory (NCE.L)’ Port
nents and conduit for evidence of tampering. Checks will also pe Hueneme, CA. Personnel can obtain the most current version of the

: . : . ; specifications by contacting the NCEL at DSN 360-5927 or (805)
{ir:)a;]deofoﬁgglt log entries and records regarding operation and NSPeCyg2_5927. Keys will be signed out to authorized personnel, as

(7) Before accepting a newly installed IDS system for operation needed, on a key control register. The DA Form 5513-R (Key
. . cepting y o yste P ' Control Register and Inventory) is approved for use to meet the
an inspection will be conducted by qualified technical personnel to

7 requirements of this regulation. DA Form 5513-R will be locally or
ensure the system meets _aII minimum acceptable st_andard_s. ThSlectronically reproduced on¥8- x 1ll-inch paper. The electroni-

ztrafrr]?ze;[for?f fi\llgmc[igogo\rlvrrlil fgoﬂgnﬁ';edbemu?eed ut(s)mrgecl(;?(ljt ?hre cally generated form must contain all data elements and follow
ve?ification ) y exact format of the existing printed form. The form number of the

Mai £ 1D il b ided b | lified electronically generated form will be shown as DA Form 5513-R-E
. (.8) aintenance o .S will be provided Dy personnél qualilied 54 the date will be the same as the date of the current edition of
in installation and repair of IDS. Such maintenance will be per-

: . . . >~ the printed form. A copy for reproduction purposes is located at the
formed consistent with operational requirements to ensure continU-p, 1 of this handbook. When not in use. the key control register
ous operation and reliability of each system in use. will be kept in a locked container that does not contain or store

(9) All intrusion detection equipment enclosures with removable ¢|assified material and to which access is controlled. Keys and
covers will be equipped with tamper switches. The tamper detectioncompinations to locks for AA&E storage facilities, arms racks, IDS
will _be continuously monitored whether the system is in thgperational or maintenance), or key containers will not be removed
secure” or the “access” mode of operation. Enclosures that are nofrom the installation except to provide for protected storage else-
routinely opened for maintenance purposes (such as pull boxesjyhere. Keys to locks securing key containers will be afforded physi-

shall be equipped with tamper switches. cal protection equivalent to that provided by the key container itself.
. Keys to AA&E storage buildings, rooms, racks, containers, and IDS
3-7. Security forces will be maintained separately from other keys, and accessible only

A ;g(_:urity or guard patrol or unit pers_o_nnel will_perio_dically check to those individuals whose official duties require access to them. A
facilities and areas used to store sensitive or critical items or equip—yrent roster of these individuals will be kept within the unit

ment as prescribed herein and as dictated by a threat and vulnerabi igency, or organization. The roster will be protected from public
ity analysis. Checks will be conducted on an irregular basis during ey, The roster will be signed by the designated official and con-
nonduty hours to avoid establishment of a pattern. Security checkyin the names of those individuals authorized to receive keys from
will be made to ensure unauthorized personnel are not in the aregne key custodian. (See below). At no time will keys be in the
and the structures are intact and have not been broken into. During,stody of a person not listed on the roster. A key control register
periods of increased vigilance because of a threat situation, securityyil pe maintained at the unit level to ensure continuous accounta-
patrols will physically inspect doors and locks on all storage struc- pjjity for keys, ensure positive control of keys, and establish respon-
tures in their area of responsibility. Selection of personnel to Per-sibility for the custody of stored AA&E. Key control registers will
form guard duties will be closely monitored by commanders to contain printed name and signature of the individual receiving the
ensure only properly trained and reliable individuals are as&gnedkey, date and hour of issuance, serial number or other identifying
duty. S_upervisory checks will be conducted to ensure guard dutieSyformation of the key, printed name and signature of the person
are being performed properly. N _ . issuing the key, date and hour key was returned, and the printed
~ a. Security patrols may be conducted by military personnel; civil- name and signature of the individual receiving the returned key.
ian security personnel, including contract personnel; U.S. MarshalCompleted key control registers will be retained in files for a mini-

Service; or State, local, or campus police. mum of 90 days and then disposed of per established MACOM
b. DA—controlled security forces will be provided with adequate procedures.
means of communication. b. Keys to AA&E storage buildings, rooms, racks, containers,

c. Security forces personnel (e.g., guards, security patrols, secu-and IDS may be secured together in the same key container. How-
rity reaction forces) may be armed with appropriate weapons andever, keys required for maintenance and repair of IDS, including
ammunition at the discretion of the commander concerned. If suchkeys to the control unit door and monitor cabinet, will be kept
personnel are armed, provisions of AR 190-14, chapters 2 and 4eparate from other operational IDS keys and access permitted only
apply. to authorized maintenance personnel. Under no circumstances will
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IDS or AA&E keys or locks, or alternate keys or locks be placed in requirements to determine reliability of personnel authorized to is-

any security container that contains or stores classified material. sue and control keys to arms and category | and 1l ammunition and
(1) When arms and ammunition are stored in the same areasgxplosives storage facilities.

keys to those storage areas may be maintained together, b@ Combinations to locks on vault doors or GSA approved Class

separately from other keys that do not pertain to AA&E storage. 5 or Class 6 security containers will be changed annually or upon

The number of keys will be held to the minimum essential. Keys change of custodian, armorer, or other person having knowledge of

may not be left unattended or unsecured at any time. the combination, or when the combination has been subject to possi-
(2) When not attended or being used keys will be stored in ble compromise. Combinations will also be changed when a con-

containers of at least 20-gauge steel or material of equival@lﬁ]er is first put into service. The combination will be recorded

strength, and equipped with GSA—approved low (secondary) secyUsSng SF 700, sealed in the envelope provided, and stored in a

rity padlocks or GSA—approved built—in 3—position changeable com- container meeting storage requirements per AR 380-5, chapter 5.

R - . No other written record of the combination will be kept. Controls
bLn"’Lt'on L?Cks‘rggilr? t(iilﬁss itoirncrlatlﬁst% G:'At_apnﬁr?xei‘ E,;’ ?Os'r'on‘iwill be established to ensure that the envelopes containing combina-
changeable co ation container that do not contain or storé classly, o 14 |ocks or containers are not made available to unauthorized
fied material. Combinations will be recorded on SF 700 (Security ersonnel
Container Information), sealed in the envelope provided, and storeop .

) . N h. Replacement of lock cylinders and broken keys for high secu-
in a container per AR 380-5, chapter 5. Keys and combinations tOrity locks may be requested through normal supply channels. Re-

locks will be accounted for at all times. Key containers weighing quests will be coordinated through the key control custodian.

Iess_ than 5_00 pounds will be fastened to the structure with bolts ol acoMs are designated as approval authorities for any deviation
chains equipped with secondary padlocks to preclude easy removaly, key procurement procedures.

(3) In the event of lost, misplaced, or stolen keys, an investiga-
tion will be conducted immediately. The affected locks or cores to
locks will be replaced immediately. Replacement or reserve locks,
cores, and keys will be secured to preclude access by unauthorize@hapter 4
individuals. The use of a master key system or multiple key systemProtection of Arms

is prohibited.
c. A key and lock custodian, where duties include assurirfgl. General _ . ,
proper handling of keys and locks, will be appointed in writing. is chapter prescribes the criteria and standards for the protection

of arms in custody of DA Components, COE drawing DEF
141-90-04 depicts arms storage room construction meeting the cri-
teria and standards prescribed by this regulation. Arms, including
kfirearms in rod and gun club facilities, will be stored in an arms
room, modular vault, or an arms storage building per the require-
ments of this chapter.

a. When storage in an arms storage room, modular vault, or
uilding will impede training or operational requirements, arms may

Only the commander and the key custodian (or alternate, if ap-
pointed) will issue and receive keys to and from individuals on the
key access rostera(above). Personnel listed on the roster may
transfer custody, in writing, among themselves. The key and loc
custodian’s duties will also include procurement and receipt of keys
and locks, and investigation of lost or stolen keys. The key and lock
custodian will maintain a record to identify each key and lock and b

combinations to locks used by the activ_ity, including replacement_or be stored or installed on the naval craft, vehicle, or aircraft to which
reserve keys and locks. The record will show the current location assigned or in other configurations per this regulation and as speci-

and custody of each key and lock. The key and lock CUStqdian(SE{ived by HQDA. Specific guidance issued by HQDA (DAMO-ODL)
will ensure that individuals who are designated to issue, receive, andyi| pe furnished the Deputy Under Secretary of Defense for Policy
account for keys in their absence, clearly_unde_rstan_d Ic_JcaI key(DUSDP) within 90 days. Weapons stored or installed in tanks,
control procedures. The key and lock custodian will maintain a key yenicles, or aircraft will be protected as part of the overall system in
control register at all times to ensure continuous accountability for \hich they are stored or installed.
keys of locks used to secure AA&E. (1) Commanders will establish appropriate security measures to
d. Padlocks will be locked to the staple or hasp when the area ofensure weapons stored or installed in tanks, vehicles, or aircraft are
container is open to preclude theft, loss, or substitution of the lock.protected at all times, particularly when tanks, vehicles, or aircraft
e. Padlocks and their keys will be inventoried by serial number are unmanned. The following guidance applies:
semiannually. Padlocks and keys which do not have a serial number (a) When not in use, tanks, vehicles, or aircraft containing weap-
will be given one. This number will be inscribed on the lock or key ons will be parked inside a secure motor pool or an aircraft park
as appropriate. The inventory records will be retained in unit files area. Level Ill security lll security measures in AR 190-51, para-
for a minimum of 1 year and then disposed of per establishedgraphs 3-3 and 3-5, apply.

MACOM procedures. A key and lock inventory will contain a  (b) When operational readiness permits, weapons mounted on
record of keys, locks, key serial numbers, lock serial numbers,tanks, vehicles, or aircraft that are accessible and easily removable

location, and the number of keys maintained for each lock. ThisWill be dismounted and secured inside the locked tank, vehicle, or
record will be secured in the key depository. aircraft, or other secure location. Weapons that are dismounted and
f. When individuals are charged with the responsibility f0§ecur_ed_ inside the locked tan_k, vehicle, or alrcraft_ and weapons that
safeguarding or otherwise having keys immediately available, they'€Main installed on board, will be made inoperative by removal of
will sign for a sealed container of keys. A sealed container is abarrels or ot_her essential firing components. Such components will
locked and sealed key container, or a sealed envelope (SF 700 pd}S Secured in a locked metal container inside the tank, vehicle, or
AR 380-5, paragraph 5-104) containing the key or combination 1o aircraft, or other secure location. The container will be secured to

the key container. When the sealed container of keys is transferre he tank, vehicle, aircraft, or other secure structure with bolts or
y container. YS 1S hains equipped with secondary padlocks. Spare barrels may be
from one individual to another, the unbroken seal is evidence that

stored inside a locked, totally enclosed armored combat vehicle

h f H d ¢ - ith | d%hen the other essential firing components are secured in an arms
inventory of keys. However, evidence of tampering with a sealed gorage room and the vehicle is parked inside a motor park which
container will require an inventory of the keys and such other action

. rovides continuous surveillance by guards and Level Il security
as may be required by the commander concerned. If the keys are ”%easures per AR 190-51, paragraph 3-3 and 3-5.

pla(_:ed in a sealed contai_ner, an inv_entory o_f keys will be made by (c) Weapon systems that are impractical to dismount, due to
serial number or other identifying information of the key (e.g., operational readiness or damage to the weapon system will be made
stamped number on key). The inventory and change of custody Willingperable by the removal of essential component or components.
be recorded on the DA Form 5513-R. See paragraph 2-12, forsych components will be secured astj gbove. Electrical power
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may be considered an essential component on the 20MM an@3) Category Il arms stored in arms storage buildings or rooms
30MM weapon systems. that do not meet or exceed the criteria for Category Il arms may be
(d) When electrical power is the only essential component re- stored in GSA approved Class 5 security containers not containing
moved from the weapons systems, ammunition for those weaponglassified documents or materials, or in a safe-type steel file con-
systems will not be stored on board the tank, vehicle, or aircraft.tainer not containing classified documents or materials, having a
Level Il security measures per AR 190-51, paragraph 3-3 and 3-53—position, dial-type, combination lock providing forced entry pro-
apply. tection as approved by GSA (Federal Specification AA-F-363B, as
(2) Large weapons (e.g., crew served weapons and mortar tubesamended) or in approved modular vaults not containing classified
that cannot be secured in arms rooms, or other arms storage facilidocuments or materials with GSA approved Class 5 vault doors or
ties, because of inadequate storage space, may be stored in a locke@SA approved Class 5 armory doors. Modular vaults meeting Fed-
totally enclosed armored vehicle. In such cases, security require-eral Specification AA-V-2737 may be used to meet this require-
ments in (1) above apply. ment. Vaults, containers and safes will be under 24 hour armed
(3) Large weapons that cannot be secured in arms rooms, aguard surveillance or protected by an approved IDS and the facility
stated above, may also be secured in other secure locations, such asll be checked by a security patrol at least once every 8 hours.
a room made secure by compensatory measures. In such cases,(4) Category lll and Category IV arms will be stored in facilities
protection and surveillance by guard or other personnel will be meeting or exceeding the criteria in appendix G.
provided according to the risk category of the weapons involved. (5) Categories Ill and IV arms that are stored in facilities that do
Such weapons will be rendered inoperable according to the requirenot meet or exceed the criteria for Categories Il and IV arms may
ments prescribed inb) above. be stored in a GSA approved Class 5 security container, not contain-
(4) During maintenance support operations, weapon componentsng classified material or documents, or a safe—type steel file cabinet
may be stored in a storage facility meeting security requirementsnot containing classified material or providing forced entry protec-
according to the risk category of the items involved. tion as approved by GSA (Federal Specification AA-F-363B, as
(5) MACOM commanders may authorize storage of small quanti- amended). Containers weighing less than 500 pounds will be se-
ties of Category IV arms in a GSA approved Class 5 security cured to the structure.
containers not storing classified documents or materials without (6) Category IV arms that are stored in unmanned facilities not
IDS, security lighting, and security patrol requirements. MACOMs equipped with an IDS will be checked by a security or guard patrol
will decide the number to be stored on the basis of mission andat irregular intervals not to exceed 24 hours.
operational requirements in conjunction with an assessment of vul- b. Rescinded.
nerability and threat conditions. Provisions of above apply only to c¢. Arms racks and storage containers.
small units (e.g., USACIDC detachment) that must store a small (1) When not in use, arms will be stored in banded crates, metal
quantity of prescribed weapons for operational requirements. containers, approved standard issue racks or locally fabricated arms
b. Individuals issued, or in possession of arms, are responsibleracks, and secured in approved weapons storage facilities. Standard
for security of this property while it is entrusted to their care. issue approved metal wall lockers or metal cabinets may be used.
(1) Each weapon issued for training, operations, or any otherCrates or containers will be banded, locked, or sealed in a way that
reasons will be carried on the person of the individual to whom will prevent weapon removal without leaving visible signs of
issued at all times or it will be properly safeguarded and secured.tampering. Screws or bolts used in assembling containers, lockers,
Except during emergencies, weapons will not be entrusted to theor cabinets will be made secure to prevent disassembly.
custody of any other person except those responsible for the security (2) All arms racks or containers will be locked with approved
of operational weapons. These persons will comply with issue andsecondary padlocks. In facilities that are not manned 24 hours a day,
turn—in procedures. Local procedures will be established to securgifle racks and containers weighing less than 500 pounds will be
and account for the weapons of personnel medically evacuated durfastened to the structure (or fastened together in groups totaling
ing training. more than 500 pounds) with bolts or with chains equipped with
(2) During field exercises and training, pistols and revolvers is- secondary padlocks. Bolts used to secure racks will be spot welded,
sued to persons will be secured to the person by either a locallyorazed, or peened to prevent easy removal. Chains used to secure
made lanyard or military issued field lanyards (NSNacks (and containers) will be heavy duty hardened steel, welded,
8465-00-965-1705). straight links steel, galvanized of at least 5/16—inch thickness, or of
(3) Pistols or revolvers that lack a device to affix the lanyard will equivalent resistance to force required to cut or break a secondary
be secured by running the lanyard through the pistol/revolver triggerpadlock.
guard during field and training exercises when drawing the pistol/ (3) Hinged locking bars for racks will have the hinge pins welded
revolver is not contemplated. If drawing the pistol/revolver is con- or otherwise secured to prevent easy removal. Locally fabricated
templated, such pistols/revolvers are exempt from the lanydagks will provide, at a minimum, security equivalent to standard
requirements. issue racks. All racks will be so constructed as to prevent the
(4) Pistols and revolvers issued for operational purposes need notemoval of a weapon by disassembly. Locally fabricated arms racks
be secured by a lanyard except where specified in other regulationswill provide protection from forced entry equip to the M12 rack
(5) Local commanders will prescribe specific accountability and (M-16 rifle rack). Technical data package (TDP) sketches and as-
security measured to prevent the loss of other weapons assigned t®embly instructions for local fabrication of arms racks may be re-
persons. quested from CDR, U.S. Army Armament, Munitions and Chemical
(6) USACIDC may authorize individuals to retain their assigned Command, ATTN: AMSMC-MAG-SS, Rock Island, IL
weapons in their private quarters if the necessity is dictated by61299-6000. The local engineer will certify that locally fabricated
operational requirements. In such instances, USACIDC will estab-arms racks are constructed according to TDP specifications and

lish accountability safeguards and security measures. drawings. The engineer certification will serve as security verifica-
tion for adequacy of such racks. The certification will be maintained
4-2. Storage and supplemental controls on file in the location where such racks are used.
a. Storage and supplemental controls. (4) When weapons are in transit, stored in depots or warehouses
(1) New facilities built for storage of Category Il arms will meet or held for contingencies, the weapons crates or containers need not
the facility criteria in appendix G. be fastened to the structure. However, such crates or containers will
(2) An existing facility in which Category II, Ill, and IV arms are be banded or locked and sealed in a way that will prevent weapon

stored together will meet the criteria for facilities storing Category Il removal without leaving visible signs of tampering. The facilities
arms in appendix G unless the MACOM commander determines itand buildings in which these weapons are stored will meet the
to have equivalent or better security. structure and other security requirements of this regulation. Arms
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being unpacked or packed for shipping, or in assembly—line config- (a) Facilities will be checked by a security patrol periodically as
uration in a maintenance repair or rebuild facility, do not require dictated by any threat and by the vulnerability of the facility. For
storage in racks or containers. However, the facilities in which they Category Il IDS protected facilities, the intervals between checks
are stored will meet the structure and other security requirements ofvill not exceed 8 hours. For Category Il and IV facilities, the

this regulation. intervals between checks will be once every 24 hours and once
d. Security lighting. every 48 hours for IDS protected storage facilities.
(1) Interior and exterior lighting will be provided for all arms (b) Facilities storing arms outside a military installation will be

storage buildings, buildings in which arms storage rooms are lo-checked by a security patrol on an irregular basis at an interval not
cated, and arms storage rooms. The lighting will be sufficient to to exceed 24 hours.

allow guards (or individuals responsible for maintaining surveil- (3) Rendering weapons inoperablié.the facility is not located
lance) to see illegal acts such as forced entry, or the unauthorize@n a military installation, weapon will be rendered inoperable by the
removal of arms during hours of reduced visibility. method shown in table 4-1 under any of the conditions below:

(2) Areas appropriate for lighting include entrances to buildings, (a) A facility does not meet structural criteria.
corridors, and arms rooms. When an arms room is located inside a (b) A threat is received.
building, the entrance door to the arms room will be illuminated. (c) An IDS is inoperative for a period of 24 hours or longer.
Arms rooms that are located within another room (for example, (d) During periods of annual field training, if arms are left in the
supply room), do not require security lighting over the arms room facility.
door. When an arms room is located inside another secured room, (€) Decision of the commander having direct security responsibil-

the exterior door to that room will be illuminated. ity for the facility.

(3) Security lighting will also be provided for motor pools, hang-  (4) Storing removed item3he item(s) removed for the purpose
ars, and outdoor parking areas for vehicles or aircraft that haveof rendering a weapon inoperable will be tagged with the weapons
weapons installed or stored on board. serial number to ensure return to the same weapon and secured in a

(4) Switches for exterior lights will be installed so that they are separate building. Etching of weapon’s serial number on the re-
not accessible to unauthorized individuals. moved parts is prohibited. The removed items will be stored in a

(5) Exterior lights will be covered with wire mesh screen, or locked container in a secure area away from the arms storage facili-
equipped with vandal resistant lenses, that will prevent the lightsty. If @ secure area is not available for separate storage of these
from being broken by thrown objects. items, the container will be stored in the arms storage facility and

e. Doors, locks, and locking devices. secured to the structure with an approved lock and chain or equal

(1) Except for GSA approved Class 5 steel vault doors with methods when the container weighs less than 500 pounds.
built-in, three position, changeable combination locks, doors used
for access to arms storage rooms or structures will be locked withTable 4-1
an approved high security locking device or high security padlock Methods for rendering Small Arms inoperable
and hasp providing comparable protection to the locks. An approvedyeapon: Carbine, Caliber .30 M1
high security shrouded hasp will be used to secure Category | and liethod: Remove bolt assembly
AA&E storage facilities to enhance their security. Doors used for
access to arms storage rooms will be locked with approved locks/Véapon: Gun, Auto 25mm M242
and hasps. On existing storage facilities equipped with double—door“€thod: Remove bolt and track assembly
protection, high security padlocks and hasps will be used on theweapon: Launcher, grenade 40mm M79
most secure door. Secondary padlocks will be used to secure théethod: Remove barrel assembly
other door of the double—door concept. Other doors that cannot b%eapon
secured from the inside with locking bars or dead bolts will be \;coq.
secured on the inside with approved secondary padlocks, e.g., issue
window or portals. When high security hasps are installed, locking Weapon: MG, Caliber .50 M2 series
bars and T—pins should be left in place to aid in opening and closingMethod: Remove bolt assembly
doors and prevent any future misalignment of the hasps. PaniGyeapon: MG, 7.62mm M60 series
hardware, when required, will be installed to prevent opening the method: Remove breech block
door by tampering from the outside. Panic hardware will meet -
safety, fire, and building codes and be approved by the Underwriters/Véapon: MG, 7.62mm M73 series
Laboratory or host country requirements as applicable. Method: Remove breech block

(2) Key and lock controls will be established per paragraph 3-8. weapon: MG, Caliber .50 M85

(3) Facilities in which vehicles or aircraft are stored with sensi- Method: Remove bolt assembly
tive |tems.aboard will be sgcured by approvgd secondary padlocksWeapon: MG, 7.62mm M219
Aircraft will be secured with manufacturer—installed or approved icihod: Remove Breech block
modification work order door—locking devices when not in use. All
hatches and other openings to track vehicles which cannot be seWeapon: MG, 7.62mm M240 series
cured from the inside will be secured from the outside with ap- Method: Remove bolt and operating rod assembly

proved secondary padlocks. Weapon: MG, 5.56mm 249
f. Additional controls. Method: Remove bolt and slide assembly
(1) IDS for arms storage facilitiesArms room storing Category
Il arms, GSA—-approved Class 5 Weapons Storage Cabinets, an%l’eapor_“ MG, 40mm MK19 Mod 3
GSA approved security modular vaults will be provided with an ethod: Remove bolt assembly
approved IDS. Facilities without an operational IDS require constant Weapon: Pistol, semi-auto, Caliber .45 M1911A1
surveillance by an armed guards for Category Il arms while Cate-Method: Remove firing pin and spring. Leave stop installed to prevent
gory Il and IV facilities require only constant surveillance. In the damage of firing pin hold
event that the arming of guards off a military installation is prohib- Weapon: Pistol, semi-auto, Caliber .22
ited by State or territorial law, a request for exception to this pethod: Remove bolt or slide assembly
requirement according to paragraph 2—4 is required. The exception
will include the rationale and justification for not utilizing armed Weapon: Pistol, semi-auto, 9mm M9

guards and the compensatory security measures taken. Method: Removefiring pin assembly, recoil spring, and the spring guide
: from the spring assembly
(2) Security patrols.

: Launder, grenade 40mm M203
Remove barrel assembly
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Table 4-1

Methods for rendering Small Arms inoperable—Continued

use locked metal containers instead of separation by partitions. In all
cases, one designated commander will continue to have responsibil-
ity for the overall security of the consolidated storage facility, in-

\’\/AVeapor.L Rifle, Caliber .22—all types cluding access to that facility. COE drawing DEF 33-33-18 depicts
ethod: Remove bolt assembly . - - - L
a consolidated arms storage building meeting this criteria. COE
Weapon: Rifle, Caliber .30 M1 series drawing STD 40-21-01 depicts expanded metal mesh security cage.
Method: Remove bolt assembly Units will provide the commander responsible for the overall secu-
Weapon: Rifle, 7.62mm M14 series rity of the consolidated_storage faci_lity. Pr_ocedures for such consoli—
Method: Remove bolt assembly dated arrangements will be established in SOP of the consolidated
storage facility, or in the SOP of the higher headquarters.
Weapon: Rifle, 5.56mm, M16 series
Method: Remove firing pin 4-5. Privately-owned weapons and ammunition
Weapon: Rifle, Caliber .30 M1918 ~a. Qommanders Wi|| ensure privgtely—owned arms and a.mlmuni-
Method: Remove firing pin series tion (including authorized war trophies) are protected on their instal-
lations and facilities. Based upon local requirements and availability
Weapon: Shotgun, 12 gauge, riot type of resources, Commanders may establish and maintain a system for
Method: Remove barrel assembly the registration of privately owned arms on their installations. Com-
Weapon: Sub MG, Caliber .45 M1 series manders will—
Method: Remove bolt assembly (1) Secure arms and ammunition in the installation armory or

_ - ) unit arms rooms in approved locked containers separate from the
\’\/AV;?]%%?'Rse“nlzo"\/'lgbci?gzzreﬁgl“ﬂs series military AA&E. Storage requirements in this regulation apply. In-

: y stallation commanders may authorize storage of these items in other
Weapon: Sub MG, 5.56mm M231 locations on military installations, provided they are properly
Method: Remove firing pin secured.

Weapon: Recoilless rifle, 90mm M67 (2) Account for and inventory arms _and e_tmmu_nition.
Method: Remove breech block (@) A DA Form 3749 (Weapons Receipt) will be issued for each

privately—owned weapon secured in the arms rooms.

(b) Privately—-owned weapons will be inventoried in conjunction
with, and at the frequency of the inventory of Government weapons.

(c) Commanders will establish limits on the quantity and type of
privately owned ammunition stored in the arms room, based upon
availability of space and safety considerations.

(3) Post applicable local regulations and State and local law in-
formation on ownership, registration, and possession of weapons
) ] and ammunition on unit bulletin boards.

9. RC weaponsThe Army policy of close cooperation between  (4) Conduct inspections per AR 190-13, paragraph 2-8, and this
the theft or loss of AAKE. At times, RC activities may need to use  (5) process unauthorized AA&E per AR 190-22, paragraph 3—4.
local Active Army facilities for the temporary storage of AA&ZE as (6) Prohibit retention and storage of incendiary devices and
the result of emergency situations; for examplg, during Veh'%'fplosives.
breakdown when transporting weapons, when an increased threat (7) Brief all newly assigned persons on this regulation and subor-

situation is forecast or present, and during rifle matches. Active dinate command guidance. All personnel will be made aware of
Army facilities are authorized and encouraged to assist in temporar- '

: . ) 2 SO changes.

ily securing RC items. However,_the receving unit \.N'” ensure the b. Personnel keeping or storing privately owned arms and ammu-
accountability (number and type items, including serial numbers) pfnition (including authorized war trophies) on military installation
those items accepted for storage. The above policy also applie

il—
between Reserve components as well as the temporary storage o . .
Active Army stocks at Reserve storage facilities. (1) Comply with local regulations and local and State laws on

ownership, possession, registration, off-post transport, and use.
4-3. Storage of classified weapon trainers (2) Store both arms and ammunition in the unit arms room or

Because of security classification, nuclear weapon trainers or othefother locations authorized by the installation commander.

classified weapon trainers may be stored in separate locked contain- (3) Follow local security and safety regulations. Safeguard the

ers, or wire cages, in arms storage facilities when alternate facilitiesunit issued DA Form 3749 for turn—in to the unit armorer when the

are not available per AR 380-5, chapter 5. Commanders will pre-Weapon is withdrawn from the arms room.

scribe supplementary measures and controls to prevent unauthorized (4) Withdraw privately-owned weapons and ammunition from

access and ensure the items are accounted for at all times.  the unit arms rooms only upon approval of the unit commander or
the commander’'s authorized representative.

4-4. Consolidated arms rooms (5) Ship or store arms and ammunition as personal property, if

Arms belonging to more than one unit or organization may be authorized, per AR 55-355, paragraph 50-12. When loss occurs,

stored in the same arms room or arms storage facility. Arms will be notify the local provost marshal or security officer immediately.

identified by unit. One commander will be designated as having (6) Comply with the National Firearms Act of 1968 when receiv-

responsibility for the overall security of the consolidated storage ing or bringing arms into the United States. Automatic arms must be

facility. Access controls will be established to ensure protection of turned over to the Bureau of Alcohol, Tobacco and Firearms

each unit's arms. Procedures will also be established to fix responsi{BATF), or brought under Army control.

bility for issue, receipt, and physical accountability for arms, includ-

ing ammunition, and all other sensitive items, stored in tHe6. Weapons and ammunition for marksmanship

consolidated storage facility, per AR 710-2, paragraph 2-12; andmatches and other special purposes

DA Pam 710-2-1, paragraph 9-11. Where feasible, unit arms will a. Weapons and ammunition for marksmanship matches and

be separated by secondary padlocks. If this is done, each unit willother purposes will be protected at all times.

maintain sensitive items. Units with small quantities of arms may b. When not in use, marksmanship weapons used in matches or

Weapon: Revolver, Colt
Method: Remove cylinder and crane assembly

Weapon: Revolver, Ruger
Method: Remove strut assembly

Weapon: Revolver, Smith and Wesson
Method: Remove cylinder and yoke assembly
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ceremonies away from a military installation will be stored in au- 4-9. General officer weapons and ammunition
thorized active, USAR, or ROTC arms rooms. Weapons and ammu-Small arms and ammunition issued to general officers are exempt
nition may be stored in a civilian police station under police control. from all provisions of this regulation except loss and investigations
If these facilities are not available, weapons and ammunition will be requirements. The items will be stored in a manner deemed appro-
stored in locked containers or rooms attended at all times by at leaspriate by the general officer.
one team member or designated person.
c. The storage of automatic weapons in other than an authorized4—10. U.S. Military Academy weapons
arms room is prohibited. U.S. Military Academy (USMA) weapons issued to each cadet are
d. Exceptions tab above for marksmanship weapons are author- granted an exception to the storage security requirement in this
ized USAR and ROTC marksmanship personnel when firing as chapter. The Superintendent, USMA, will set up proper security for
persons (away from their teams). Exception criteria are as follows:cadet weapons to ensure weapons are safeguarded at all times.
(1) Authority to grant exceptions is delegated to MACOM com-
manders and heads of Army staff agencies commanding field oper
ating agencies and activities. This authority may not be further
delegated.

(2) Eligibility is limited to persons who are active member&_12 Foreign weapons and ammunition
representing an ROTC region, a major USAR command, OTa. Arms and ammunition of foreign origin in custody of the

g;grﬁgrllz\;ﬁ;;gﬁim' Ea“r%gmzta)t/ioli "Wtezd (;)r?slyv]:/(iJII %eSperJ:ﬁg dp?got?]e Army for intelligence, research, development, test, evaluation, or
roper authorizzdp armg roor.ns forp storage upon completin tger purposes, will be controlled and safeguarded in the same way
prop 9 P P 9 that prescribed for U.S. military weapons and ammunition.

marksmanship match. .
; ) - . b. Provisions of AR 700-99, chapter 2, apply to captured enemy
(3) Exceptions will be held to a minimum. Each written request weapons and ammunition.

for exception will include a statement that other secure facilities are
not available. Each request will outline compensatory measures t9,_13 pMuseums Arms and Ammunition

be applied. If weapons are to be stored in private homes, the weap- 5 General.

ons will be secured in a locked, metal container. The container will (1) Arms, 19th century or older and not requiring metallic car-

_nottkl‘:)e Eromlnently displayed. It will be secured to a firm structure y;4qes are classified as museum artifacts and are excluded from the
In the home. physical security requirements for storage of arms. Security require-

(4) Arms used during matches or practice away from the facility mens for these artifacts will be determined per AR 190-51, appen-
and not secured as in (3) above will be stored ufdabove. dix B.

4-11. Demilitarized weapons
Demilitarized weapons, although not classified as sensitive, will be
secured as commanders may direct.

(2) All operable and inoperable arms not on display will be
secured according to this regulation.

(3) Live ammunition will not be used for museum displays. Dis-
play ammunition, arming pins, caps, or other detonating devices will
nbe rendered temporarily inoperable.

b. TransportationMuseum weapons in transit will be protected
according to this regulation.

c. Arms storage facilitiesSThe provisions of this regulation apply

b. Commands will discontinue the sale or possession of weapond©’ the storage of museums arms and ammunition.
and ammunition by nonappropriated fund activities failing to com-  d- Arms on display. o _ i
ply with this reguiation. (1) Ready-tofire weapons containing self-primed metallic car-
(1) During nonduty hours, commercial arms and ammunition will ridges will be modified to make them temporarily inoperable. Re-
be stored in facilities meeting the requirements of this chapter. Themova! of firing pins, internal mechanisms, or parts will satisfy this
storage area will be protected by a certified, approved IDS. requirement; however, parts must bga secured against pllferage. Mod-
(2) When displayed, arms and ammunition will be under the ifications will not detract from the display value of the item. Under
surveillance of sales personnel. Arms and ammunition will be se-NO conditions will any weapon be permanently altered by welding or
cured in such a way as to prevent loss or theft as follows: cutting without written approval of the Chief of Military History.

(a) Ammunition equal to one day's estimated sales may be dis- (%) Weapons on display in exhibit or display cases will be se-
played in a locked showcase or security case or fixture. If possible,Curéd to prevent their easy removal. Security measures will be as

empty boxes will be displayed in the showcases and sales will beinconspicuous as po_ssible so as not to detract from the aesthetic
made from reserve stock. appearance of the display.

(b) Gun and ammunition fixtures will be locked except when (3) Clas_slfl_ed component parts will be remove_d before any non-
merchandise is presented to the customer for inspection. nuclear missiles, rockets, or other AAKE are displayed.

e. Accountability All museum weapons are subject to the follow-
4-8. Contract guard weapons and ammunition ing requirements:

a. Protection of contract guard weapons and ammunition not U.S. (1) A current inventory by serial number will be maintained.
Government property is the responsibility of the contractor. If gran-  (2) All weapons, with or without serial numbers will be marked
ted permission by the installation commander to store on military with a catalog number. Numbers should be easy to find, legible, and
reservations, these items will be provided the same degree of protecPlaced on the weapon in a position where they do not interfere with
tion against loss or theft as Army weapons and ammunition will be the display or study value of the weapon.
stored in arms storage facilities meeting the requirements of this (3) Commanders should consider photographing uniqgue museum
regulation. In addition these weapons and ammunition will be ac-items as an identification aid in case of theft. Color photographs
counted for at all times. These weapons and ammunition are nooften preserve a more complete and accurate record than black and
authorized to be stored in AA&E storage facilities containing Gov- white photographs. Negatives should be kept separate from the orig-

4—7. Commercial weapons and ammunition

a. Commercial arms and ammunition in stock or maintained by
nonappropriated fund activities and installation—approved private or-
ganization activities will be protected according to security and
accountability procedures equal to those prescribed in this regulatio
for military arms and ammunition. Commanders will prescribe spe-
cific inventory accountability procedures to ensure protection of
these items against theft or loss.

ernment weapons and ammunition. inal photographs.
b. Commanders will prescribe the specific accountability proce- (4) A serial or catalog number list of weapons stored in banded
dures for contract guard weapons and ammunition. or sealed containers will be fastened to the outside of each contain-

er. The contents will be authenticated with the signature of the
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curator or other responsible person. Banded containers will be exdtems subject to pilferage. In the absence of secure facilities, com-

amined quarterly for tampering and their contents inventoried annu-manders may authorize (in writing) those sensitive items to be

ally. When seals are used, they will be controlled as stated in ARstored in arms storage facilities. Commanders are cautioned, how-

190-51, appendix E. ever that each additional item of value stored in a weapons storage
(5) All museum weapons will be visibly inventoried, exceparea increases the target potential to criminals.

weapons stored in banded containers as follows:

(a) Museum personnel will inventory weapons by physical count 4-19. Access control _ _ o
weekly, and serial or catalog number quarterly. a. Routine or unaccompanied access by enlisted and civilian per-

(b) A disinterested officer will conduct a semiannual inventory of sonnel to arms storage facilities will be limited to the least practical
all weapons except those stored in banded containers. The results gtUmber of responsible persons designated by the unit commander.
this inventory will be kept for 1 year. The names and duty positions of these persons will be posted inside

(6) Inventory records will be kept on DA Form 2609 (Historical the arms room. These persons will be authorized unaccompanied
Property Catalog) according to AR 870-20, chapter 4. Inventory 8CCeSS to the arms storage facilities only after they have satisfacto-
files will be maintained for at least 1 year.’ rily undergone a command-developed background check that has

f. Small Arms Serialization Programll weapons with serial ~ P€en verified by a review of personnel records. (See para 2-12)

numbers will be registered with the DOD Central Registry accord- Uit officer personnel, with the unit commander's approval, should
ing to AR 710-3, paragraph 4-11. A manual recording system be permitted routine unaccompanied access. However, those officers
should be used for those weapons that the Small Arms SerializatiorfUthorized unaccompanied access will be designated in writing by

Program will not accept because they are foreign, have nonnumeridn€ commander. The list will be posted as above.
serial numbers, and so forth. b. In addition to the requirements ia)(above, a two—person rule

g. Missing or recovered museum weapdt®cedures for report- may be established for access to arms storage facilities. At the
ing missing or recovered weapons are contained in this regulation ©Ption of the commander concerned, two authorized persons may be
required to be present during any operation which affords access to

4-14. Arms parts these facilities. If the two—person rule is used, commanders should

Major parts for arms, such as barrels and major subassemblies, wilestablish appropriate lock and key control procedures to preclude
be afforded at least the same protection as Category IV arms. Thélefeat of the two-person rule concept.

frame or receiver of an arm constitutes a weapon and such parts . .
therefore, must be stored according to the correct category; for4—20. Security of Class 5 storage containers

example, the receiver of a .30 caliber machine gun will be stored as a. Class 5 security containers authorized for use instead of arms
a Categ(’)ry Il weapon rooms must be adequately protected. The following factors must be

considered for each container:

4-15. Restricted area posting _ (1) Its vulnerability when left unattended for extended periods of
Areas where arms are stored will be designated and posted a§me.

restricted areas according to AR 190-13, paragraph 6-4. Posting (2) Vulnerability of the location where the container is placed.
will be visible at eye level when possible. It will include fire control ~ (3) Accessibility and ease of removal of the container.
measures, when required. In the areas where a predominant minority (4) The position where the container will be least vulnerable to
language is spoken and clear justification exists, local commanderdinauthorized access by heavy lifting equipment (e.g., forklifts,
may specify multilingual posting. In overseas commands where pos-dollies).

ting is authorized, areas will be posted in English and the host (5) The position from which unauthorized persons would find it
country language. International sign decals are contained in Military extremely difficult to remove the container.

Specification MIL-M—43994A. b. Positive overall security of the arms stored in the container
will be achieve. Commanders will ensure that structure protection
4-16. IDS signs provided by the storage container is adequately increased by the

Arms storage facilities having IDS will have signs prominently physical security measures specified in this regulation.

displayed announcing the presence of IDS (see app F). They will be

affixed at eye level, when possible, on the exterior of each interior4-21. Arming of unit arms rooms armorers

wall that contains an entrance to the arms storage room, vault, oPepending on the local threat, environment, and location of unit

building. They will be affixed on exterior walls only when the arms rooms, (or other arms storage facilities), commanders con-

exterior wall contains an entrance to the arms storage facility. cerned will determine the need to arm unit armorers (or other on
duty personnel) during the performance of their duties to prevent the

4-17. Fences possible armed robbery or forcible theft of weapons and ammuni-

Arms storage buildings, bulk storage areas, and outside areas whergon. If such personnel are armed, provisions of AR 190-14, para-

vehicles and aircraft are routinely parked with weapons aboard maygraphs 2-2, 4-1, and 4-4, apply.

be surrounded with fencing when determined necessary by the com-

mander concerned. Such determination will be made based on an

assessment of local threats, vulnerabilities, and cost effectiveness.

Fencing construction criteria is prescribed in paragraph 5-3. Chapter 5
_ ) _ Protection of Nonnuclear Missiles, Rockets,
4-18. Security of tools and high—value items Ammunition and Explosives

a. Tools such as hammers, bolt cutters, chisels, crowbars, hack-
saws, cutting torches, and similar items which could be used to5-1. General
assist in gaining unauthorized access to an arms storage facilitNonnuclear missiles, rockets, ammunition, and explosives listed in
must not be readily accessible to intruders. Tools of this type shouldappendix B will be protected in accordance with this chapter. Indi-
be removed from the vicinity of the arms storage facility or room. viduals issued or in possession of missiles, rockets, ammunition, or
When an arms storage facility is the only security location available, explosives are responsible for security of such property while it is
such tools will be stored in a locked container within the facility. charged or entrusted to their care. All unused ammunition and ex-
When the access door to an arms storage room is located within th@losives will be turned in to the proper authority per AR 710-2,
unit supply room, tools will not be stored in the supply room. paragraph 2-52. Ammunition and explosives deployed in the field
b. When other secure storage facilities are reasonably availablefor training or operational purposes will be protected at all times as
high—value items will not be stored in arms storage facilities. Such prescribed in paragraph 2-5. Missiles, rockets, ammunition, and
items include field glasses, compasses, watches, and highly valuablexplosive items installed in vehicles and aircraft are considered in
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use and will be protected as part of the overall system in which they b. Fence fabric will be of chain link (galvanized, aluminized, or
are installed. Other criteria in this chapter does not apply to suchplastic coated woven steel) 2—inch square mesh 9—gauge diameter
missiles, rockets, ammunition, and explosive items. Commanderswire, including coating. In Europe, fencing may be North Atlantic
will ensure that necessary security measures are taken to protectreaty Organization (NATO) Standard Designed Fencing (2.5-3mm
ammunition and explosives stored in vehicles and aircraft as pre-gauge, 76mm grid opening, 2 meter height, and 3.76 meter post
scribed in paragraphs 5-3 and 5-4. (See app H for AA&E physicalseparation).

security standards at contractor facilities). c. Posts, bracing’s, and other structural members will be located

on the inside of the fence fabric. Galvanized steel or aluminum

5-2. Bulk storage areas tie—wires equal in gauge to fencing will be used to secure the fence
a. Category | and Category II. fabric to posts and other structural members.

(1) Bulk storage.Bulk storage areas are considered to be depot d. The minimum height of the fence fabric will be 6 feet without
activities, prestock points, and ammunition supply points at which an outrigger (COE drawing STD 40-16-08, Type FE-5).
bulk quantities of missiles, rockets, ammunition, and explosives are e. The bottom of the fence fabric will extend to within 2 inches
stored. Storage is usually in original containers. Storage structuref firm ground. Surfaces will be stabilized in areas where loose
acceptable for storage of Category | and Il ammunition and explo-sand, shifting soils, or surface waters may cause erosion and thereby
sives are those earth—covered magazines and igloos listed asBist an intruder in penetrating the area. Where surface stabilization
385-64, paragraphs 1 through 12 and appendix A. Commanderss not possible, or is impracticable, concrete curbs, sills, or other
may permit storage of missiles, rockets, ammunition, or explosivessimilar type anchoring devices, extending below ground level will
in other types of structures that provide the necessary delay timebe provided.
equivalent to earth covered magazines and igloos and if all other f. Modifications to chain link fencing will not be made to con-
requirements of AR 385-64 are met. form to the requirements of this paragraph if the existing fencing
(2) Supplemental controls. provides an equivalent or greater penetration resistance, as deter-
(a) IDS.Category | and Il storage facilities and structures will be mined by the commander concerned.
protected by IDS. Facilities without an operational IDS will have g. The barrier will have a minimum number of vehicular and
armed guards posted 24 hours a day to maintain constant, unpedestrian gates, consistent with the operational requirements. These
obstructed observation of the storage structures, prevent any ungates will be structurally comparable, provide penetration resistance
authorized access to the protected structure, make known @fyivalent to the adjacent fence, and be designed so that the traffic
unauthorized access to the structure. through them will be under the positive control of the security force.
(b) Security patrolsStorage facilities and structures will be che- Unless manned 24 hours a day, gates will be provided with an
cked by a security patrol periodically as dictated by any threat andapproved lock. Hinge pins and hardware will be welded or other-
by the vulnerability of the facility. Checks will be conducted on an Wise modified to prevent easy removal. _ _
irregular basis during nonduty hours. For Category | and Il facilites h. Drainage structures and water passages penetrating the barrier
protected by an operational IDS, the intervals between checks willbe barred to provide penetration resistance equivalent to the fence
be once every 2 hours. For facilities without an operational IDS, theitself. Openings to the drainage structures having a cross—sectional

intervals between checks will be hourly for Category | and once area greater than 96 square inches, and a smallest dimension greater
every two hours for Category Il facilities. than 6 inches will be protected by securely fastened welded bar

b. Category Il and IV grills. As an alternative, drainage structures may be constructed of

(1) Bulk Storage. Ammunition and explosives listed under Cate- Multiple pipes, each pipe having a diameter of 10 inches or less,
gory lll and IV will be stored in structures that meet the criteria in J0in€d to each other and to the drainage culvert. Multiple pipes of
appendix G, or in structures which provide delay time which meets this diameter may also be placed and secured in the “in—flow” end
or exceeds that criteria as certified by qualified engineer personnel©f the drainage culvert to prevent intrusion into the area. .

(2) IDS. IDS is optional for Category Ill and IV facilities and |- Building walls may be incorporated into the barrier system if
structures. New IDS will not be programmed for Category Ill and Ny Provide penetration resistance equivalent to the perimeter bar-
IV facilities (structures) unless it is determined necessary based or /€7 @nd are subject to observation.

an assessment of the local threats, vulnerabilities, and co é If practicable, cllear. zones will e*‘e”d 12 feet on the outside
effectiveness. and 30 feet on the inside of the perimeter fence. Clear zones for

(3) Security patrols. Storage facilities and structures will be che- Categories | and Il AAZE will be free of all obstacles, topographi-

oke by a Seciy parol pertodcaly as ictted by any theat and, UIES, 910 Vegeeon exceadng 8 ones et e
by the vulnerability of the facility. For Category Ill and IV facilities pny  IMp !

; - .or provide cover and concealment of an intruder. Clear zones for
protected by an operational IDS, the |ntervals__t_)etween checks W'”Cat%gories Il and IV AA&E will be free of obstacles, topographical
gﬁ Z)Zp er}gld:)sn;n?D%nce every 48 hours for faciliies not protected byfeatures, and vegetation which reduce the effectiveness of the physi-

: . . . cal barrier.
(4) Inert and ex_pended _Iauncher tubes_, inert mines, and inert (1) Vegetation or topographical features which must be retained
rocket launcher training devices, and practice rockets are vulnerablqn clear zones for erosion control, passive defense, or for legal

tso pt:lfirage, r_llwllsbuse,l orl pos&EIed conve(rjslonttoAIIg/eggaSm(rsr;_)unltlon. reasons will be trimmed or pruned to eliminate concealment and
uch items will be clearly marked according 1o —99, pard- opacked by security patrols at irregular intervals.

graph 4, to prevent accidental turn—in, or turn—in as live fire residue. (2) Perimeter light poles, fire hydrants, steam pipes, or other

Those t't%m]f' that dcan be C;:onvegefl to opisral_ble weapon_ﬁ will bdesimilar objects; barricades for explosives safety purposes; and entry
accounted for and secured as Lategory Ive ammunition and | buildings within the clear zone that represent no aid to

explosives. circumvent the perimeter barrier or do not provide concealment to
¢. Rescinded. an intruder do not violate the requirements of clear zones.

k. Fencing needs will be evaluated and determined for each in-
stallation on a case-by—case basis. The installation of new security
fencing around an outer perimeter may not be cost effective. The
following will be considered:

(1) If the storage area perimeter has adequate security fencing,
uff,:ncing of inner zones may not be required.

(2) If the storage area outer perimeter has barbed wire fencing or
no fencing, security fencing of inner zone storage areas may be
more practical and cost effective.

5-3. Fences

a. Categories | and Il missile, rocket, ammunition, and explosive
storage areas will be surrounded with security fencing constructed
and configured as set forth below. New chain link fencing will not
be programmed for Category Ill and IV storage facilities unless it is
determined necessary based on an assessment of local threats, v
nerabilities, and cost effectiveness. COE drawing STD 40-16-08
depicts chain link fence construction standards.
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(3) If the storage area outer perimeter is partially fenced, it mayin accordance with paragraph 3-8. Use of master key system or
be more cost effective to complete the loop rather than to installmultiple key system is prohibited.
fencing around inner zone storage areas. c. Category | Storage Facilities.

(4) If natural barriers, such as mountains, cliffs, rivers, seas, or (1) Doors used for access to Category | storage facilities will be
other difficult-to—traverse terrain, form portions of the perimeter locked with a high security padlock and hasp and one secondary
and provide equivalent or more security than fencing, security fenc-padlock (medium or low security).

ing of inner zone storage areas may not be required. (2) Access to, or possession of, both keys to Category | storage
facilities by one person is prohibited. A key control system will be
5-4. Security lighting established so that no one will be allowed to interchange access to

a. Security lighting will be provided for Category | and Il storage keys to installed “A™B” locks.

facilities. New security lighting systems will not be programmed for  (3) Key control officers and locksmiths will not be authorized
Category Il and 1V facilities unless determined necessary based omaccess to information concerning the specific locations of installed
an assessment of the local threats and vulnerabilities. Security lightlocks protecting Category | structures at the site (for example, spe-
ing requirements will conform to ammunition and safety require- cific storage igloos within a site).

ments per AR 385-64, paragraphs 1 through 12 and appendix A. (4) Keys and locks subject to the two person rule will not be
However, existing security lighting for Category Ill and IV storage placed in use at the facility by the key control officer. Such keys
facilities will not be removed solely to comply with this paragraph. and locks will be placed in use by the respective key control custo-

Security lighting will— dians. Additionally, the key control officer is not authorized access
(1) Be provided for exterior doors of all Category | and Il items to such keys while the locks are in use under the two person rule.

storage rooms and magazines. (5) The rotation of padlocks will not be required when two locks
(2) Have switches for exterior lights installed so that they are not are installed on each Category | structure and a system is set up for

accessible to unauthorized individuals. separating these locks into “A” and “B” locks. Personnel will be

(3) Have all exterior lights covered with wire mesh screen that identified and authorized access only to either “A” or “B" keys or
will prevent their being broken by thrown objects. Vandal resistant locks, but not both. The system will preclude an individual from
lenses may be used instead of wire mesh screen. interchanging access to the “A” and “B” keys.

(4) Be provided for motor pools, hangars, and outdoor parking 5.7 Communications

areas for vehicles and aircraft that have Category | and Il ammuni-2 . - .
tion and explosives stored on board, and for such items located inRe"abIe and efficient primary and backup means of external and

open storage areas internal communications, at least one of which is radio, will be
(5) Be provided a.Iong storage site perimeter barriers determinedestabllshed at magazine areas to permit notification of emergency

by the C der. C d il determi .~ ~conditions. The communication system will be easily accessible to
necessary by the Lommander. Lommanaders will determine pe.”.me'guard and security personnel on their posts and will be tested daily
ter lighting needs depending on the threat, perimeter extremities

d il bilit 'by supervisory security personnel. The backup system will be of a
and surveillance capabilities. mode other than that of the primary communication system. Both

_b. Field manual (FM) 19-30, chapter 6, will be used as a guide iimary and backup guard (security) communications will be tested
in deciding lighting descriptions, layouts, lighting patterns, and min- 5 |east once during each shift.

imum protective lighting intensities and requirements. COE drawing
STD 40-04-08 depicts a typical design for a conventional ammuni-5_8_ Protection of missiles, rockets, ammunition, and

tion storage area security lighting system. explosives at unit level
c. Emergency lighting and standby power are not required, but a. Unit level stocks are those stored in basic load quantities
will be considered when the threat and vulnerability warrant. (quantities stored in tactical configuration for readiness and emer-
gency purposes) or which are on hand for operational and training
5-5. Guard protection and surveillance purposes.

Protection and surveillance by guards or other personnel together b. A typical facility for storage of operational quantities of am-
with other physical security measures will be established for facili- munition would be a building used to store ammunition on a rifle
ties or temporary open storage areas as set forth in this regulatiomange or a military police or guard (security) arms room. Such
and otherwise as needed to ensure protection at the facilities. At dacilities will comply with the requirements for unit arms rooms,
minimum, entrance and exit points into magazine and holding areagparagraph 4-2 or paragraph 5-2, for bulk ammunition storage
where vehicles, railcars or aircraft with missiles, rockets, ammuni- magazines.
tion or explosives aboard are parked, will be controlled by guards or c¢. The following are minimum requirements for safeguarding and
other personnel. When duty personnel are not present or IDS omaintaining unit level stocks:
closed circuit television are not used, enough security patrols will be (1) Depending upon tactical and contingency considerations, unit
provided to allow physical inspection of each aircraft, railcar, or level stocks will be stored in ammunition storage rooms or maga-
vehicle at a frequency determined by the commander concernedzines that are equivalent to the structural standards prescribed in
based on the category of AA&E, the threat, and the location.  paragraph 5-2.
(@) Commanders may authorize in writing the storage of small

5-6. Locks and keys _ o o guantities of ammunition in unit arms storage rooms. The authoriza-

a. Locks.A class 5 steel vault door with a built-in, 3—position, tion will be posted in the arms room. Storage will be consistent with
dial-type, changeable combination lock or a key operated high secupperational requirements. Ammunition authorized for storage in unit
rity padlock and hasp will be used on doors to structures housingarms storage rooms will be stored in containers. Ammunition will
classified material per AR 380-5, chapter 5. Otherwise, each ammupe secured in banded crates, or in approved metal containers, or
nition magazine or room constructed in accordance with chapter 4cabinets that are approved standard issue, commercial, or approved
will be secured with an approved high security padlock and high |ocally fabricated. Approved standard issue metal wall lockers may
security hasp. Storage facility hasps and locking hardware will pro- be used. Security containers (GSA approved class 5) not storing or
vide comparable protection to that afforded by the locks approved orcontaining classified documents or material may also be used.
other high security locking hardware. See the consolidated glossaryCrates will be banded or sealed, in a way that will prevent ammuni-
for list of approved DA locks and hasps. Facilities in which aircraft tion removal without leaving visible signs of tampering. Ammuni-
or vehicles are stored with ammunition aboard will be secured with tion stored in metal containers, or cabinets, will be secured with
an approved security padlock. See paragraph 3-8, for furtBecondary padlocks. Screws and bolts used in assembling contain-
guidance. ers, lockers, or cabinets, will be made secure to prevent disassemb-

b. Key and lock controKey and lock control will be established ly. Containers weighing less than 500 pounds will be fastened to the

18 AR 190-11 « 12 February 1998



structure (or fastened together in groups totaling more than 500 (c) The two person rule will apply for access to Category |
pounds) with bolts or chains equipped with secondary padlocks. missiles at these locations.

(b) Commanders will establish security procedures for issue of
basic load ammunition that will enable the unit to achieve its com- 5-9. Entry control _ _
bat or contingency missions. When tactical, operational, or readiness @ Vehicular and personnel gates will be secured and strict key
conditions permit, basic load ammunition will be stored in ammuni- control accountability will be observed. A pass, badge, or access
tion storage rooms or magazines that are equivalent to the structurdioster plus a registration system, will be used to admit properly

standards prescribed for the risk category of the items. identified authorized personnel to storage areas. o
(c) For safety reasons, live ammunition will not left in weapons (1) Vehicle and personnel gates will be secured except when it is
magazines stored in the arms room. necessary to allow authorized entry into or exit from, the area.

(2) When operational and training requirements preclude storage (2) Keys and locks to gates will be controlled and accounted for
of unit level stocks or explosives in ammunition storage magazines,Pel Paragraph 3-8. o
these stocks may be stored in or on combat vehicles, aircraft, ships, (3) Entry and exit procedures will include checks of personnel
or trailers, or in other configurations required by the operational @d vehicles for unauthorized material. )
environment. When stored in this manner, unit level stock storage (4) Persons requiring frequent recurring entrance to the area will
areas will comply with criteria specified by the MACOM. either be listed on an entry c_ontrol roster prepareo! by the responsi-

(3) Ammunition and explosives may be stored aboard vehicles orP!®_Storage commander or issued a photographic security badge
aircraft provided the vehicle or aircraft is located inside a motor Which clearly establishes the authority to enter. The roster will
pool or park or aircraft park area. When stored in this configuration, ONtain as a minimum, the name, grade, and unit or organization of

supplemental security measures in AR 190-51, paragraphs 3—3 anfach authorized person. _ _
3-5, apply. (5) Privately—owned vehicles and leased vehicles will not be per-

(4) Vehicles or aircraft with missiles and rockets in énitted inside storage facilities and areas. Government vehicles, and

ready—to—fire configuration will be provided 24 hour armed guard vehicles operated by DOD contract personnel on official business
surveillance. are authorized entry.

(5) Ammunition and explosives in open storage (such as vehicle (6) UFt)r?nt eX||t|ng, ti” yergclestw!lll pe tt)hproughly |nzpected to
holding area, ammunition supply point, and aircraft cargo area) are®Nsure that only authorizéd material 1S being removed.
especially vulnerable to theft or sabotage. Commanders will pre- (7) Venhicles leased by Government agencies are considered to be

scribe necessary security measures to protect items located in Opeﬁpvedrnl;negt vehicles tfor thle contra]}ctedﬁpgrllod. Rsntal vehlgleds 02'
storage. Ammunition and explosives in temporary open storage WiIItalne y dO\t/ern_rlr;ebn elrlnp o;&eest or oh |C|athuse ulrlng Penc;f_s_ cl)
be secured under the following procedures: emporary duty will be allowed entry when the employee's officia

(a) Perimeter barrier, either temporary or permanent. duties require SL{Ch entry.
(b) Guard surveillance (post guards or on duty personnel) b Persor_mel, including guards or host country guards_,,_whose
S itv lighti duri h ¢ dark d uties require unescorted access to storage facilities containing clas-
'('(t:))l't ecurity fighting during hours ot darkness or reduceifieq missiles and rockets, or other classified items, will have a
V'S('d)' Ilﬁ.\/entory accountability, and control security clearance commensurate with the classification of the items

_ abl involved.

(e) Posted restricted limited area. c. A two—person rule will be established for access to storage
() Access control (see para 5-9). facilities containing Category | missiles and rockets. No one indi-
(g) Communication systems. vidual can have access.

(6) When more than one unit uses the same area, stocks will be
separated and identified by unit. One unit will be designated as5-10. Restricted areas
responsible for the security of the entire area, including accessAreas in which sensitive missiles, rockets, explosive, or ammunition
control. are stored will be designated and posted as restricted areas per AR
(7) When the threat or other conditions dictate, responsible com-190-13, chapter 6.
manders will decide the advisability of separate storage of battery .
coolant units (BCU) from the REDEYE weapon. Threat conditions, 2—11. IDS signs , _ _
operational requirements for BCU, and other mission criteria are SIgns clearly announcing the presence of an IDS will be displayed
factors that will determine container location. on ammunition storage rooms, magazines, or perimeter barriers us-
d. The following are additional minimum requirements fofn9 such a system. Signs will be affixed at eye level, when possible.

safeguarding and maintaining Category | missiles at deploymenthey Will be affixed on the exterior walls containing an entrance to
Ammunition Holding Areas (AHA) and at unit areas: the ammunition or explosives storage room, vault, building, or mag-
(1) Unit level stocks of Category | missiles will b'e stored in azine or, in the case of alarmed barrier fences, on the outside of the

ammunition storage rooms or magazines equivalent to the structura[.ence at about 100-meter intervals. Signs will be placed at a loca-

standards prescribed in paragraph 5-2 ion where they will not hinder observation or fields of fire. Signs
(2) Vehi(ges or aircraftpstor?n pCate 6r I missiles will be pro- will not be placed where they may be used by intruders to gain
9 gory P dentry. Alarm signs will not create nuisance alarms. Otherwise, the

vided 24 hour armed guards to maintain constant, unobstructe : : A . .
. . ' R : signs will be posted outside the perimeter fence. IDS signs meeting
observation of the vehicle or aircraft. When stored in this configura- the specifications of appendix F will be used.

tion, supplemental security measures in AR 190-51, paragraphs
3-3E(3) and 3-5E(8) also apply. ) 5-12. Storage of classified items

(3) Category | missiles will not be stored in open storage (for cClassified AA&E storage facilities will comply with standards set
example, vehicle holding areas, aircraft cargo holding areas, ammuforth in paragraph 4—2 or AR 380-5, appendix H. Classified mis-
nition supply points, AHAs). Category | missiles at these locations sjles and rockets, or other classified items, will be segregated from
will be secured as follows: unclassified items stored in the same storage facility. Strict access

(a) Placed in approved containers (MILVAN, SEAVAN, orand accountability control procedures will be established by the
CONEX), or in a totally enclosed storage structure. The doors will commander. See paragraph 5-9 for two—person rule requirement for
be secured with two approved medium security or low security access to Category | missiles and rockets. Personnel whose duties

locks. Key and lock controls in paragraph &-#pply. require access to above storage facilities will have a security clear-
(b) The Category | storage area will be provided 24 hour constantance commensurate with the classification of the items involved.
armed guard surveillance. Classified AA&E material manuals and documents should normally
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be stored separately from the ordnance items per AR 380-5, parawill be updated based on transaction reporting, i.e., receipts, issues,

graph 5-102. and turn ins.

(c) When the DOD Central Registry receives an inquiry concern-
5-13. Additional security measures for igloos and ing a lost, stolen, or recovered weapon that is listed with the registry
magazines as DOD property, or as missing from a DOD activity, the Central

Additional security measures may be used to enhance overall secUregistry will inform the affected MACOM registry. Commanders
rity of ammunition and explosives stored in unalarmed igloos and will establish procedures to ensure that such losses, thefts, or recov-
magazines or to increase the delay time of alarmed igloos anderies are, or have been, appropriately investigated per paragraph
magazines. 2-9, and reported as outlined in chapter 8 of this regulation. Com-

a. King Tut blocks may be placed in front of igloo or magazine manders will also ensure that MACOM AA&E recovered by police
doors to increase the difficulty and the delay time associated withor investigative agencies are returned to MACOM control for dispo-
opening them after locks have been defeated. sition upon completion of investigative and prosecutive action.

b. Expanded metal cages may be placed in front of igloo or (3) Exclusions.Privately-owned arms and arms purchased with
magazine doors to provide an additional barrier to entry. Where thenonappropriated funds are exempt from being reported to the DOD
igloo or magazine is to have an IDS, sensors may be placed on th€entral Registry. However, each post, camp, or station having non-
cage to provide detection prior to the aggressor reaching the doorappropriated fund arms will establish procedures to identify such

weapons by type and serial number.
(4) Registration and reporting procedures.
(a) The arms serial number registration and reporting procedures

Chapter 6 will ensure control over all arms serial numbers in the following
Accountability, Disposition, Disposal, and situations: from the manufacturers to depot; in storage; in transit to
Demilitarization requisitioners; in post, camp, or station custody; in the hands of

users during turn—ins; in renovation; and during disposal or
6—1. Nonnuclear missiles and rockets (Category 1) demilitarization.

a. Each Commander having custody of nonnuclear missiles and (b) The DOD Central Registry will maintain records of: serial
rockets establish and maintain records which will provide for con- number adjustments; Shipments to f|ag rank ofﬁcers; foreign mili-
tinuous accountability. This will include those issued for training by tary sales (FMS) and grant aid; activities outside the control of the
requiring the return of unexpended missiles and expended residuepepartment of Defense; and transfers between DOD components.
When possible, such records will be maintained by serial number.mcoming shipments will be inventoried promptly after receipt to
Incoming shipments will be inventoried promptly after receipt to ensure that all items have been received and entered into the DOD
ensure that all items have been received. All contracts for the pro-Central Registry or the MACOM registry, as appropriate.
curement of nonnuclear missiles and rockets will provide for indi- (c) National or DOD Component—assigned stock numbers will be
vidual serialization. used by the MACOMSs for the initial load and all later transactions

b. In addition to the inventory requirements in AR 740-26, chap- to the DOD Central Registry.
ter 2, and AR 710-2, paragraphs 2-12, 2-53, and 3-43, the follow- (d) All arms, regardless of origin, that are accounted for in un-
ing apply: classified property records, will be reported. Automatic weapons

(1) Unit level. A 100 percent physical count will be taken month- will be reported on a priority basis.
ly. A 100 percent physical inventory by serial number will be taken  (e) Arms with national stock numbers (NSN) or serial numbers,

quarterly. with missing, obliterated, mutilated, or illegible serial numbers,
(2) Depot, post, or base level. A 100 percent inventory will be when discovered, will be reported to the DOD Central Registry by
taken semiannually. the MACOM registry, by message or letter for assignment of NSN
and management control number serial number. Request must
6-2. Arms contain:
a. Arms Serial Number Registration and Reporting. 1. NSN or “None” if unknown.
(1) DOD Central Registry. A DOD Central Registry will be 2. Serial number or “None” if unknown.

maintained to record, by serial number, the ownership account of all 3, Description, to include make, model, caliber, and any or other
arms. AR 710-3, chapter 4, establishes policies and prescribes renomenclature data.
sponsibilities and procedures for serial number registration angf) when the DOD Central Registry identifies duplicate serial
reporting of arms belonging to Army units, organizations, activities, numbers by weapon type in the MACOMs, instructions will be
and installations which maintain property books and stock recordprovided by the U.S. Army Armament Munitions and Chemical
accounts. MACOMs will emphasize the necessity for strict compli- Command (AMSMC-MMD-LW) for the modification of the serial
ance with the prescribed reporting requirements. Questions concernnumbers. Movement and shipment of weapons will not occur prior
ing registry operations will be referred to the DOD Central Registry to correction of serial numbers.
at: Commander, U.S. Army Armament, Munitions and Chemical (g) To ensure the DOD Central Registry is properly maintained,
Command, ATTN: AMSMC-MMD-LW, Rock Island, lllinois the following is required for small arms shipments: two weapon
61299-6000. DSN 793-4678/4977/6519 or commercial (308grial number (WSN) control cards for each weapon in shipment
782-4678/4977/6519. will be attached to the supply documentation; when operational
(2) Delineation of responsibilities. procedures restrict compliance with the two WSN control card re-
(a) The Department of the Army is the assigned agency responsi-quirement, a listing of WSNs will be attached to the supply docu-
ble for operating and maintaining the DOD Central Registry. This mentation; and incoming shipments will be opened by a designated
registry maintains control over serial numbers of arms and a file of receiver and the receipt of each item verified by check of the serial
those arms that have been lost, stolen, demilitarized, or shippechumber. However, incoming shipments from new procurement re-
outside the DOD. The DOD Central Registry will be updated by ceived at depots that are preservation packaged need not be individ-
tapes, forwarded to it monthly from the MACOM registries which ually checked if the contract provides for a 100 percent serial
contain in serial sequence the most recent list of serial numbers otertification by the contractor which is checked by government
arms for which the MACOM maintains accountability. The tape will contract representatives based upon acceptable sampling techniques.
also include a history file of arms reported lost, stolen, demilita- In this latter case, the receiving activity randomly will sample to
rized, or shipped outside the control of the DOD. verify the accuracy of serial humbers in each shipment from new
(b) Each MACOM is responsible for maintaining a mechanized procurement.
registry for serial numbers of arms in their inventory. The registry (h) The DOD Component registries will reconcile inter—Service
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transfers of weapons on a transaction-by-transaction basis. Fol6—6. Disposal and demilitarization -
low-up procedures will be established to ensure that the loop isDisposal of all excess and surplus arms, arm parts, ammunition, and
closed on inter—Service transfers. explosives is governed by the provisions of DOD 4160.21-M-1 and
b. Physical inventory control. the demilitarization of AA&E shall be accomplished in accordance
(1) All items included in the definition of the term “arms” will be ~ With the aforementioned DOD instruction. AA&E undergoing
subjected to physical inventory control per AR 740-26, chapter 4. demilitarization must be transported and stored in accordance with
All provisions requiring a high degree of protection and inventory this regulation until demilitarization is completed. AA&E being
control specified for sensitive items, apply. disposed of without demilitarization (FMS, transfer to law enforce-

; ial i ment agencies, and the like) will be transported and stored in ac-

AF§2)7 4%2"2%/’ irr\gppi;c:czfjures for physical inventory control are per cordance with.this regulation until accountability is transferred. The

(@) The nature and sensitivity of arms control dictates strict ad- foIIowL‘ng ag\plles. _ " b ial b il b de t
herence 1o the provisions of AR 740-26, chapter 4, with respect toy & SETC R BErCRRE Y ST TRl e T
physical inventories, research of potential inventory adjustments, has been previousl;? en}[/ergd into the DOD central registry
reversal of inventory adjustments, retention of accountable docu- (1) A report (transaction) will be furnished to the DOD Céntral
mentation, quality control, and inventory effectiveness reporting. Registry iFr)w the case of each arm disposed of other than by

(b) The special provisions for controlled inventory items are im- d

o emilitarization.
portant to 'gh_e control c.’f arms. In_ addition to AR 740-26, the (2) A demilitarization certificate will be completed by a techni-
following minimum requirements will be met—

) 3 ) cally qualified U.S. Government representative before residue from
1. Unit level.A 100 percent physical count will be taken monthly {he" gemilitarization process is released from U.S. control.

and an inventory by serial number will be taken quarterly, ex_cept b. AmmunitionDefense Reutilization Marketing Offices
for boxed and banded arms. In this latter case, the count and invencprRMO) are not permitted to receive live ammunition items.

tory will consist of a 100 percent count as reflected by the numberprmo may receive inert ammunition components.

of items listed on the boxes. Any evidence of tampering will be (1) |n the United States, ammunition will be demilitarized by a
cause for that box to be opened and 100 percent count to be takepop Component activity having such a capability.

of the weapons in the box. The inventory records will be maintained (2) Overseas, where U.S. forces do not have the capability to
for a minimum of 2 years for inventories that do not reflect discrep- demilitarize ammunition items, demilitarization may be performed
ancies. Records of inventories that reflect dlSCfepanCles will beby approved contractors who are licensed or controlled by the gov-
maintained for a minimum of 4 years. ernment of the country in which the contractor operates.

2. Depot, post or base levalhose arms not already entered into  (3) The Military Departments are responsible for the economical
the DOD Central Registry will be completely inventoried in con- and effective demilitarization of ammunition under their accounta-
junction with the serialization reporting program. Therefore, the bility. A certificate will be executed by a technically qualified U.S.
inventory will be taken once each FY at depot and semiannually atGovernment representative for all items demilitarized. (DOD
post or base level. These inventories will consist of a 100 percent4160.21-M-1, chapter 2)
count as reflected by the number of items listed on the boxes. A c. Explosives.In addition to the requirements above, sales of
complete count will be made of the contents of every box that is surplus explosives in the United States are limited to individuals and
opened or damaged. The inventory records will be maintained ascompanies holding a valid user’s or dealer’s license issued by the

required inl above. Bureau of Alcohol, Tobacco and Firearms, U.S. Department of the
Treasury. Overseas sales are limited to companies controlled or
6-3. Ammunition and explosives licensed by the respective government. Purchasers of explosives

a. All items included in the definition of the terms “Am-must provide a Certificate Regarding End Use of Explosive
munition” and “Explosives” will be subject to physical inventory Materials. (DOD 4160.21-M, chapter 2) Each MACOM will estab-
control procedures per AR 740-26, chapter 4, and AR 710-2, paradish procedures to ensure that accountability of items shipped to
graphs 2-12, 2-53 and 3-43. All provisions of AR 740-26, chapterDRMOs are retained until documents from the DRMO and the
4, and AR 710-2, chapter 2, requiring a high degree of protectiontransaction records are reconciled.
and inventory control specified for sensitive items, apply. Upon

receipt a check will be made to verify that all items shipped have 6—7. Disposal of abandoned and confiscated
been received. privately—owned firearms

. . . : The Anniston Army Depot, ATTN: SDSAN-DSP-PPC, Anniston

b. Detailed policy and procedures for physical and inventory con- . " - ' NG
trol of ammunition and explosives are per AR 740-26, chapter 4’}Alqt|)_tam? 362;?1’.'3 thebcogtlnegtal L(Jjnlted f_Statisd(CO_NLtlsl) dlSpOSé:ﬂ

and AR 710-2, chapter 2. The nature and sensitivity of ammunition aciiity for _shipping abandoned and confiscated privately-owne

control dictates strict adherence to all provisions with respect to theflrearm§. The following procedures apply: .
following: a. Prior to shipment, register firearms in the DOD Central Regis-

. . . try per TM 38-214.
8 Ez)s/zlgfghmc\)/fegggi;él inventory adjustments b. Use DD Form 1348-1 (DOD Single Line Iltem Release/Receipt

. i Document) to accomplish supply turn—in transactions with Anniston
(3) Reversal of inventory adjustments.

> . Army Depot.
(4) Retention of accountable documentation. c. Ship firearms via registered mail, return receipt requested.
(5) Quality control. d. Prior to shipment, clear firearms from provost marshal registry

(6) Inventory effectiveness reporting. The special provisions for files.
controlled inventory items are important in the control of ammuni-
tion and explosives.

6-4. Inventory losses Chapter 7
Accounting and inventory losses of AA&E will be processed per Transportation
AR 735-5, chapter 13, as applicable.

7-1. General
6-5. Inventory effectiveness review This chapter prescribes transportation security standards and proce-
Inventory effectiveness reviews will be conducted by the MACOM dures to be used in safeguarding categorized AA&E as described in
concerned on an unannounced basis. appendix B and for safeguarding uncategorized Class A and B

ammunition and explosives. AA&E which are classified will be
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stored and transported in accordance with this regulation and per (4) Where available, export and import shipments will be proc-
AR 380-5, chapters 5 and 8; where specific individual requirementsessed through military managed and operated air and ocean
differ between these two documents, the more stringent requirementerminals.
will be followed. (5) Shipments of arms and ammunition scheduled for
a. MACOMSs will establish security criteria for the intra—installa- demilitarization and retrograde shipments will receive the same pro-
tion and unit training movement of AA&E consistent with the phi- tection as other shipments of AA&E.
losophy in this chapter. (6) Missile rounds will be shipped separately from launch control
b. Explosive ordnance disposal teams responding to off—stationequipment, when feasible.
accidents or incidents will transport necessary explosive ingredients (7) Security provided for AA&E at commercial and military ter-
in accordance with requirements established by the MACOM con- minals will conform to the standards set forth in appendixes C and
cerned, based on the philosophy contained in this chapter. D. The standards will be provided to the commercial carriers by
c. Commanders will ensure that DOD—procured AA&E items MTMC. Follow minimum provisions for commercial transportation
transported from contractor facilities to DOD facilities are shipped of AA&E contained in AR 55-355, chapter 33.
in accordance with this chapter. Provisions of AR 55-355, chapter (8) When possible, strap cutters should not be attached to pal-
33, apply concerning shipments of DOD-procured AA&E from letized unit loads of ammunition prior to arriving at ammunition

contractor facilities to DOD facilities. storage areas. The strap cutters should be shipped separately from
the palletized ammunition.
7-2. Responsibilities relating to transportation (9) Shipments must be checked immediately upon receipt to en-

a. Within their respective areas of responsibilities, overseas thea-sure that the seals are intact and for any signs of damage or tamper-
ter commanders, and the Commander, MTMC, are responsible foring. If there are any such signs, there must be an immediate
(1) Ensuring that the transportation protective measures used foinventory to verify quantities received and to determine the extent of
AA&E items are established in applicable tariffs, government ten- any damage or tampering on all Category | and Il AA&E, and
ders, agreements or contracts. classified AA&E shipments. If the seals are intact, quantity verifica-

(2) Negotiating with commercial carriers for establishment of tion must take place no later than the next working day. The re-
transportation protective measures to meet shipper requirements. quirement to check seals and verify quantities received includes
(3) Determining the adequacy of the services provided by com-shipments of all categories of sensitive or classified AA&E and

mercial carriers for movement of AA&E items. uncategorized Class A and B ammunition and explosives.
(4) Routing when requested by shipper. (10) For rail shipments of Category | and Il items, the carrier
b. In addition, the Commander, MTMC, will— must advise the consignee immediately upon arrival of the shipment
(1) Develop, administer, and maintain joint transportation secu- at the yard serving the consignee and/or immediately upon arrival at
rity procedures for the commercial movement of AA&E. the consignee’s activity.

(2) Serve as the DOD focal point for security and performance (11) Uncategorized Class A and B ammunition and explosives
monitoring and oversight relative to the security of AA&E in transit Shipped by all modes will be afforded the same protection as Cate-
in the custody of commercial carriers. gories lll and IV, unless otherwise directed in writing by the mili-

c. The Military Airlift Command (MAC) is responsible for ensur- tary department service headquarters. .
ing the adequacy of the services provided for movement of AA&E ~ (12) Enhanced transportation security measures for use during
items by military airlift, worldwide, and by commercial airlift pro- ~ terrorist threat conditions are set forth in appendix |.
cured by MAC. (13) Provisions of AR 190-14, paragraph 3-3, apply to transpor-

d. The Military Sealift Command (MSC) is responsible for ensur- tation of individual weapons aboard commercial aircraft.

ing the adequacy of the services provided by military and commer- (14) When weapons are required to accompany a unit movement
cial ocean carriage for movement of AA&E items. by commercial transportation, the commander or person in charge of

e. This chapter does not relieve accountable officers of their tN€ unit movement will contact the provost marshal and transporta-

responsibility to safeguard and account for property. tion offlc_e concerned for technical advice and instructions relative to
such shipments.

7-3. Standards (15) Crew served weapons will not be left mounted or stowed
The following transportation security policy and standards ftside vehicles during unit movement by commercial transportation.
AA&E by category, as set forth in appendix B, are required to Such weapons will be shipped according to paragraph 7-19. When
adequately protect such items during shipment. Follow minimum this requirement cannot be met due to unit contingency or opera-
security provisions for commercial transportation of AA&E per AR tional readiness requirements, waivers may be requested (see para
55-355, chapter 33. On the basis of threat determination and evalua2—4)- Adequate compensatory security measures will be established.
tion of the movement itself, AA&E may be given additional protec- MACOMs concerned will coordinate such waiver requests with
tion, but not less than that required by the category assigned to thédTMC.

ftem. —4. Special considerations for Category | items

CSNSEG '(I)If acd%rgrrge;g'illoégnsgsort?;::(t).réaglee r\ﬂ)censa O.lrjéi:gﬁts()f etrt?ea. In addition to minimum security standards prescribed in para-
Wi y practi qui P graph 7-19, shipments of Category | material by all modes shall

AF:) 5(:5)_355’ Cha,‘\)ﬂtircg\'ﬂ i ib provide a continuous audit trail from shipper to consignee with
- VVerseas . S Will prescribe necessary COMMErCiayyance certification of serial numbers of individual items or certi-
transportation security requirements and coordinate such requiresie jiems. Two—man certification is required; that is, each container
ments with host nation authorities. When such services cannot bemust be checked by two responsible agents of the shipper, and
obtained, compensatory measures will be taken to achieve equivageaieq and locked in their presence before delivery to the carrier.
lent security standards. Additionally, compensatory measures will be1pis rle applies at transshipment points and terminals whenever the

taken when waivers or exceptions are used. original shipment loses its original identity; for example, when two

¢. The following factors also will be considered: _ or more shipments are consolidated into another container for fur-
(1) Every effort will be made to consolidate shipment into tru- ther movement or if repacking is required.

ckload (TL) or carload (CL) quantities. Less than truckload (LTL) b when moved by unit or organization transportation, Category |

shipments are considered more vulnerable to theft. . material will be placed in the custody of a commissioned officer,
(2) Small arms repair technicians may travel to support facilities warrant officer, noncommissioned officer (E-5 and above or DOD

to effect on-site repairs instead of shipping of small arms for repair. cjvilian grade GS-5 or above). Shipments or movements will be
(3) When practical, arms and ammunition of the same caliber uynder armed guard surveillance.

will not be shipped in the same container or conveyance. c. Overseas commands may use local national personnel for
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armed guard surveillance when status of forces agreement prohibi7—12. Foreign military sales (FMS) shipments

arming of U.S. personnel. a. DOD officials authorized to approve an FMS transaction that
involves the delivery of sensitive U.S. AA&E to a foreign purchaser
7-5. Physical security standards for sensitive AA&E will, at the outset of negotiation or consideration of proposal, con-

Shipments (as defined in chapter 1) by motor vehicle, railcar, ship,sult with DOD transportation authorities (MTMC, MSC, MAC, or
and aircraft are outlined in paragraph 7-19. Follow minimum secu- other) to determine whether secure shipments from the CONUS
rity provisions for transportation of AA&E per AR 55-355, chapter point of origin to the ultimate foreign destination is feasible. Nor-

34. mally, the United States will use the Defense Transportation System
(DTS) to deliver sensitive AA&E to the recipient government.
7-6. Special considerations for water shipments (1) If, in the course of FMS case processing, the foreign pur-
a. Security of shipments must be an integral part of prestowagechaser proposes to take delivery and custody of the AA&E in the
planning. Considerations include: United States and use its own facilities for transportation for onward
(1) Segregation of cargo. shipment to its territory, the foreign purchaser or its designated
(2) Cargo in locked and sealed containers. represent_ative will be required to submit a transportation plan for
(3) SEAVAN and MILVANS stowed so doors are not accessible DOD review and approval. _ _
to stevedores or ship’s crew. (2) This plan, as a minimum, will specify—
(4) Break bulk cargo stowed in following order or priority; lock- (a) The storage facilities.

ers, refrigerator boxes or deep tanks that can be locked and sealed; (P) Delivery and transfer points.

bins that can be boxed solidly with plywood or other appropriate (C) Carriers, couriers or escorts. )

materials and stowed in the upper tween decks of the hatches imme- (d) Methods of handling to be used from the CONUS point of

diately fore and aft of the ship's house. origin to the_ fmal_d_estlnatlon and return s_hl_p_ment when applicable.
b. Specific locations of classified and protected sensitive ship- (3) Security officials of the agency that initiates the FMS transac-

ments, with any special considerations, will be indicated on the final tion will evaluate t.he plan to determine Wh‘?t.her the plan adequately
stow plan and given to the responsible ship’s officer. ensures protection of the most sensitive category of AA&E

¢. Vessel movements of U.S.—owned AAZE to and from over- in\zzl)vel?r'lless the agency initiating the FMS transaction approved
seas locations and intra—theater movements are normally limited tothe transaction Iar? as ysubmitteg or it is modified to mggt US
MSC controlled vessels; or when the above are not available, U.S. P ! e

flag vessels or MSC approved local national chartered vessels. ;meuirtltgd standards, shipment by other than DTS will not be

(5) Transmission instructions or the requirement for an approved
transportation plan will be incorporated into the security require-
ments of the U.S. DOD letter of offer and acceptance.

(6) Requests for exception to policy will be per AR 12-1, para-
graph 2—-4, and forwarded to HQDA (DAMO-ODL-S). An informa-
ion copy will be provided to CDR, MTMC, ATTN: MT-SS, and

QDA (DAMO-ODL-S).

; : i : b. Shipment will be made in accordance with this chapter, until
a. Registered maihrms and missile components (excluding am- released to an authorized representative of the purchasing govern-

munition and explosives) may be sent by registered mail (return - :
receipt requested) when the size and weight meet U.S. Postal Servr-nent at the port of embarkation (POE) or port of debarkation (POD)

ice requirements as appropriate.
b. DOD Constant Surveillance Service (CS®all amounts of c. As indicated in parag_raph 7-12, shipments of classified AA&E
lassified C IV AAGE and ved Cl A and B to foreign government will be per AR 380-5, chapter 8.
unclassified Category 1V and uncategorized Class A an d. During the FMS negotiations, the purchasing government will
ammunition and explosives may be transported using only DOD(E

) ; ; ! : e advised of the applicability of this regulation to the security
CSS when loaded in an authorized container and size, weight, andengjtive AA&E to be procured. Shipments will be closely coordi-
safety factors otherwise meet commercial carrier requirements.

nated with the authorized representative of the purchasing govern-
7.9 O . d unit t ment to ensure secure storage facilities that essentially meet the
—Y. Drganic and unit movements requirements of this regulation are available at the POE and POD

Orga_nic movements will adhere as closely as possible t(?.the COMyefore the shipments are delivered and released to the recipient
mercial standards set forth in paragraph 7-19. Where military per-Country agent in CONUS

sonnel are employed in Armed Guard Surveillance (AGS), either in e. For overseas movement, Category | AAZE will be under U.S.

connection with organic or unit moves, or in connection with com- security control to POD unless waived by the Defense Security
mercial carrier moves, such personnel may be armed with an indi-aggjstance Agency in coordination with the Director, Security Plans
vidual weapon other than a shotgun at the discretion of the localyq Programs, Office of the Deputy Under Secretary of Defense for
commander. Policy, and FMS agreements will be so written. Return of Category
. | shipments from overseas will be placed under U.S. security control
7-10. Commercial movements _ _ _ upon arrival at customs territory of the U.S. (CTUS).

Shipments to be transported by commercial carriers will be per AR "¢ HQDA (DAMO—ODL-S) will task the appropriate MACOM to
55-355, chapter 33, and as summarized in paragraph 7-19. Carrighspect CONUS and OCONUS storage sites at which AA&E for
employees will meet the requirements of paragraph 2-12. foreign military sales are stored. Results of inspections will be
reviewed by DAMO-ODL-S and forwarded with concurrence or
onconcurrence to DCSLOG. Requirements for storage of AA&E in
hapter 4 will apply.

7—7. Consideration for air movements
See paragraph 7-19.

7-8. Special consideration for small quantity shipments

Small quantity shipments for the purposes of these provisions shall
be shipments of 200 pounds or less, or in the case of small arms, 1
or less individual weapons per shipment.

7-11. Overseas in—theater movements

Outside continental United States (OCONUS) commanders, base

on host nation requirements, the local threat situation and personne

staffing, will use discretion in providing adequate security in theater 7-13. Contract movements

when transporting AA&E cargo. Transportation service outside of a. DA contracts that procure arms, ammunition, and explosives

CONUS will adhere as closely as possible to the established requirerequiring transportation protective service will normally be written

ments for CONUS shipments. When such service cannot be obto require free on board (FOB) origin only. For shipment of

tained, compensatory measures will be taken to achieve equivalenDOD—procured AA&E contracts will be written to require transpor-

security standards. tation security per AR 55-355, chapter 33. Contracts will also spec-
ify contractor involvement in emergency response procedures and
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provide compliance with the AR 55-355, chapter 33, concerningin approved shipping containers, for example, CONEX, MILVAN,
carrier employee identification requirements. SEAVAN. The container will be secured with approved locks.
b. DOD AA&E cargo procured under third party contracts will (1) Containers will be placed door—to—door or door—to—immov-
be shipped in accordance with requirements as stated in this regulaable object to prevent unauthorized entry.
tion. All such shipments are further restricted to military controlled (2) A detailed packing list will be placed in the container for
ports or commercial ports safety—approved by the DOD Explosivesinventory purposes with serial numbered items listed by serial
Safety Board and security—approved by the MTMC, as applicable.number.
These requirements are also applicable to DOD contracts involving (3) AA&E shall not be left unsecured in vehicles.
foreign procured (OCONUS) AA&E. ) ]
c. For deliveries of AA&E to DOD or DOD contractors from /—16. Provost marshal and security office support , ,
foreign contractors, the contract monitor will coordinate with appli- 1he local or supporting provost marshal and security office will

cable theater commands to arrange equivalent in—country securiyProvide assistance to installation transportation officers in matters
for delivery only to the nearest U.S.—controlled port facility. relating to physical security requirements for transportation and stor-
age of AA&E.

7-14. Security of commercial shipments at DOD
installations and activities

a. For AA&E shipments arriving at a destination during other
than normal delivery hours, consignees that have the capability to
secure the shipments will accept the vehicle on their facilities and
secure the vehicle according to the level of transportation protection
required for the applicable category.

b. For uncategorized Class A and B ammunition and explosives,7_18. Transportation of marksmanship weapons and
consignees must be able to provide a safe haven in accordance wit§ynmunition

AR 55-355, chapter 33. Marksmanship weapons and ammunition may be transported to,
c. For emergency situations including breakdowns or other cir- from, and between ranges, matches, and authorized storage locations
cumstances beyond the carrier's control, installations having safein POVs in a secure manner as possible, consistent with the design
havens will receive and secure the vehicle after the carrier hasof the vehicle. Such items must be protected from view, and must
exhausted all other means to protect it. For deliveries of AA&E to not be left unattended during halts. Storage during overnight halts or
DOD and DOD contractors from foreign contracts, the contract matches must be in accordance with paragraphs 4-16 and 5-8.
monitor will coordinate with applicable theater commands to ar-
range equivalent in—country security for delivery only to the nearest 7-19. Security standards for AA&E shipments

7-17. Control of protective security seals

Protective security seals used to show the integrity of ammunition
and explosives shipments (commercial and organizational) will be
accounted for and secured at all times to prevent theft and un-
authorized use. Additional pertinent considerations are contained in
paragraph 7-3.

U.S.—controlled port facility. a. Category |I.
(1) Motor — TL:
7-15. Movement of AA&E by unit or organization (a) Satellite Motor Surveillance Service (SM) and Dual Driver
transportation Protective Service with National Agency Check (DN/WAC).
a. It is prohibited to carry, move, or store AA&E in (b) Exclusive use of vehiclé!
privately—owned vehicles (POVs) either on or off installations. (c) Locked and sealed by shippef

b. Commanders will ensure that enough security measures are (d) Single—line haul required.
taken to protect AA&E being moved by unit or organization trans-  (e) Trip lease not authorized.
portation, on or off installations. Security measures established will (f) When two or more vehicles are in convoy, drivers must be in
be in accordance with the philosophy of this chapter. AA&E items sight of other vehicles at all times. Convoy will only require a
will not be left unattended or unsecured at any time. single escort vehicle.
c. Categories | and 1l AA&E will be placed in the custody of a (2) Motor — LTL:
commissioned officer, warrant officer, noncommissioned officer(a) SM and DN33
(E-5 and above), or DOD civilian (GS-5 and above), or DOD (b) CONEX, dromedary, or similar container authorized.
contractor employee in a similarly responsive position. Categories | (c) Locked and sealed by shippér.
AA&E will be provided armed guard surveillance. Categories |l (d) Single-line haul required.
AA&E will be provided armed guard surveillance provided State or  (e) Exclusive use of vehicle or authorized container.
territorial law does not prohibit the arming of the guards. In the (3) Rail.
event that State and territorial law prohibits arming of guards for (a) AGS 44
Category Il AA&E, a request for exception to this requirement (b) MTX 4.
along with the compensatory security measures will be submitted (c) Locked and sealed by shipp&? .5

according to paragraph 2-4. (d) Immediate notification to consignee of delivery.
d. Category Ill and IV AA&E will be under the continuous (e) Use appropriate Category | motor security for associated
positive control of designated, responsible personnel. motor movement.

e. Movement security criteria does not apply to AA&E issued to  (f) Use load divider doors when available.
individual soldiers or units performing mission requirements. See (4) COFC.
chapter 2 for physical security requirements of AA&E deployed in  (a) In rail phase, same as Category | rail, in motor phase, same
the field for training or operational purposes. as Category | motor.

f. Bulk shipments of AA&E by unit transportation will be placed (b) Use only approved shipping containers and place on railcar

1 When vehicle is loaded to full visible capacity, do not request exclusive use of vehicle.
2 Shipper seal may be removed and replaced by carrier seal (DTMR, chapter 34).
3 Refer to AR 55-355, chapter 34, for additional mandatory transportation requirements.

4 When AGS and RSS apply, shipper must report railcar initials and numbers (for example, DODX 40000) to the appropriate MTMC area command to obtain MTX
service.

5 Includes use of upper rail lock.
6 When practicable, consider sending 15 or fewer Category Il, lll, and IV small arms and missile components by registered mail (Return Receipt Requested).

7 Shipments of Category IV AA&E and uncategorized classes of A and B ammunition and explosives with gross weight of less than 200 pounds may be sent by
commercial carriers offering DOD CSS without overpacking.
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door—to—door to prevent unauthorized access; e.g., MILVAN,(c) Cargo packaged to a weight of at least 200 Ibs. and banded

SEAVAN.

(5) Air.

(&) SM and DDPS (w/NAC) during ground transport.

(b) Shipments by Air Freight, Air Taxi, LOGAIR, QUI-
CKTRANS, or MAC.

(c) DOD CSS while aircraft on ground at commercial airports.

(d) For air freight, banded or locked and sealed required. For all
other methods, banded or locked and sealed required.

(e) Seals applied by shipper.

(6) Water.

(@) SM and DDPS to POE and from POD.

(b) Pier service only.

(c) Written receipt from ship’s officer at POE and written release
to carrier at POD.

b. Category Il

(1) Motor — TL:

(@) SM and DN (W/ANAC)3.

(b) Exclusive use of vehiclé.

(c) Locked and sealed by shipper

(d) Single line—haul required.

(e) Trip lease not authorized.

(2) Motor — LTL®7,

(@) SM and DD (W/NAC)3.

(b) CONEX, dromedary, or similar container authorized.

(c) Cargo packed to a weight of at least 200 Ibs. and banded

(sealed if practicable) or container locked and sealed by sHifper.

(d) Single line—haul required.

(e) Trip lease not authorized.

(3) Rail.

(a) RSS.

(b) MTX4,

(c) Locked and sealed by shippér

(d) Immediate notification to consignee of delivery.

(e) Use appropriate Category Il or IV motor security for any
associated motor movement.

() Use load divider when available.

(4) COFC.

(@) In rail phase, same as Category lll or IV; in motor phase,
same as Category Il or IV motor.

(sealed if practicable) or container locked and sealed by sHifper

(d) Trip lease not authorized.

(e) Single line—haul preferred.

(3) Rail.

(a) RSS4.

(b) MTX 4,

(c) Locked and sealed by shipp#? .

(d) Immediate notification to consignee of delivery.

(e) Use appropriate category Ill or IV motor security for any
associated motor movement.

(f) Use load divider doors when available.

(4) Rail.

(a) In rail phase, same as for rail category Il and 1V; in motor
phase, same as motor category Il and IV.

(b) Use only approved shipping containers and place on railcar
door—to—door to prevent unauthorized access; e.g., MILVAN,
SEAVAN.

(5) Air.

(a) DOD Css.

(b) Shipments by Air Freight, Air Taxi, LOGAIR, QUI-
CKTRANS, or MAC.

(c) Shipper escort to carrier and immediate pickup at destination.

(d) For air freight, banded or locked and sealed required. For all
other methods, banded or locked and sealed if practicable.

(e) Seals applied by shippér

(6) Water.

(a) Pier service only.

(b) Written receipt from ship’s officer at POE and written release
to carrier at POD.

Chapter 8
Reports, Investigative Aids, and Disposition of
Records

8-1. General

The provisions of this chapter do not preclude the submission of
other reports, such as the requirements in AR 55-38/NAVSUPINST
4610.33B/AFR 75-18; MCOP 4610.19C/DLAR 4500.15, chapters 2

(b) Use only approved shipping containers and place on railcarand 3. The provisions of this chapter do not apply to
door-to—door to prevent unauthorized access; e.g., MILVARrivately-owned weapons.

SEAVAN.

(5) Air.

(a) DOD Css.

(b) Shipments by Air Freight, Air Taxi, LOGAIR, QUI-
CKTRANS, or MAC.

(c) Shipper escort to carrier and immediate pickup at destination.

(d) For air freight, banded or locked and sealed required. For all
other methods, banded or locked and sealed if practicable.

(e) Seals applied by shipp&?®

(6) Water.

(a) Pier Service only.

(b) Written receipt from ship’s officer at POE and written release
to carrier at POD.

c. Categories Ill, IV and Uncategorized Classes A and B Ammu-

nition and Explosives.
(1) Motor — TL:
(@) SM and DD (W/NAC)3.
(b) Locked and sealed by shipper.
(c) Trip lease not authorized.
(d) Single line—haul preferred.
(2) Motor — LTLO7,
(@) SM and DD (W/NAC)3.
(b) CONEX, dromedary, or similar container authorized.

8-2. Incident reports to components

a. Each MACOM will establish procedures to ensure receipt of a
report of arms, ammunition, and explosives stolen, lost, unaccounted
for, or recovered, including gains or losses due to inventory adjust-
ments. Notification will be furnished in a manner commensurate
with the seriousness or nature of the incident. The loss, theft, recov-
ery, or inventory adjustment of the following will be reported:

(1) Missiles, rockets, and arms as set forth in appendix B.

(2) One—thousand rounds or more of ammunition smaller than
40mm and 1,000 rounds or more of 40mm automatic weapon
ammunition.

(3) Individual rounds of 40mm and larger nonautomatic weapon
ammunition.

(4) Individual mortar, grenade, and missile rounds.

(5) Individual land mines, demolition charges, and blocks of bulk
explosives.

(6) Other items with 10 or more pounds of net explosive weight.

(7) Any Category | or Category Il item not otherwise included
above.

(8) Commanders will—

(a) Submit a serious incident report (SIR) if required by AR
190-40, paragraph 4-9.

(b) Within 72 hours provide a report on DA Form 3056 (Report

2/8 MILSTD 129 applies.

9 Air carriers providing pickup and delivery service by motor vehicle must comply with all applicable motor security requirements for the risk category during the motor
phase. These protective services must be specified in appropriate Uniform Tenders of Service.

AR 190-11 « 12 February 1998 25



of Missing/Recovered Firearms, Ammunition, and Explosives) (RCS (6) Date of last survey or inspection.

Just—1010)) on incidents meeting criteriaaimbove. Inventory and (7) Compliance with regulatory physical security requirements.

in—transit losses or discrepancies of AA&E, not due to theft, recov- e. MACOMs will maintain records including, at the very mini-

ered within 12 days, need not be reported on DA Form 3056. mum, all instances of thefts, losses, and recoveries of AA&E, in-
(c) Initiate a report of recovery on DA Form 3056 for AA&E cluding any reported under a above. Requirement also applies to

items held as evidence by any local, State, or Federal law enforceARNG and Civilian Marksmanship Program (CMP). These records

ment agency in the area. Notify the commander having lost thewill include:

items. (1) A summary of the circumstances in each instance.
(d) Promptly submit appropriate report to the NCIC and DOD  (2) Dates, locations, and units such as Regular, Reserve, National
Central Registry (see para 8-3). Guard, or Director of Civilian Marksmanship.

(e) Ensure the dollar value of the loss or recovery is included in  (3) A statement regarding the loss or recovery based on the
section H, DA Form 2819 (Law Enforcement and Disciplinévestigation, such as inventory, theft, in—transit, training, operation-
Report) per AR 190-45, paragraph 6-3. al, or other.

(f) Conduct investigations per AR 15-6, chapters 3 through 5, as f. HQDA will provide the Director, Security Plans and Programs,
specified in paragraph 2—-9 when losses equal or exceed the amounfdDUSP, follow—up information, in writing, of significant incidents
shown in appendix E. AR 15-6 investigations may be conducted foruntil the investigation is complete. MACOMs, ARNG, and CMP
lesser amounts. will provide the follow—up information to HQDA

(g9) Reports will include incidents involving arms and ammuni- (DAMO-ODL-S).
tion meeting criteria ira above, in the custody of a nonappropriated

fund activity (such as an exchange, rod and gun club, or recreationaf~3: Investigative aids o
marksmanghi(p activity). 9 9 QDA will establish procedures to ensure that appropriate informa-

b. The Director, Security Plans and Programs, Office of tHiP" IS submitted to the NCIC and to the DOD Central Registry

: : . tly upon the discovery of the loss or theft of DOD arms.
DUSDP (ODUSDP), will be provided advice by telephone from the promptly . :
HQDA of all significant incidents of theft, loss, or unaccounted for Information 'also will be submitted to the NCIC anq thg DOD
AA&E as soon as possible but not later than 72 hours after occur-Central Registry upon recovery of DOD arms. Appropriate informa-

: . : tion on the theft or suspected theft of AA&E also will be provided
rence or discovery. Loss or theft of the following A&E will be to local Federal Bureau of Investigation (FBI) officers and local

considered significant (see AR 190-40, para 4-9, for further,. X )
guidance). police. The following procedures apply: _ _
(1) One or more missile or rocket rounds a. Lost, stolen, or recove_zred weapons will be entered in the
(2) One or more machine guns. ' NCIC per AR 19_0—27, section 2, paragraph 6.
(3) Five or more automatic or semiautomatic weapons _b. USACIDC will pro_\/lde the Bureau of Alcohol, Tobacco and
(4) Five or more manually operated weapons ' Firearms (BATF) Intelligence Division, BATF Hea_dquarter_s, De-
(5) Ammunition. ’ partr.nentt k?f f:he Tlreasur¥,/&//VA§LsEh|r;gltlpn, D%hgoztﬁG,. |n.form?'t|ort1. con-
) cerning theft or loss o alling within their investigative
OO(()a)rc.)?J?wdC:“cE)rern%?g Z:‘na:l,lgrc;itfe’?oa?mrr%llﬂr:ijtisor?r mare, except 20’purview, Withip 72 hqurs of confirmed theft or loss.
(b) Larger than .50 éaliber — five roundé or more of nons. ° CONUS installation commande_rs, provost marshals (PMs), or
automatic weapon ammunition. their deS|gnat_ed representatives, \_N|II send DA Form 3056 to t_he
(c) Larger than .50 caliber — 1,000 rounds or more of automatic NCIC Army Field terminal responsible for the geographical area in
weapon ammunition, which the installation is located. Proper entry will be made in the
(d) Five or more fragmentation, concussion, or high explosive NCIC. OCONUS |r_15tallat|on commanders, PMs, or their de5|_gnated
! ! representatives, will send the completed DA Form 3056 to Director,
gregadoes. . . | and itank Crime Records Center (CRC), 2301 Chesapeake Avenue, Baltimore,
(7) Dne cl’f[ mori mines éfmtll(pers%onnel an am't%n )t-h lo- MD 21222-4099. Lost, stolen, or reqovered weapons entries into the
_(7) Demolition charges, blocks of explosives, and other explo- Ncic from overseas commands will be made by Director, CRC.
Sives o 100 pounds or more net weight. d. CONUS Army field terminals, after making entry into the
((:i)AASrcr)né?jp?(r)tt?t?cI;iezredr attempted armed robberies NCIC, will annotate Item 11 of DA Form 3056 and distribute the
. A - ._form per instructions on the form.
phg/zs)icgfrg\?i%e?lrgge; ?Leat;‘i{‘;msg forced entries in which there is ¢ A[\)mmunition and explosive losses or recoveries will not be
(3) Any evidence of terrorist involvement. entered in the NCIC files.

) O f. Lost, stolen, or recovered weapons will be promptly entered in
(4) Incidents that cause significant news coverage, or appear ne pOD Central Registry per AR 710-3, chapter 4. Information on
have the potential to cause such coverage.

. >~ . . the source of the weapon report will be included. Recovered weap-
(5) Any evidence of trafficking, such as bartering for narcotics or yns will be cleared from the NCIC files.
taking AA&E across international borders, regardless of the quantity g. Military weapons will be accepted from civil (local, State, and

of AA&E involved. _ o Federal) law enforcement agencies. A weapon will be accounted for
d. Procedures for reporting significant loss, theft, and recovery of per AR 735-5, chapter 14, if both of the following apply:

AA&E and for reporting of actual or attempted break—ins of AA&E (1) The weapon can be identified as a military weapon. If the

storage facilities are per AR 190-40, paragraph 4-9. Commander§yeapon satisfies the general specifications for a military weapon,

will ensure timely submission of SIR. Significant initial and fol- 555ume that it is a military weapon; a serial number or other identi-
low—up data must be provided to answer questions who, whatfcation is desirable, but not required.

where, when, how, and why concerning the incident. Provide infor- () The weapon is no longer required for evidence in criminal or
mation on physical security measures taken to prevent recurrence ofqgministrative proceedings.

similar incident. Additionally, if any loss or recovery involved in- h. To identify weapon ownership, personnel may contact the
ventory or accountability standards, list procedures in effect. If ac- pop Central Registry at: Commander, U.S. Army Armament Muni-

tual or attempted forced entry is involved, show— tions and Chemical Command, ATTN: AMSMC—-MMD-LW, Rock
(1) Time of discovery. Island, Illinois 61299-6000, DSN 793-4678/4977/6519 or commer-
(2) Method of entry or attempted entry. _ cial (309) 782-4678/4977/6519. Recovered weapons identified as
(3) Measures used to neutralize or bypass security measures. property of another DOD agency will be returned to that agency
(4) AA&E or other items missing, if any. o only upon request of the agency concerned. Normally, the weapons
(5) Physical security posture of facility at time of incident, use of will be considered Army property and treated as such. Serviceable

guards, IDS, barriers, and other security measures. weapons should be returned immediately to normal use if required
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by the activity. The weapon may be excess or not authorized to
support the mission of the activity. If so, the weapon will be repor-
ted to the proper national weapons inventory manager for redistribu-
tion or reuse. If the national weapons inventory manager provides
disposal instructions, the activity will dispose of the weapon accord-
ing to existing disposal and demilitarization procedures.

i. Address inquiries on loss, theft, or recovery of firearms, ammu-
nition, and explosives to HQDA (DAMO-ODL-S).

8—4. Disposition of records

a. DA Components (MACOMs, ARNG, and CMP) will establish
procedures to ensure that records reflect the final disposition of
investigative action, including recoveries and disciplinary action, as
appropriate.

b. Information pertaining to the final disposition of investigative
action will be made to the Director, Security Plans and Programs,
ODUSDP, by HQDA, per paragraphs &-and 8-2. MACOMs,
ARNG, and CMP will provide the information to HQDA
(DAMO-ODL-S).
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Appendix A
References

Section |
Required Publications

AR 12-1
Security Assistance—Policies, Objectives, and Responsibilities
(Cited in para 7-12).

AR 15-6
Procedures for Investigating Officers and Boards of Officers
Conducting Investigations (Cited in paras 2-9 and 8-2).

AR 50-6-1
Chemical Agent Security Program (Cited in para B-2).

AR 55-38

Reporting of Transportation Discrepancies in Shipments
(NAVSUPINST 4610.33B/AFR 75-18/MCOP 4610.19C/DLAR
4500.15). (Cited in para 8-1).

AR 55-355

Defense Traffic Management Regulation (NAVSUPINST 4600.70/
AFR 75-2/MCO P4600.14B/DLAR 4500.3). (Cited in paras 1-1,
4-5, 7-3, 7-5, 7-10, 7-13, and 7-14).

AR 190-13

AR 710-3
Asset and Transaction Reporting System. (Cited in paras 4-13, 6-2,
and 8-3).

AR 735-5
Policies and Procedures for Property Accountability. (Cited in paras
2-9, 6-4, and 8-3).

AR 740-26
Physical Inventory Control. (Cited in paras 2-6, 5-2, 6-1, and 6-3).

DA Pam 710-2-1
Using Unit Supply System Manual Procedures. (Cited in paras 2-1,
2-2, and 2-6).

Section I
Related Publications

AR 11-2
Internal Control Systems

AR 708-1
Cataloging and Supply Management Data

AR 870-20
Museums and Historical Artifacts

CDA Pam 18-1

The Army Physical Security and Crime Prevention Program. (Cited Code Reference Guide (This publication is available upon request
in paras 1-4, 1-5, 2-1, 2-6, 2-10, 3-1, 3-2, 3-5, 4-2, 4-7, 4-8, anffom Chief, U.S. Army Materiel Command, Catalog Data Activity,

6-3).
AR 190-22

ATTN: AMXCA-DL, New Cumberland Army Depot, New
Cumberland, PA 17070-5010.)

Searches, Seizures, and Disposition of Property. (Cited in para 4-5)DA Pam 385-64

AR 190-27
Army Participation in National Crime Information Center (NCIC).
(Cited in para 8-3).

AR 190-40
Serious Incident Report. (Cited in paras 1-4 and 8-2).

AR 190-45
Military Police Law Enforcement Reporting. (Cited in para 8-2).

AR 190-51
Security of Army Property at Unit and Installation Level. (Cited in
paras 4-1, 3-13, and 4-6).

AR 190-56
The Army Civilian Police and Security Guard Program. (Cited in
para 2-10).

AR 380-5
Department of the Army Information Security Program. (Cited in
paras 1-1, 3-6, 3-8, 4-3, 5-6, 5-12, 7-1, 7-12, and F-1).

AR 380-67
Personnel Security Program. (Cited in paras 2-12, and 3-6).

AR 385-64

Ammunition and Explosives Safety Standards

DA Pam 710-2-2
Supply Support Activity Supply System Manual Procedures

DOD 4000.25-8-M
Military Assistance Program Address Directory System (MAPAD)

DOD 4145.26-M
Department of Defense Contractors Safety Manual for Ammunition
and Explosives

DOD 4160.21-M
Defense Utilization and Disposal Manual

DOD 4160.21-M-1
Defense Demilitarization Manual

DOD 4500.32-R
Military Standard Transportation and Movement Procedures
(MILSTAMP), Volume |

DOD 5160.65-M
Single Manager for Conventional Ammunition Implementing Joint
Conventional Ammunition Policies and Procedures

DOD 5200.1-R

Ammunition and Explosives Safety Standards. (Cited in paras 1-1,Information Security Program Regulation

5-2, and 5-4).

AR 700-99
Acquisition, Accounting, Control, and Disposal of Captured Enemy
Equipment and Foreign Materiel. (Cited in para 4-12).

AR 710-2

Supply Policy Below the Wholesale Level. (Cited in paras 2—-6, 2-8,

4-1, 4-5, 6-1, and 6-3).
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DOD 5200.2-R
Department of Defense Personnel Security Program

DOD 5220.22—-M
Industrial Security Manual for Safeguarding Classified Information

DOD 5220.22-R
Industrial Security Regulation

DOD 6055.9-STD
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DOD Ammunition and Explosives Safety Standards

DOD 7200.10-M

DA Form 4930-R
Alarm/Intrusion Detection Record (Prescribed in para 3-6.
Approved for EG.)

Department of Defense Accounting and Reporting of GovernmentDA Form 7281-R

Property Lost, Damaged, or Destroyed

DOD Directive 3224.3
Physical Security Equipment: Assignment of Responsibility for

Command Oriented Arms, Ammunition, and Explosives (AA&E)
security Screening and Evaluation Record (Prescribed in para 2-11.
Approved for EG.)

Research, Engineering, Procurement, Installation, and MaintenancdA Form 5513-R

DOD Directive 5100.76
Physical Security Review Board

DOD Directive 5210.65
Chemical Agent Security Program

DOD Instruction 4150.35
Physical Inventory Control for DOD Supply System Materiel

DOD Instruction 5200.30
Physical Security of Sensitive Conventional Arms, Ammunition, and
Explosives at Contractor Facilities

FM 19-30
Physical Security

JCS Pub. 1
Department of Defense Dictionary of Military and Associated
Terms

MIL-HDBK-1031/1
Military Handbook, Design Guidelines for Physical Security of
Fixed Land-Based Facilities

18 USC 842(J)

Key Control Register and Inventory. (Prescribed in para 3-8.)

Section IV
Referenced Forms

DA Form 2028
Recommended Changes to Publications and Blank Forms

DA Form 2609
Historical Property Catalog

DA Form 2819
Law Enforcement and Discipline Report

DA Form 3749
Equipment Receipt

DD Form 1348-1
DOD Single Line Item Release/Receipt Document

SF 700
Security Container Information

Appendix B

Title 18, United States Code, 842(J) (27 CFR 55, subpart k, sectionsSensitive Arms, Ammunition, and Explosives

207 and 208)
49 USC 1801 and 1805

(AA&E) Security Risk Categorization

B-1. Application

Title 49, United States Code, Sections 1801-1805 (49 CFR 177)The requirements of this regulation apply only to rounds of 40mm

TM 9-1300-206
Ammunition and Explosives Standards

T™ 38-214
DOD Small Arms Serialization Program (DODSASP): Functional
Users Procedures

Section Il
Prescribed Forms
Authority is given for the exact duplication of any DA or DD Forms

prescribed in this regulation that are generated by the automate

Military Police Management Information System in place of the
official printed version of the form.

Forms that have been designated, “Approved for electronic genera

tion (EG),” must replicate exactly the content (wording), format

(layout), and sequence (arrangement) of the official printed form.
The form number of the electronically generated form will be shown
as “—R-E” and the date will be the same as the date of the curren

edition of the printed form.

DA Form 3056
Reporting of Missing/Recovered Firearms, Ammunition, and

and larger, conventional, guided missile and rocket ammunition
weighing 100 pounds or less per round, and 1,000 or more rounds
of ammunition smaller than 40mm. Blank ammunition, .22 caliber
rimfire ammunition, and inert training ammunition are excluded
from the requirements of this regulation. Further, artillery, tank,
mortar ammunition, 90mm and larger are excluded from the require-
ments of this regulation.

a. On the basis of their relative utility, attractiveness, and availa-
bility to criminal elements, all AA&E will be categorized according
to the risks involved. As a general rule, only arms, missiles, rockets,

xplosive rounds, mines, and projectiles that have an unpacked unit

eight of 100 pounds or less will be categorized as sensitive for
purposes of this regulation. Any single container that contains a
sufficient amount of spare parts that, when assembled, will perform
the basic function of the end item will be categorized the same as

the end item.

b. The categories of missiles, rockets, and arms will be as stated
in paragraph B—2. Nonnuclear missiles and rockets similar to those
isted under Category | will automatically be included in that cate-
bory as they come into the inventory.

c. ldentifications, codings, corollary plans, and actions for physi-
cal security accountability and transportation pertaining to sensitive
conventional arms, rockets, missiles, ammunition, and explosives

Explosives (Prescribed in paras 2-10, 7—2, and 7-3. Approved forill be uniform throughout the DOD. These items will be integrated

EG.)
DA Form 4604-R

into standard catalog data by all services and will be included in
applicable documents that address physical security, accountability,
storage, transportation, and other related functional activities. The

Security Construction Statement (Prescribed in para 2—2. ApprovedJOCG through tri—service coordination, will use the Decision Logic

for EG.)
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for the physical security of facilities storing AA&E will look up the (a) Hand or rifle grenades, high explosive, and white phosphorus.
assigned categories in the Army Master Data File (AMDF). Exam- (b) Mines, antitank, or antipersonnel (unpacked weight of 50
ples of sensitive ammunition and explosive items are shown inpounds or less each).
paragraph B-2. (c) Explosives used in demolition operations; for example, C—4,
d. To ensure a uniform approach to sensitive item identification military dynamite, and TNT.
and coding, AMC will incorporate the criteria into their respective  (d) Critical binary munitions components containing “DF” and
cataloging policies and procedures. The criteria will also become a“QL” when stored separately from each other and from the binary
part of the federal cataloging system. Sensitive AA&E items are chemical munition bodies in which they are intended to be em-
identified by the controlled item codes per AR 708-1, chapter 7. ployed (See AR 50-6-1, chap 5 and app D, Chemical Agency
These codes indicate the controls required for storing and transportSecurity Program, for security requirements of other chemical
ing each category of AA&E and are listed in the AMDF. The agents).
AMDF is the official source of current security risk codification of (3) Category Il
all sensitive AA&E items. Codes assigned to specific AA&E items  (a) Ammunition, .50 caliber and larger, with explosive filled pro-
are shown in the monthly AMDF near the center of the microfiche jectile (unpacked weight of 100 pounds or less each).
under the column “(CIIC).” The AMDF microfiche for AA&E, and (b) Grenades, incendiary, and fuzes for high explosive grenades.
Catalog Data Activity (CDA) Pamphlet 18-1, Code Reference(c) Blasting caps.
Guide, are available upon request from Chief, U.S. Army Materiel (d) Supplementary charges (uninstalled, or installed in projectiles
Command, Catalog Data Activity, ATTN: AMXCA-DL, New Cum- in a manner allowing easy removal without special tools or
berland Army Depot, New Cumberland, PA 17070-5010. The basicequipment).
responsibility for the assignment and correction of the codes rests (e) Bulk explosives.
with the designated data proponent. Per AR 708-1, chapter 5, U.S. (f) Detonating cord.
Army Armament, Munitions, and Chemical Command is primarily (4) Category IV.
responsible for materiel management for weapons and ammunition; (a) Ammunition with nonexplosive projectile (unpacked weight
U.S. Army Missile Command is primarily responsible for materiel of 100 pounds or less each).
management of large rockets and guided missiles per AR 708-1, (b) Fuzes, except for (), above.
chapter 5. Further information or assistance regarding security risk (c) Grenades, illumination, smoke, and CS/CN (tear producing).
codification may be obtained by contacting the AMC Logistics (d) Incendiary destroyers.
Assistance Offices which are located at selected installationge) Riot control agents, 100 pound package or less.
Army-wide. (f) Ammunition for weapons in (3), above, not otherwise
e. AMC will revise, as appropriate, ammunition and explosives categorized.
codings by means of routine catalog data changes. The exception tg
applying the methodology it above shall be when tri-Service Table B-1
agreement is reached on a case-by—case basis to place an item inDacision Logic Formulas (DLFs)
higher or lower security risk category than that indicated by the total

. Factor: 1
numerical value. Utility: High
. . . Casualty/Damage Effect: High
B-2. Representatlvg ”.SK categories Adaptability: Without modification
a. Category | (missiles and rockets). Portability: Easily carried or concealed by one person.

(1) Nonnuclear manportable missiles and rockets “in a ready to
fire” configuration; for example, Hamlet, Redeye, Stinger, Dragon, Fa,C_tOF 2
Javelin, light antitank weapon (LAW) and Viper. The AT—4 antitank Ytility: Moderate _
weapon is also included. Casualty/Damage Effect: Moderate

. . Adaptability: Slight modification
@) Th's category al_so_ applies where the launcher tube and thqDortabiIity: Can be carried by one person for short distances.
explosive rounds are jointly stored or transported.
b. Arms. Factor: 3
(1) Category II.Light automatic weapons, including .50 caliber, Utility: Low

M16A2 rifle, Squad Automatic Weapon (SAW), and 40mm MK 19 Casualty/Damage Effect. Low
machine gun. Adaptability: Major modification

(2) Category Il Portability: Requires at least two persons to carry.

(a) Launch tube and gripstock for Stinger missile. Factor: 4 _
(b) Launch tube, sight assembly, and gripstock for Hamlet and Ultility: Impractical
Redeye missiles. Casualty/Damage Effect: None

Adaptability: Impractical

() Tracker for Dragon missiles. Portability: Requires materials handling equipment (MHE) to move.

(d) Mortar tubes up to and including 81mm.

(e) Grenade launchers.

(f) Rocket and missile launchers, unpacked weight of 100 pounds
or less.

(g) Flame throwers.

(h) The launcher or missile guidance set or the optical sight for Risk Factor: 1

Table B-2
Risk Factors—Ultility

the ground mounted TOW. Utility: High
(i) Launch control unit for Javelin missile. Description: High explosive, concussion, and fragmentation devices.
(3) Category Iv. .. Risk Factor: 2
(a) Shoulder—fired weapons, other than manportable missilggility: Moderate

rockets, and grenade launchers, not fully automatic. Description: Small arms ammunition.

(b) Handguns.
(c) Recaoilless rifles, including 90mm. Utility: Low

¢. Ammunition and explosives. . Description:  Ammunition items not described above—NONLETHAL,
(1) Category I.Explosive complete rounds for Category | mis- civil disturbance chemicals, incendiary devices.
siles and rockets (Se&(1l) above).

2) Category Il. Risk Factor: 4
(2) gory Utility: Impracticable

Risk Factor: 3
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Table B-2
Risk Factors—Utility—Continued

Table B-5
Risk Factors—Portability—Continued

Description: Practice, inert, or dummy munitions; small electric
explosive devices; fuel thickening compound; or items possessing other
characteristics which clearly and positively negate potential use by
terrorist, criminal, or dissident functions.

Table B-3
Risk Factors—Casualty/Damage Effect

Risk Factor: 1

Casualty/Damage Effect: High

Description: Extremely damaging or lethal to personnel; devices which
will probably cause death to personnel or major material damage.

Risk Factor: 2

Casualty/Damage Effect: Moderate

Description: Moderately damaging or injurious to personnel; devices
which could probably cause personnel injury or material damage.

Risk Factor: 3
Casualty/Damage Effect: Low
Description: Temporarily incapacitating to personnel.

Risk Factor: 4

Casualty/Damage Effect: None

Description: Flammable items and petroleum based products readily
obtainable from commercial sources.

Table B—4
Risk Factors—Adaptability

Risk Factor: 1

Adaptability: Without

Description: Unusable as is; simple to function without modification use
of other components.

Risk Factor: 2

Adaptability: Slight Modification

Description: Other components required; or can be used with slight
modification.

Risk Factor: 3

Adaptability: Major Modification

Description: Requires the use of other components which are not
available on the commercial market; or can be used with modification
that changes the configuration.

Risk Factor: 4

Adaptability: Impracticable

Description: Requires specified functions or environmental sequences
which are not readily reproducible, or construction makes it incapable of
producing high order detonation; for example, gas generator grains, and
impulse cartridges.

Table B-5
Risk Factors—Portability

Risk Factor: 1

Adaptability: High

Description: Items which easily can be carried by one person and easily
concealed.

Risk Factor: 2

Adaptability: Moderate

Description: Items whose shape, size, and weight allows them to be
carried by one person for a short distance.

Risk Factor: 3

Adaptability: Low

Description: An item whose shape, size, and weight requires at least
two persons to carry.

Risk Factor: 4

Adaptability: MHE Required
Description: The weight, size, and shape of these items preclude
movement without MHE.

Table B-6
Computation of risk factor numerical values 1

Evaluation: High Sensitivity
Numerical Values of Risk Factors:  (4-5)
Physical Security Risk Category Code: I

Evaluation: Moderate Sensitivity
Numerical Values of Risk Factors:  (6-8)
Physical Security Risk Category Code: Il

Evaluation: Low Sensitivity
Numerical Values of Risk Factors:  (9-12)
Physical Security Risk Category Code: IV

Notes:

11AMC shall use the logic formula in table B—1, to determine the numerical values
and the physical security risk category codes as shown above. (Use only one factor
value for each column and total the numbers for each column to obtain the security
risk category.)

Appendix C
Physical Security Standards for Commercial
Terminals (Extracted from DOD 5100.76—M)

Table C-1 lists levels physical security standards for commercial
terminals carrier service on Government Bill of Lading (GBL). This

information is an extract from DOD 5100.76—M.

Table C-1
Physical Security Standard for Commercial Terminals

If the carrier service on the GBL is:  Armed Guard Surveillance (AGS)
Equivalent terminal standards are: ~ Stop must be at a carrier terminal,
a State or local safe haven under 49 CFR or during emergencies, at a
DOD safe haven or refuge location. The vehicle or shipment must be
under constant surveillance by an armed guard specifically dedicated to
the shipment or shipments secured in an adequately lighted area that is
surrounded by a chain link fence, minimum height 6—feet, and
continuously patrolled by an armed carrier or terminal employee who
checks the shipment at least once every 30 minutes.

If the carrier service on the GBL is:  Protective Security Service (PSS)
Equivalent terminal standards are:  If the shipment is unloaded from a
conveyance, it must be at a facility cleared under the Defense Industrial
Security Program or at a DOD safe haven and be placed under constant
surveillance by a qualified carrier representative. As an alternative, the
shipment may be placed in a closed area, vault or strongroom approved
by the Defense Investigative Service. Construction standards for closed
areas, vaults, and strongrooms are contained in DOD 5220.22-M,
appendixes IV and V.

If the carrier service on the GBL is:  Dual Driver Protective Service
(DDPS)

Equivalent terminal standards are: ~ Stop must be at a carrier terminal,
a State or local safe haven under 49 CFR or, during emergencies, at a
DOD safe haven or refuge location. The vehicle or shipment must be
under constant surveillance by a qualified carrier or terminal
representative who must keep the shipment in unobstructed view at all
times and stay within 10 feet of the vehicle or the shipment must be
secured in a fenced and lighted area under the general observation of a
qualified carrier or terminal representative at all times. As an alternative,
the shipment may be placed in a security cage.

If the carrier service on the GBL is: DOD Constant Surveillance
Service (CSS)

Equivalent terminal standards are:  Stop must be at a carrier terminal,
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Table C-1
Physical Security Standard for Commercial
Terminals—Continued

a State or local safe haven under 49 CFR or, during emergencies, at a
DOD safe haven or refuge location. The vehicle or shipment must be
under constant surveillance by a qualified carrier or terminal
representative who must keep the shipment in view at all times and stay
within 100 feet of the vehicle or the shipment must be secured in a
fenced and lighted area under the general observation of a qualified
carrier or terminal representative at all times. As an alternative, the
shipment may be placed in a security cage.

If the carrier service on the GBL is:  Rail Surveillance Service (RSS)
Equivalent terminal standards are: ~ Within rail yards, RSS applies.
Within other terminals, shipment shall be secured in a fenced and lighted
area under the general observation of a qualified carrier or terminal
representative at all times.

If the carrier service on the GBL is:  Signature and Tally Record
Equivalent terminal standards are:  Each person responsible for
proper handling of a shipment during any terminal stop must sign the
signature and tally record at the time they assume responsibility for a
shipment. The shipment must always be in the custody of the last person
signing the signature and tally record.

If the carrier service on the GBL is:  Security Cage Requirements
Equivalent terminal standards are:  Shall be in accordance with
requirements identified in DOD 5220.22—-M, appendixes IV and V.

Appendix D
Physical Security Standards for Military Terminals
(Extracted from 5100.76—M)

D-1. Introduction

will be equipped with IDS or provided constant surveillance. Pend-
ing installation of IDS, the intervals between checks may not exceed
1 hour. When IDS is used, patrol intervals may not exceed 8 hours.

(b) Category Il temporary storage areas or individual convey-
ances will be equipped with IDS or checked by a guard patrol at
irregular intervals not to exceed 1 hour while in storage. When IDS
is used, patrol intervals may not exceed 16 hours.

b. Category Il and IV munitions cargo.

(1) Fencing.Category IlIl and IV cargo will be enclosed within
barbed wire fencing where terminal perimeter fencing is not in place
or does not meet the criteria of this regulation. New security lighting
systems may not be programmed for Category Il and IV storage
areas unless determined necessary based on an assessment of the
local threats and vulnerabilities.

(2) Supplemental controldDS may not be programmed for Cat-
egory Il or IV storage areas unless determined necessary based on
an assessment of the local threats and vulnerabilities. Cargo that is
protected by IDS will be checked by a guard patrol at irregular
intervals not to exceed 48 hours. Unalarmed cargo will be checked
at least once each 24 hours.

(3) Placement of cargd?lacement of cargo other than Category |
and Il in fenced or lighted areas will be in priority order based on
the risk category of cargo.

D-5. Cargo movement

a. Category | and Il

(1) Each Category | conveyance or integrated grouping of five or
fewer conveyances moved within the terminal will be under contin-
uous surveillance of at least one terminal employee or selected
contractor employee under contract to the terminal to handle cargo.
Where the terminal area is physically separated from a long—term
storage area, movement between these areas will be under continu-
ous armed guard surveillance, with two drivers for each conveyance.

(2) Each Category Il conveyance or integrated grouping of five
or fewer conveyances moved within the terminal will be under

This appendix prescribes standards for protection of sensitive concontinuous surveillance of at least one terminal employee or se-

ventional AA&E military transportation terminals. It also applies to

lected contractor employee under contract to the terminal to handle

sensitive classified AA&E that meet requirements of DORargo. Where the terminal area is physically separated from a
5200.1-R, as implemented by AR 380-5. When a terminal has along—-term storage area, movement between these areas will be
separate, long-term storage mission, storage criteria of chapters 4inder continuous employee surveillance, with two drivers for each
and 5 of this regulation apply to the long—term storage areas of theconveyance.

terminal. Criteria for commercially operated, in—transit transporta-
tion terminals are found in appendix B.

D-2. Security priorities

b. Category Il and IV cargo.

(1) Category Il and IV cargo will be moved within the terminal
under the general surveillance of the terminal or contractor employ-
ees moving the cargo. There is no distance requirement for general

The provisions of this appendix are based on the following priorities surveillance. However, procedures for movement will ensure cargo

for cargo and area security protection. Responsible MACOMs will

is either within sight of employees or is provided the required guard

ensure that security resources are allocated to meet the highegtatrol checks for storage areas.

priority requirements first. The priorities, in descending order, are:

. Category | cargo protection.

. Pier and waterfront security.

. Category Il cargo protection.

. Gates and perimeter security.

. Category Ill and IV cargo protection.
f. Support activity security.

OO0 T®

D-3. Risk category identification

Terminals will establish procedures to ensure prompt identification
of the risk categories of arriving cargo in order to provide security
protection required by this regulation. When cargo cannot be imme-

diately identified upon arrival, it will be secured as Category |
pending identification.

D-4. Temporary storage
a. Category | and Il cargo.
(1) Fencing.Category | and Il cargo will be stored only in fenced

(2) Where the terminal area is physically separated from
long—term storage area, movement between these areas will
under continuous surveillance of at least one terminal employee or
selected contractor employee for each conveyance.

D-6. Terminal area security

a. Waterfront and Ships at BertRiers and adjacent waterfront
areas without cargo or ships will be patrolled at least hourly by an
armed guard. When ships are at berth, piers will be patrolled by
armed guard at irregular intervals not to exceed 30 minutes. IDS
may be used at the terminal commander’s discretion. When IDS is
used, the patrol frequency may extend to 4 hours for piers or
waterfront without ships or cargo. When cargo is present, armed
guards, IDS surveillance, or patrol checks will be as prescribed for
the highest category of cargo or at intervals not to exceed 30
minutes whichever is more stringent. Waterborne patrols will be
used to augment land based patrols where feasible.

b. Terminal Gates and Perimeter Ared%®rminal gates require
continuous armed guard protection or surveillance while in use.

and lighted areas dedicated to cargo storage. Fencing requiremen§ecyred gates and perimeter areas require IDS protection or patrol

in DOD 5100.76-M, chapter 5, section C, apply.
(2) Supplemental controls.

checks at least once each 4 hours. When IDS is used, patrol inter-
vals may extend to 24 hours.

(a) Category | temporary storage areas or individual conveyances

32
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D-7. Seals and twists (b) Have potential use in civil disturbances.
Terminals will install an approved seal on all AA&E conveyances  (c) Vulnerable to theft.

on which the quglnal shipper seal is r_emovc_ed._AddltlonaIIy, all " < Ammunition and explosives.
conveyances will have a No. 5 steel wire twist installed on door (1) One or more of the following:
openings if the seal does not provide equivalent protection. Seal and . 9 )
twist checks for evidence of breakage or tampering will be made a (&) Explosive complete rounds or warheads for Category | mis-
part of regular patrol or surveillance procedures and of pier loadingSiles and rockets.

procedures. Category | and Il seals will be verified by number once (b) Hand or rifle grenades (fragmentation, high explosive, con-
each shift. cussion, white phosphorus, or incendiary).

(c) Mortar rounds up to and including 81mm.

(d) Mines, antitank, or antipersonnel.

(e) High—explosive complete rounds or war—heads for missiles
D-9. Terminal entry controls and rockets other than Category | (unpacked weight of 50 pounds or

a. Terminals will be closed areas with strict vehicle and pedes- less each).
trian entry controls. All pedestrians or vehicles will be subject to (f) Safety and arming device.
search, and a visitor control system will be established. When feasi- (qg) Incendiary destroyer.
ble, entry to the AA&E storage and processing areas will bewy 40mm grenades for grenade launcher.
separately controlled from the terminal administrative areas
Privately—owned vehicles may not be allowed into AA&E storage
and processing areas of the terminal without the Terminal Com-
mander’s permission. Hunting, if allowed, will be rigidly controlled

D-8. Guard protection and surveillance
The requirements in chapter 5, section E, this regulation apply.

(i) Demolition kits.
(2) Ten pounds or more of explosives used in demolition opera-
tions (e.g., C—4; military dynamite, TNT, etc.).

and minimized. (3) 100 or more blasting caps, detonators, destruction or firing
b. Piers, waterfront, and AA&E storage and processing areas will devices, primers, squibs, and ignitors.
be designated and posted as restricted areas. (4) 100 or more fuzes.

(5) 100 or more supplementary charges.
(6) 100 or more explosive bolts, explosive cartridges, and related

Appendix E devices. _
Losses/Overages List for AR 15-6 Investigations (7) 50 pounds or more bulk explosives.
General (8) 1000 feet or more detonating cord and safety fuse.

Appendix B describes in detail items that must be secured according (9) Two or more riot control agents, 100—pound package or less.
to this regulation. When losses equal or exceed the amounts shown (10) Two or more rounds of ammunition of 40mm and larger
below, commanders will conduct investigations under AR 15-6, honautomatic weapon.

chapters 3 through 5, and as specified in chapter 2 of this regulation. (11) One or more artillery, naval, tank, and mortar ammunition,
AR 15-6 investigations may be conducted for lesser amounts. 75mm and larger

a. Missiles and rocketall nonnuclear missile systems in a 12) A tion . hab h
ready-to—fire configuration or when the launcher tube and explosive _( ) mmunition for weapons in paragraphabove, not other-
wise categorized.

rounds are jointly stored or transported.

b. Arms.One or more of the following: (13) One box or more (normally 16 or more) grenades, illumina-
(1) Machineguns and automatic weapons up to and including .50tion, smoke, and CS/CN (tear producing).
caliber. (14) End items of conventional and guided missile ammunition
(2) Launch tube and gripstock for Stinger missile. (except artillery rounds, bombs, and torpedoes) that:
(3) Launch tube, sight assembly, and gripstock for Hamlet and (a) Have an individual item (for example, unit of issue) container
REDEYE missiles. or package weight of 60 pounds or less.
(4) Tracker for Dragon Missiles. (b) Have potential use in civil disturbances.

(5) Mortar tubes.

(6) Grenade launchers.

(7) Rocket and missile launchers, unpacked weight of 100
pounds or less.

(8) Flame thrower.

(9) Launcher and/or missile guidance set and/or the optical sight
for the TOW.

(c) Are vulnerable to theft.

Appendix F
Specification for Intrusion Detection System Signs
(10) Shoulder—fired weapons, other than grenade launchers, nof 1 A samplg intrusion detection system S|gn_that may be_ used Is
fully automatic. shown below in figure F=1. The sign is flat with shape, size, and
(11) Handguns. legend as shown. The sign face should consist of reflectorized sheet-

(12) Recoilless rifles up to and including 90mm. ing bonded to an aluminum backing. _ _

subassemblies). num alloy, type 6061T6, not less than &frac116;—inch thick. For
(14) Subcaliber training aids capable of firing a projectile by interior posting, plastic or wood could be used.
means of a powder charge. F-3. In non-English speaking overseas areas, a sign in the lan-
(15) Other individually operated weapons that are: guage of the host country, should be mounted alongside the English
(a) Portable and can be fired without special mounts or firing language sign. In U.S. states and possessions where a major minor-
devices. ity language is spoken, similar signs may be posted as a safety
precaution.
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Figure F-1. Sample Intrusion Detection System Sign

Appendix G provided with antispread space filler reinforced to prevent dis-
Criteria for Facilities Storing Sensitive AA&E engagement of the lock bolt by prying or jacking of the door frame.

» o The frames and locks for both interior and exterior doors will be so
G-1. New facility criteria designed and installed as to prevent sufficient removal of the frame

If Category Il arms are to be stored in new facilities built for the
principal purpose of storing arms, the facilities will meet the follow-
ing facility criteria.
ga. WaII)g.WaIIs will consist of 8 inches of concrete reinforced and locked. . ) .
with No. 4 reinforcing bars at 9 inches on center in each direction, 2 Constryctlon requirements for door frames and thresholds will
or 8-inch concrete block with No. 4 bars threaded through direction, P& @S €xacting as those for the doors themselves. For example,
or 8—inch concrete block with No. 4 bars threaded through block Where metal doors are used, the frame and thresholds will be of
cavities filled with mortar or concrete and with horizontal joint Metal. A GSA approved class 5 armory door or GSA approved
reinforcement at each course. Class 5 vault door with a built-in, three—position, dial-type, change-
b. Ceilings and roofsReinforcing bar spacing shall form a grid able combination lock, may be used instead of other doors or locks.
so that the area of any opening does not exceed 96 square inches (3) Various types of hinges are commercially available. When
using No. 4 bars or larger. The ceiling or roof shall be of concrete choosing the proper type of hinge for secure area doors, hinges will
construction. The thinnest portion may not be less than 6 inchesbe of the fixed pin security hinge type or equivalent; exposed hinge
c. Floors. Floors, if on grade, will be a minimum of 6 inches pins will be pinned, spot welded, or otherwise secured to prevent
concrete construction reinforced with 6 inches by 6 inches—W4 by removal; and hinge mounting screws may not be exposed to the
W4 mesh or equivalent bars. Where the floor slab acts as the ceilingutside of the arms room except for class 5 steel vault door hinges.
of an under—lying room or area, the ceiling standards apply. e. Windows and other openings. Windows and other openings
d. Doors. Doors will be constructed of%2-inch thick solid or will be sealed with material comparable to that forming the adjacent
laminated wood with 12—gauge steel plate on the outside face, ofyg|is and otherwise limited to the minimum essential. Windows,
will be standard Z—inch thick, hollow metal, industrial-type con- ducts, vents, or similar openings of 96 square inches or more with

struction with minimum 14 gauge skin plate thickness, internally y,q |45t dimension greater than 6 inches will be equipped with any
reinforced vertically with continuous steel stiffeners spaced 6 |nchesof the following:

maximum on center. Doors used for access to arms storage facilities 1) Th iahth inch or | hardened steel b ided th
will meet the above structural standards. Double door protection for ( _) ree-€ig Inch or fargér hardened Steel bars, provide €
vertical bars are not more than 4 inches apart with horizontal bars

arms storage facilities is not required. When double—door protection ) .

on existing facilities provides protection equivalent to that of doors Welded to the vertical bars so that the openings do not exceed 32
constructed according to above standards, modification to meet thafduare inches.

requirement will not be undertaken. (2) Number 8 gauge high carbon manganese steel mesh with

(1) Door bucks, frames, and keepers will be rigidly anchored and 2—inch diamond grid.

facing or the built—in locking mechanism to allow disengagement of
the lock bolt from outside a secured room when the door is closed
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(3) Number 6 gauge steel mesh with 2—inch diamond grid when
number 8 in (2) above, is not available.
(4) Bars or steel mesh will be securely embedded in the structure
of the building or welded to a steel frame that will be securely Appendix H
attached to the wall with fastenings inaccessible from the exterior OfPhySicaI Security Standards for DOD AA&E at

arms storage facility. Contractor—owned, Contractor—operated (COCO)

. . Facilities (Extracted from DOD 5100.76—M)
G-2. Criteria for facilities storing Il through IV arms.

The following exceptions to the new facility criteria are permitted A. Security Criteria
for storing Category Il through IV arms in an existing facility The following security criteria apply to AA&E in appendix B.
located on or off a military installation. 1. Accountability.The contractor shall be required to:
a. Doors, windows and other openings. (&) Have or establishl an accountability system for both explosive
(1) Doors. At a minimum, doors shall be constructed of 1 3/ components and end items produced under a DOD contract, or
4—inch thick, solid, core wood with wood block cores on 1 3/4—inch furnished or released to a contractor by the Department of Defense.

thick hollow metal, with minimum 16-gauge skin plate thickness. Thg records kept under the system s_haII reflect nomenclature and
(a) Door frames will be a minimum of 16 gauge steel serial number; amounts produced, shipped, and on hand; and the

: ; location of explosive components and end items.
(b) Door hinges s_haII not be exposed to the outside of the arms (b) Review accountability records and conduct quarterly invento-

(c) Doors shall be secured with authorized padlocks. uncrated items and items in unsealed crates by serial number, and

(2) Windows and other opening®/indows and other openings  sealed crated arms by counting of sealed crates and containers. At
shall be kept to a minimum. When provided, windows and other facilities where weapons are tested, there shall be daily inventories
openings will be secured as required in paragrapheG-1 of weapons drawn from storage for testing purposes.

b. Walls, ceilings, roofs, and floor&Valls of existing 8-inch (c) Dispose of residual material in accordance with the instruc-
reinforced solid brick, 8—inch reinforced concrete block with voids tions of the government contracting officer and DOD 4160.21-M-1
filled with concrete, or 12—inch nonreinforced solid brick. Ceilings, (reference (0)).
roofs, and floors of existing facilities will be reinforced concrete at a 2. Security.The contractor shall be required to provide a security
minimum, the thinnest portion may not be less than 6 inches. Ceil-system which includes the following:
ings, roofs, and floors of ARNGUS arms rooms, built prior to 1 (&) Isolated AreaRisk category AA&E storage areas in an iso-
January 1997, will be at least 5 inches at the thinnest portion. Wallsated area not under constant surveillance shall be physically che-
ceilings, roofs, and floors that does not meet these structural criterigcked on a random basis not less than once every four hours.
will be reinforced by one of the following methods: (b) Perimeter ControlProvide perimeter control through the ap-

(1) Steel barsThree—eighth inch steel bars, 4 inches apart with Plication of procedures and barriers to ensure that unauthorized
horizontal bars welded to the vertical bars so that the openings ddndividuals are unable to enter sensitive areas.
not exceed 32 square inches. Ends of the steel bars will be embed- (€) Entry Control. Provide positive access control through the
ded securely in the structure of the building or welded to a steel@PPlication of equipment and procedures to ensure the following
frame securely fastened to the building. objectlv.es. are met: .

. ) . . (1) Limit access to authorized personnel.

(2) Steel landing matMarsten, Irving, or pierced steel planking. P e -

. . . . ; (2) Require identification prior to entry.

(3) Expanded metalThree—sixteenth—inch with a maximum grid

. . ; U G (3) Require an established need for access.
opening of 1-inch by 3-inches and weighing a minimum of 4.27 ) | jghting. Provide production and storage area exterior light-

pounds according to square foot. ing of sufficient intensity for guards or other personnel in the area to
(4) Steel plate.One—fourth—inch steel plate. recognize illegal or unauthorized activities. Locations appropriate
(5) Steel meshNumber 8-gauge high carbon manganese steel, orfor lighting include perimeters and entrances to storage areas, build-

for existing facilities, number 6—-gauge cold drawn steel wire with a ings, and corridors. Light switches on the outside of buildings shall

grid of not more than 2 inches center to center. The numbmr secured or inaccessible to unauthorized persons.

6—-gauge material is not authorized for future upgrading. (e) Facility Construction.Construct facilities for unattended stor-
(6) Sheet metalFor existing facilities, 16—gauge steel sheets or age of sensitive AA&E as prescribed in attachments 1, 2, and 3 as

plates securely fastened together. This material is not authorized fo@pplicable. Use Military Handbook MIL-HDBK 1013/1 (reference

future upgrading. (t)) or other appropriate DOD security engineering guidelines for
(7) Reinforcing materialsWhen the above reinforcing materials ~ information. _

are used, they will be applied and fastened to the existing structure, (f) Key and Lock ControEstablish key and lock control systems

so that destruction of the existing and reinforcing materials is re- that are compatible with the guidelines provided in chapter 3, sec-

aures o remove o P 0 Mk e vt compee ke o) regiers

) . L shal
wil(l: .bgoc?(;r?,stmlgti?:lw(ff, %T—ni?\cﬁtrt]ﬁirclg p:;;gﬁre}ammg:én\;vggg’rsor kept on file for two years. Records shall be disposed of in accord-

be of standard3#-inch thick hollow metal, industrial type construc- o o with government contracting officer's instructions.
; X o . e yp 7 (g) Response ForceProvide an armed patrol capable of investi-
tion with minimum 16-gauge skin plate thickness. At a minimum,

ind d oth . il b tructed t id . ' gating local threats and which is available to respond to the detec-
windows and other Openings will beé constructed 10 provide equiva- o, of intruder(s). This force may include or consist entirely of
lent penetration resistance as that provided by the walls.

o : .. local, state and/or federal law enforcement agencies; however, prior
d. Other.All other criteria listed in paragraph G-1 for new facili-  agreements or arrangements must be documented and coordinated as

ties will apply for facilities storing Category I arms. appropriate. Such agreements or arrangements must be kept current.
] (h) Additional Security Measuredkeview weapon system pro-
G-3. Rescinded duction lines before operations to identify potential diversion risks

or pilferable items which may require adjunctive physical security

measures to prevent theft. The identified vulnerabilities and imple-
mented physical security measures shall be incorporated into the
contractor's security procedures and be available for government
review. Measures may include:
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(1) Additional barriers. B. Incident Reports

(2) Use of metal detectors at exit control points. Contractors are required to report all losses and thefts of Risk

(3) Separation of privately—owned vehicle parking from the pro- Category AA&E to the DIS cognizant industrial security office no
duction area, shipping and receiving areas, and refuse containerdater than 72 hours after initial discovery. Similar information

(4) Internal surveillance using closed circuit television. should also be given to the FBI and DOD Component Major Com-

(5) A determination must be made where and at what point in themand. Local law enforcement agencies will be notified.
production process a weapon should be protected as a risk category
item. During periods when the production line is unattended weap-C. Security Procedures
ons must be removed to storage areas, or the production line musthe contractor will be required to develop written procedures de-
be protected. signed to ensure compliance with the physical security standards of

(i) Classified AA&EContractors manufacturing, storing, this appendix. The procedures shall be available at the contractor’s
transporting, or otherwise holding classified AA&E will be cleared facility for review by Government representatives.
in accordance with reference(s). ) .

3. Storage AreasThe contractor will be required to ensure the D. Security Surveys and Inspections ] ) ) )
facilities in which AA&E are located during nonworking hours or To ensure that a prospective contractor will satlsfy physical security
while unattended for extended periods of time are: requirements of this appendix, a preaward security survey may be

(a) Constructed to meet the requirements of this appendix withPerformed by government contracting agency security personnel.
appropriate attachments. In contractor facilities where 30 or fewer Regardless of whether such a preaward survey is conducted, security
arms are located, a class 5 safe or safe—type steel file container witispections will be performed by the DIS cognizant industrial secu-
built—in Group IR changeable combination lock may be used for fity office at recurring 18 month intervals during the period of the
storage. Such containers will provide forced entry protection ascontract to ensure compliance with this appendix.
specified by GSA, or burglar resistance as listed by the Under- )
writers Laboratories (UL). Containers meeting UL certification for E- Waivers

Class TL-15 may be used instead of GSA-approved clasqRgguests for waivers to the DOD security requirements of this
containers. manual shall be submitted, in writing, by the contractor to the

(b) Protected by: government procurement contraqting officer_ who _shall coordinate

(1) A security force available within 15 minutes of notification. SUCh requests with the DIS Cognizant Security Office. Requests for

(2) Intrusion detection system (IDS). This applies to all storage waivers with r_ecommendatlons Sh"’.‘”. be fofwafded to the DOD
facilities containing sensitive arms, regardless of risk category, andComPonent Major Command for decision. Waivers normally may
Categories | and Il nonnuclear missiles, rockets, ammunition andP€ granted for a period of 1 year and may be extended only after a

explosives. review of circumstances necessitating an extension. Each extension
(3) Constant surveillance if an operational IDS is not present. shall state first extension, second extension, etc. Requests for waiv-
This applies to Categories | and Il AA&E. ers shall include a statement as to why the contractor is unable to

(4) Patrol checks by a security force at random intervals at leastM€€t requirements and outline compensatory measures proposed by

every 8 hours when IDS is present. This applies to Categories | and® contractor to provide equivalent or better protection than the
Il AA&E. Patrol checks are not required for Categories Il and Iv ©riginal standard. Copies of approved waivers shall be furished to
AA&E storage protected by an operational IDS. the. applicable DIS Cognlzant Security Offlce and DQD Component
4. Intrusion Detection Systems. Major Cpmmand. Coples of a_pproved waivers applying to commer-
(a) All materials and equipment used in the IDS must meet the cial carrier's transportation minimum security standards with com-
criteria prescribed in UL Standards for Intrusion Detection Units, PEnsatory measures taken shall be forwarded to the Commander,
UL-639, and be listed with the UL. A list of manufacturers of UL Military Traffic Management Command, ATTN: MT-IN, Washing-
Listed IDS equipment can be found in the UL Automobile, Burglary ton, DC 20315.
Protection, and Mechanical Equipment Directory under Intrusion
Detection Units (ANSR). Copies of the directory may be obtained
from Underwriters Laboratories, Inc., Publication Stock, 3
Pfingsten Road, Northbrook, IL 60062.

F. Exceptions
ﬁequests for exceptions to the DOD security requirements of this
manual shall be submitted, in writing, by the contractor to the
(b) All material and equipment used for the IDS will be installed Government procurement contragting officer. who .shall coordinate
in accordance with the criteria established for Extent No. 3 in the such f‘?q”eSL? with the DIS ngnlzant Security Office. Requests for
UL Standards for Installation and Classification of Mercantile Bank €XCeptions with recommendations shall be forwarded to the DOD
Burglar Alarm Systems, UL—681. component Major Command for decision. Requests for exceptions
(c) The construction, performance and operation of equipmentSha” |ncl_ude a statement as to why the contractor is unabl_e to meet
intended for the use in proprietary systems must be in accordancéhe requirements and compensatory or e_quwalent protection meas-
with the criteria established for Grade AA and Installation No. 3 Ures proposed by the contractor to provided comparable security.
systems in UL Standards for Proprietary Burglar Alarm Units and
Systems, UL-1076. A list of UL Listed manufacturers who install . .
proprietary systems can be found in the UL Automotive, Burglary L. Categc_)ry I'and Il Nonnuclear Missiles, Rockets, Ammunition
Protection, and Mechanical Equipment Directory under Proprietary 21d Explosives — Storage.
Alarm Systems (CVWX). 2. Category Il Arms — Storage. N _
(d) The operation of electrical protection circuits and devices that _ 3 Category lll and IV Arms, Ammunition and Explosives —
are signaled automatically, recorded in, maintained in, and super-Storage.
vised from a central station having trained operators and alarm 4. Arms Parts — Storage. o N
investigators in attendance at all times must be in accordance with 5. Significant Incidents Pertaining to Arms, Ammunition and
the criteria established for Grade AA and Installation No. 3 systemsEXplosives.
in UL Standards for Control-Station, Burglar Alarm Systems, 6. Cognizant DIS Industrial Security Offices
UL-611. Available UL certified central control stations can be lo-
cated in the UL Automotive, Burglary Protection, and Mechanical

Attachments

Equipment Directory under Central Station (CPVX). ATTACHMENT 1CATEGORY | AND II NONNUCLEAR MIS-
(e) IDS must be tested monthly and records maintained of theseSILES, ROCKETS, AMMUNITION, AND EXPLOSIVES —
tests. STORAGE
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A. New Construction reinforced vertically with continuous steel stiffeners spaced 6 inches
1. AA&E listed under Category | and Il shall be stored in struc- maximum on center.
tures meeting construction requirements as specified in DODa) Door bucks, frames, and keepers shall be rigidly anchored
6055.9-STD (reference (g) or DOD 4145.26—M (reference (u)). De- and provided with antispread space filler reinforcement to prevent
terminations of the suitability of new structures will be provided to disengagement of the lock bolt by prying or jacking of the door
the DIS cognizant security office by the DOD Component Major frames. The frames and locks for both interior and exterior doors
Command. shall be so designed and installed as to prevent sufficient removal of
2. Storage areas shall be surrounded with chain link security the frame facing or the built-in locking mechanism to allow dis-
fencing approved by the DOD Component Major Command. Mini- engagement of the lock from outside a secured room when the door
mum height of fencing shall be 6 feet. is closed and locked.
3. Locks. (b) Construction requirements for door frames and thresholds
a. Doors shall be secured by a high security padlock (military Shall be as stringent as those for the doors themselves. For example,

specification MIL-P-43607G) and hasp (military specificatiOWhere metal doors are used, the .frame a.md. thresholds shall be of
MIL-H—43905B or H-29181/1 (YD)), or other comparable hasps metal. A class 5 steel vault door with a built-in, group 1R changea-
and locking hardware approved by the DOD Component Major ble combination lock may be used instead of other doors or locks.
Command. Component approved hasps and locks shall be specified (€) Various type of security hinges are available commercially.
in the contract. Storage facilities equipped with a Class 5 GSA—-ap-Hinges shall be of the fixed pin security hinge type or equivalent;
proved steel vault door with a group 1R changeable combination€XPosed hinge pins shall be pinned, spot welded, or otherwise se-
lock, are authorized instead of other doors and locks. Doors thatcured to prevent removal; and hinge mounting screws may not be
cannot be secured from the inside with locking bars or deadbolts®XP0sed to the outside of the room.
shall be secured on the inside with padlocks which meet or exceed € Windows and Other Openings _ .
military specification MIL—P—17802D (Grade II, Class 1, Type A). (1) Window and other openings shall be sealed with material
Panic hardware, when required, shall be so installed as to preveng®mparable to that forming the adjacent walls and otherwise limited
opening the door by manipulation from the outside. Panic hardwaret® the minimum essential. Windows, ducts, vents, or similar opening
will be secured after close down and freed prior to facility occu- Of 96 square inches or more with the least dimension greater than 6
pancy by means which are acceptable to safety officials. inches shall be equipped with one of the following: )

b. A Class 5 steel vault door with a built—in, group 1R changea- (a) Three—eighth inch or larger hardened steel bars, provided the

oot ; : tical bars are not more than 4 inches apart with horizontal bars
ble combination lock, or key operated high security padlock and ver ; .
hasp (above military specifications), shall be used on doors to strucvelded to the vertical bars so that the openings do not exceed 32

: . square inches.
tures housing classified AAZE. (b) Number 8 gauge high carbon manganese steel mesh with 2
B. Existing Construction inch diamond grid. . . . .
The DOD Component Major Command may permit storage of Cate- (€) Number 6 gauge steel mesh with 2 inch diamond grid when
gory | and Il items in existing types of structures if, in the opinion NUmber 8 in subparagraph B.1.b(S), below, is not available.
of the Major Command, equivalent security is provided and all other (2) Bars or steel mesh shall be securely embedded in the struc-
security requirements are met. Determinations of the suitability of (Ure of the building or welded to a steel frame that shall be securely
existing structures will be provided to the DIS Cognizant Security attached to the wall with fastenings inaccessible from the exterior of

Office by the DOD Component Major Command. th? irg::isstorage facility.

(1) Access doors shall be secured by a high security padlock
(military specification MIL-P—43607G) and hasp (military specifi-

ATTACHMENT 2 cation MIL-H-43905B or MIL-H-29181/1 (YD)), or other compa-
CATEGORY Il ARMS — STORAGE rable hasps and locking hardware approved by the DOD Component
Major Command. Approved locks and hasps will be specified in the
A. New Construction contract. Storage facilities equipped with a class 5 GSA approved
1. Category Il arms shall be stored in facilities meeting the fol- Steel vault door with a built—in group 1R changeable combination
lowing design criteria: lock are authorized in lieu of other doors and locks. Doors that

a. Walls.Walls shall consist of 8 inches of concrete reinforced €a@nnot be secured from the inside with locking bars or deadbolts
with No. 4 reinforcing bars at 9 inches on center in each direction Shall be secured on the inside with padlocks which meet or exceed

and staggered on each face to form a grid approxima¥elinehes military specification MIL-P-17802D. Panic hardware, when re-
square, 8 inch concrete block with No. 4 bars threaded throughduired. shall be installed to prevent opening the door by manipula-

block cavities filled with mortar or concrete and with horizontal t|0n2 frg\mlthe Ec:ut5|d?. it d i a builti 1R ch
joint reinforcement at every course, or at least 8 inches of brick (&) A class 5 steel vault door with a built-in group 1R changea-
interlocked between inner and outer courses. ble combination lock or a key operated high security lock and hasp

b. Ceilings and RoofsReinforcing bar spacing shall form a grid (above military specifications) shall be used on doors to structures

so that the area of any opening does not exceed 96 square incheg,OUSIng classified AALE.

using No. 4 bars or larger. If the ceiling or roof is of concrete g Existing Construction

pan—joist construction, the thinnest portion may not be less than 6 1 Existing facilities may be used for new contracts provided they
inches and the clear space between joints may not exceed 20 inchegieet the criteria indicated below and if determined by the DOD
the reinforcing grid requirements for flat slab construction also Component Major Command to be adequate. Determinations will be
apply. provided to the DIS Cognizant Security Office. The requirements
c. Floors. Floors, if on grade, shall be a minimum of 6 inch for doors, windows and other openings and locks as prescribed in
reinforced concrete construction. Where the floor slab acts as theparagraphs A.ld., e, and f., above, must be met at all times.
ceiling of an underlying room or area, the ceiling standards apply. a. Walls of existing faciliies at a minimum shall be 8 inch
d. Doors. reinforced solid brick, 8 inch reinforced concrete block with voids
(1) Doors shall be constructed o¥sinch thick solid or lami- filled with concrete, or 12 inch nonreinforced solid brick. Ceilings,
nated wood with 12—gauge steel plate on the outside face, or shalioofs and floors of existing facilities shall be reinforced concrete at
be of standard %—inch thick, hollow metal, industrial-type con- a minimum.
struction with minimum 14 gauge skin plate thickness, internally  b. Walls, ceilings, roofs and floors that do not meet the structural
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criteria in subsection A.1., above shall be reinforced by one of theproved by the DOD component).
following methods.
(1) Steel BarsThree—eighth inch diameter steel bars, four inches
apart with horizontal bars welded to the vertical bars so that open-ATTACHMENT 4ARMS PARTS—STORAGE
ings do not exceed 32 square inches. Ends of the steel bars shall ddajor parts for arms, such as barrels and major subassemblies, shall
embedded securely in the structure of the building or welded to abe afforded at least the same protection as Category IV arms. The
steel frame securely fastened to the building. frame or receiver of an arm constitutes a weapon and such parts,
(2) Steel LandingMarsten, Irving or pierced steel planking. therefore, must be stored according to the correct category; for
(3) Expanded MetalThree-sixteenth inch with a maximum grid e€xample, the receiver of a .30 caliber machine gun shall be stored as
opening of 1 inch by 3 inches and weighing a minimum of 4.27 @ Category Il arm.
pounds per square foot.
(4) Steel Plate.One—fourth inch steel plate.
(5) Steel MeshNumber 8 gauge high carbon manganese steel, orATTACHMENT SSIGNIFICANT INCIDENTS PERTAINING TO
for existing facilities, number 6 gauge cold drawn steel wire with a ARMS, AMMUNITION, AND EXPLOSIVES
grid of not more than 2 inches, center to center. Number 6 gauge®ny armed robbery or attempted armed robbery; forced entry or
cold drawn steel wire is not authorized for future upgrading. attempted forced entry with physical evidence of the attempt; evi-

(6) Sheet Metal.Sixteen gauge steel sheets or plates securelydence of terrorist invoIV(_ement; or illegal_ trafficking _in_ sensitive_
fastened. This material is not authorized for future upgrading. ~~A&E shall be reported in accordance with the provisions of this
(7) Other Materials.Other materials approved by the DOD Com- appendix within 72 hours. In adFiltlon, the loss or theft of the
ponent Major Command concerned that provide protection equiva-m”o‘"’Ing AAZE shall be reported:
lent to the methods mentioned in paragraph B.1.b above. a. Any mlssn_e or rocket.
2. When the above reinforcing materials are used, they shall be b. Any maphme gun. . .
applied and fastened to the existing structure so that destruction of ¢. Any antipersonnel or antitank mine.

the existing structure is required to remove them. d. Any automatic fire weapon.
e. Twenty—five or more manually operated weapons.

f. Demolition charges, blocks of explosives, and other explosives
having a net weight of 100 pounds or more.

g. Ammunition

1. Twenty thousand rounds or more of shotgun, .38 or .22 caliber
A. New Construction ammunition, and 5,000 rounds or more of other .50 caliber or

1. AAGE listed under Category Il and IV shall be stored in Smaller ammunition. . .
structures meeting construction requirements as specified in DOD,_ 2+ Five rounds or more of nonautomatic weapon ammunition
6055.9-STD (reference (g)) or DOD 4145.26-M (reference (u)). larger than .50 caliber. . .
Determinations of suitability of new structures will be provided to . 3- One thousand rounds or more of automatic weapon ammuni-
the DIS Cognizant Security Office by the DOD component major tion larger than .50_cal|ber. . . .
command. 4. Any fragmentation, concussion, or high explosive grenade.

2. When operational requirements make it necessary, a Type 2
outdoor magazine (see Title 18, USC, 842(J) (27 CFR, 55, subpart
K, sections 207 and 208) (reference (v)) is suitable for storing g;;’?g;SMENT GCOGNIZANT DIS INDUSTRIAL SECURITY
Category Il and IV AA&E (see section C below) with approved
DOD locking systems.

ATTACHMENT 3CATEGORY IlI AND IV ARMS, AMMUNI-
TION, AND EXPLOSIVES — STORAGE

New England Region:

B. Existing Construction Defense Investigation Service
The DOD component major command may permit storage of Cate-Director of Industrial Security
gory Ill and IV items in existing types of structures, if equivalent New England Region (S1110)
security is provided by the contractor and all other security require-Barnes Building

ments are met. Determinations of suitability of existing structures 495 symmer Street

will be provided to the DIS Cognizant Security Office by the DOD Boston, MA 022102192

component major command. Phone: Commercial: (617) 451-4914/6; DSN: 955-4914/6

C. Type 2 Magazine Standards

1. A Type 2 magazine is a box, trailer, semitrailer, or other ) .
mobile facility, described as follows: Mid—Atlantic Region: _

a. General.Outdoor magazines are to be bullet-resistanfefense Investigative Service
fire—resistant, weather—resistant, theft—resistant, and ventilated. Theyirector of Industrial Security
are to be supported to prevent direct contact with the ground and, iMid—Atlantic Region (S1410)
less than one cubic yard in size, must be securely fastened to a fixe€Cherry Hill Office Center
objz_ec_t. The ground around outdqo_r magazi_nes must slope away fonp40 Kings Highway North
draining or other adequate draining provided. When unattended,cherry Hill, NJ 08034-1908
vehicular magazines must have wheels removed or otherwise effecpyone. Commercial: (609) 482-6500; DSN: 444-4030
tively immobilized by kingpin locking devices or other methods
approved by the DOD Component Major Command.

b. Exterior ConstructionThe exterior and doors are to be con-
structed of not less tha# inch steel and lined with at least 2 inches Defense Investioative Service
of hardwood. Magazines with top openings will have lids with . gat .
water—resistant seals or which overlap the sides by at least 1 inctPirector of Industrial Security
when in closed position. (Doors, shall be in secured by a high Capital Region (S1510)
security padlock (military specification MIL-H-43607G) and hasp Hoffman Building #1
(military specification MIL-H-430905B or MIL-H-219181/1 (YD)) 2461 Eisenhower Avenue
with hinge side protection or other comparable locking system ap-Alexandria, VA 22331-1000

Capital Region:
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Phone: Commercial: (202) 325-9634; DSN: 221-9634

Mid-Western Region:

Defense Investigative Service
Director of Industrial Security
Mid-Western Region (S3210)

610 S. Canal Street, Room 908
Chicago, IL 60607-4877

Phone: Commercial: (312) 886-5244

Southeastern Region:

Defense Investigative Service
Director of Industrial Security
Southeastern Region (S4110)

2300 Lake Park Drive, Suite 250
Smyrna, GA 30080-7606

Phone: Commercial: (404) 432—-0826

Pacific Region:

Defense Investigative Service
Director of Industrial Security

Pacific Region (S5310)

3605 Long Beach Blvd., Suite 405
Long Beach, CA 90807-4013
Phone: Commercial: (213) 595-7251

Northwestern Region

Defense Investigative Service
Director of Industrial Security
Northwestern Region (S5210)
Presidio of San Francisco

San Francisco, CA 94129-7700

Phone: Commercial: (415) 561-3251/6; DSN: 586-3251/6

Southwestern Region:
Defense Investigative Service
Director of Industrial Security
Southwestern Region (S4210)
P.O. Box 88900

St. Louis, MO 63188-1900

Phone: Commercial: (314) 263—6580; DSN: 693-6580

Appendix |

Enhanced Transportation Security Measures During
Terrorist Threat Conditions (Extracted from DOD

5100.76-M)

of possible terrorist activity against installations and personnel, na-
ture and extent unpredictable. The measures in this threat condition
must be capable of being maintained indefinitely.

(a) Conduct daily liaison with supporting intelligence and secu-
rity organizations, in accordance with Service implementing instruc-
tions, to review specific local threat conditions.

(b) Convene a special meeting of the installation physical secu-
rity council, to review the threat situation. Provide recommended
actions to the installation commander.

(2) THREATCON BRAV({Increased and more predictable threat
of terrorist activity exists. The measures in this THREATCON must
be capable of being maintained for weeks without undue hardship.)

(a) Postpone nonessential surface shipments of risk Categories I,
Il and all classified AA&E, or ship by military air, if feasible.

(b) Commence use of Security Escort Vehicle Service (SEVS)
for all risk Category Il and classified AA&E shipments.

(c) Plan possible overtime requirements for anticipated increased
use of installation as DOD “Safe Haven,” if applicable.

(d) In order to ensure the availability of sufficient “Safe Haven”
areas, clear all holding yards and other temporary storage areas of
sensitive conventional AA&E, classified ordnance, and un-
categorized Class A or B ammunition and explosives by relocating
material to permanent, secure storage to the maximum extent practi-
cable. Additionally, consider shipping uncategorized and unclassi-
fied AA&E to ultimate destination.

(e) Review security facilities such as fencing, lighting, and com-
munications equipment for all AA&E holding yards and other tem-
porary storage areas.

(3) THREATCON CHARLIETerrorist incident occurs or intelli-
gence is received indicating action against installations or personnel
is imminent. Implementation of these measures for more than a
short time will probably create hardship and affect peacetime activi-
ties of unit and its personnel.)

(a) Require armed military escort in separate vehicles for all risk
Categories |, Il and classified AA&E shipments in lieu of commer-
cial SEVs.

(b) Increase operations security of risk Category | shipments by
sending at least one vehicle with a “decoy load” for each vehicle
that carries actual risk Category | AA&E. The characteristics of the
“decoy load” must duplicate those of the actual shipment to the
maximum extent practicable.

(c) Direct truck shipments to stop only at DOD approved “Safe
Havens.” The only exceptions shall be for food, fuel, or Motor
Surveillance Service (MSS) reports. Such stops must not exceed 30
minutes in duration.

(d) Require MSS at 4-hour intervals for all risk Categories | and
Il and classified AA&E, and at 8—hour intervals for risk Categories
Il and IV and all uncategorized Class A and B ammunition and
explosive shipments.

(e) Require single line haul and exclusive use of vehicle, drome-
dary, or approved container for all sensitive conventional AA&E, all
classified AA&E, and all uncategorized Class A and B ammunition
and explosive shipments.

(f) Conduct liaison with state and local law enforcement prior to
any shipment of Categories I, Il and classified AA&E to discuss
support requirements, schedules, routes, and other information of
mutual concern.

(g) Verify the seal serial numbers for all vehicles and other

I-1. This appendix prescribes specific additional transportation se-containers with classified AA&E and risk Categories | and Il mate-
curity measures for use in shipments to and from activities affectedrial in holding yards at least once every 4 hours. Seal serial number
by or under terrorist threat conditions (THREATCONS). This guid- for risk Categories Ill and IV and all uncategorized Class A and B
ance applies to all DOD activities that ship sensitive conventional ammunition and explosives must be verified at least once every 8

AA&E, classified AA&E, or uncategorized Class A or B ammuni-
tion and explosives in the areas under THREATCONS. Detailed

hours.
(4) THREATCON DELTA(Highest THREATCON. Applies in

requirements shall be outlined in Service implementing instructions. immediate area where terrorist attack has occurred or is expected

1-2. Actions

against a specific installation. Normally this THREATCON is de-
clared as a localized warning.)

a. Implementation of each successive threat condition shall in- (a) Temporarily suspend AA&E shipments in and out of the local
clude the use of appropriate measures from the preceding conditionarea except for those needed to meet critical operational
(1) THREATCON ALFA (Lowest THREATCONKgeneral threat requirements.
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(b) For shipments deemed critical, ship by military air, if feasi- (17) Were locally fabricated racks in use certified by engineers as
ble. Provide military transport and drivers with armed military es- meeting construction specifications (AR 190-11, parac@}?
cort in separate vehicles for all sensitive conventional AA&E, (18) Was ammunition authorized for retention in the unit arms
classified AA&E, and uncategorized Class A and B ammunition and room stored separately in banded or sealed cartons or locked con-
explosives. tainers (AR 190-11, para 5{8)(a))?
(19) Were ammunition containers in the unit arms room weigh-
ing less than 500 pounds fastened to the structure or fastened to-
gether, with bolts or chains equipped with secondary padlocks, in

Appendix J . . . groups totaling more than 500 pounds (AR 190-11, para
Arms, Ammunition, and Explosives Guidesheet 5-8(1)(a))?

licati (20) Were weapons stored in the arms room inventoried by serial
J-1. Application. number monthly (AR 190-11, para 2k-6AR 710-2, para 1-1B

This appendix provides a guidesheet that may be used to quickly ara 2-18, and table 2-1, para j; and DA Pam 710-2—1, para

check for compliance with physical security requirements. T gl]b)? As part of this inspection, check physical count of M—16

guidesheet—_ ) . . rifles with the armorer’s hand receipt. If the count is off, conduct a
a. Is not intended to be used in place of applicable regulations. 15ge4 inventory of the weapons.
b. Is only a guide. _ _ (21) Had the same individual conducted consecutive inventories
c. Does not cover all security requirements for AA&E. of weapons (AR 19011, para 2k6\R 710-2, para 1-13 2—12,

and table 2-1, para j; and DA Pam 710-2-1, paral9211

(22) Did records of monthly inventories reflect those weapons
Location: that were signed out or in maintenance at the time of the inventories
Unit ) (AR 190-11, para 26 AR 710-2, para 1-13 and DA Pam

. 710-2-1, para 9-bt4))?

Date: (23) Were individuals drawing their weapons from the arms

a. Arms room . . . room turning in DA Form 3749 (AR 190-11, para @-AR 710-2,

(1) Was the arms storage facility designated as a mission esSefara 1-18; and DA Pam 710-2-1, para 5-§3))?

tial/vulnerable area (AR 190-13, para @)? ) (24) When weapons were issued for periods of 24 hours, did
(2) Was the storage facility wherein arms were stored, designateddividuals—

and posted as a restricted area (AR 190-11, para 4-15 and AR (3 Enter their signature in ink, as it appeared on DA Form 3749,

J-2. Physical Security Compliance

190-13, para 6-3 and 6-4)? . , Equipment Receipt?
(3) Was security lighting at the entrance or issue window of the () Enter the nomenclature and serial number of the weapon
arms room (AR 190-11, para 4#2 drawn?

(4) Were switches for exterior lights located in such a place as to  (¢c) Enter the date/time of the transaction on the issue sheet/log
be inaccessible to unauthorized personnel (AR 190-11, P@AR 190-11, para 2B AR 710-2, para 1-13 and DA Pam
4-2(4))? 710-2-1)?

(5) Was the most secured door to the arms storage facility se- (25) When weapons were returned to the arms room, were entries
cured with a high security padlock and hasp (AR 190-11, paraon the issue sheet/log voided? Did the individual receiving the

4-26(1))? returned weapons enter the date/time, and his/her initials on the
(6) Did the arms room maintaining IDS have signs displaying the issue sheet/log (AR 190-11, para @8R 710-2, para 1-13 and

fact that IDS was present (AR 190-11, para 4-16)? DA Pam710-2-1, para 5d@l))?
(7) Were physical security inspections conducted at least every (26) Had individuals authorized unaccompanied access to re-

18 months (AR 190-11, para Z:6and AR 190-13, para 2-Q)P ceive, store, or issue arms, undergone a command security screen-
(8) Was the arms room, not continuously manned or under con-ing/background check (AR 190-11, para ®-ahct and 4-19)?

stant surveillance, protected by IDS (AR 190-11, paraf)3d—2 (27) Had persons not authorized unaccompanied access to the

(9) Was the arms room protected by at least two types of sensorsarms room been allowed access to the IDS keys (AR 190-11, para
one of which is a volumetric sensor (AR 190-11, par@3¢Have 3-&)?

armorer conduct test.) (28) Is the unaccompanied access list (by name, duty position)
(10) Were bimonthly operational checks to IDS being conducted signed by the unit commander and posted inside the arms room (AR
and recorded. (AR 190-11, para B(@(a))? 190-11, para 4-Hy?

(11) Check the IDS agreement. Does it require either a response (29) In the unit arms room, were privately-owned weapons or
by security personnel or law enforcement authorities to respondauthorized war trophies stored in a locked container separate from
within 15 minutes (AR 190-11, 3a&d)? military weapons (AR 190-11, para 4¢5))? _

(12) Have qualified engineer personnel verified the structural(30) In the unit arms room, were privately-owned weapons in-
composition of the arms room on DA Form 4604—-R, Security Con- ventoried in conjunction with, and at the frequency of the inventory
struction Statement, indicating thereon the highest construction Cat0f Government weapons (AR 190-11, para a{2jb))?
egory met (AR 190-11, para )2 (31) Has a DA Form 3749 been issued for each privately owned

(13) Is the AA&E storage facility approved for the storage of the Weapon stored in the arms room (AR 190-11, paraa(2)@))?
highest category of AA&E stored therein? If not, has a waiver been (32) Is the DA Form 3749 retained in the arms room when the
approved (AR 190-11, para 4aRQ))? weapon is in the possession of the individual owner (AR 190-11,

(14) Was DA Form 4604-R, Security Construction Statement, Para 4-5(3))? ) _
posted in each AA&E storage facility and readily available for (33) Are privately—owned weapons withdrawn from the unit arms
inspection (AR 190-11, para %2 room on]y upon approval of. the unit commander or the command-

(15) Was DA Form 4604-R, Security Construction Statement, &S designated representative (AR 190-11, pareb(4y®

revalidated by qualified engineer personnel at least every five years (34) Are applicable local regulations and State and local law
(AR 190-11, para 2-0? information on ownership, registration, and possession of weapons

(16) In the arms room, a facility not continuously manned, were and ammunition posted on unit bulletin boards (AR 190-11, para

weapons stored in racks/containers weighing more than 500 poundé_?ég’))l? the retenti d st fi diary devi d |
or were the racks/containers fastened to the structure or fastened.( ) Is the retention and storage of incendiary devices and explo-

together in groups totaling more than 500 pounds (AR 190-11, paras"ves prohibit.e.d in the unit arms room (AR 190-11, parsaé6}}
4-2(2))? b. Ammunition and explosives storage areas.

(1) Are Category | and Il ammunition and explosives (A&E)
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stored in earth—covered magazines and igloos (AR 190-11, parancluding keys to the control unit door and monitor cabinet, kept
5-2a (1))? separate from other operational IDS keys (AR 190-11, park)3-8
(2) Are Category | and Il A&E protected by a intrusion detection
system (IDS) (AR 190-11, para 52a))?
(3) In the event of IDS failure, are armed guards posted 24 hourspppendix K
each day to maintain constant, unobstructed observation of the Catejoint—Serviees Interior Intrusion Detection System
gory | and Il storage facilities (AR 190-11, para &22))? (J-SIIDS) Operational Checks
(4) Are security checks conducted once every 2 hours for IDS
protected Category | and Il facilities (AR 190-11, paraab2®)? K-1. (J-SIIDS) OPERATIONAL TEST
(5) Are security checks conducted at irregular hours not to ex-ARNIS ROOM ID NUMBER:

2 DATE:
ceed 48 hours for Category lll and IV facilities (72 hours, IDS . s
protected) (AR 190—11, para )2 a. The following test procedures have been developed specifi-

. .. cally for the Joint-Services Interior Intrusion Detection System
(6) Are Category | and Il storage facility protected by security (3_§jps) and are directly applicable for J-SIIDS installations. For
fencing (AR 190-11, para 5-3)? installations having commercial intrusion detection systems, it may
(7) Are unmanned gates to A&E storage areas locked (AR necessary to modify these procedures to reflect differences in
190-11, para 537 commercial equipment operation.
(8) Do clear zones extend 12 feet on the outside and 30 feet on b. Follow the basic test procedure below for each protected area.
the inside of the perimeter fence for Category | and Il AA&E (para (1) Basic test procedure:
5-3)? (a) Contact the MP Desk prior to conducting the operational
(9) Are clear zones for Category | and Il free of all obstacles, tests. Identify yourself, your location (for example, Building name/

topographical features and vegetation exceeding 8 inches in heighftumber and room number), and the purpose of the test. Inform them
(AR 190-11, para 5§ that multiple alarms will be generated during the test.

(b) Before conducting the J-SIIDS operability tests, it will be
necessary to close all doors and openings equipped with balanced
magnetic switches and it will be necessary to mask ultrasonic mo-
tion sensors, passive infrared motion sensors, and passive ultrasonic

(10) Is security lighting provided for Category | and Il storage
facilities (AR 190-11, para 5-4)?
(a) Switches installed so that they are not accessible?

(b) Lights covered with wire mesh screen? . _ sensors so the tester can test each individual sensor without generat-
(11) Are the A&E storage facilities secured by a high security ing unintentional alarms from the other sensors in the protected
lock and hasp (AR 190-11, para &% area. Close doors/drawers or otherwise secure protected objects

(12) Upon entering and exiting A&E storage areas, are personnelequipped with the capacitance proximity sensor. Allow 1 minute for
and vehicles checked for unauthorized material (AR 190-11, parathe system to stabilize.

5-%)? ((_:)_ Set the control unit mode switch to the TEST/RESET
(13) Are Privately Owned Vehicles prohibited from A&E storage POSItion. ) )
areas (AR 190-11, para ®)9 (d) Conduct J-SIIDS Operational Tests #1 — #6 for applicable

Sensors.
(e) Unmask all sensors.
(f) Contact the MP Desk. Identify yourself, your location (for

(14) Are persons requiring frequent recurring entrance to A&E
areas listed on an entry control roster or issued a photographic

security badge (AR 190-11, para &3 _._example, Building name/number and room number). Verify that
(15) Are doors used for access to Category | storage facilities ey received multiple alarms during the test period. If the protected
locked with two locking devices, one of which is a high security 503 is equipped with an alarm latching switch which must be

lock and hasp (AR 190-11, para 6% _ tested, inform the MP Desk that this test will be conducted. Place
(16) Are Category | missiles and rockets stored in open storagethe control unit mode switch in the ACCESS position. Verify with
(AR 190-11, para 5-B? the MP Desk that the zone status is ACCESS.

(17) When Category | missiles in open storage at vehicle holding (g) Conduct J-SIIDS Operational Test #7 for the alarm latching
areas, aircraft cargo holding areas, or unit storage, are they stored igwitch (If so equipped).
an approved container or in a totally enclosed storage structure (AR (h) Contact MP Desk. Verify that the zone status is ACCESS.
190- 11, para 5-8)? Inform them of test completion.

c. Key and lock control (2) Test/inspection guidesheet:

(1) Are keys to arms storage buildings, rooms, racks, and con- (z) TI'HHIISS A,ERMI\i’SRggl\C/)IMPAFSASIEED tact intai f
tainers maintained separately from other keys and accessible only t(')se(rvi)ce) - (contact maintainer for
those individuals whose official duties require access to them (AR
100.11, para 3.8)? a (AR™"(c) TESTER NAME:

(2) Is a current roster of these individuals kept within the unit (d) SIGNATURE:

(AR 190-11, para 3-8)? K—2. (J-SIIDS) OPERATIONAL TEST #—BALANCED
(3) Is the key control register kept in a locked container (AR MAGNETIC SWITCH (BMS)
190-11, para 3-§? a. The balanced magnetic switch consists of a magnet assembly
(4) Are padiocks and their keys inventoried by serial number @nd a reed switch assembly enclosed in individual housings. The
semi—annually (AR 190-11, para 2)B switch assembly is mounted to the moveable door or window. With
the door or window closed, the magnet assembly acts on the switch
rflssembly holding it closed to complete a circuit. When the door or
window is opened, the magnet moves away from the switch releas-
. . : . ing it. As the switch is released, it opens the circuit causing an
(6) Is the key and lock custodian appointed in writing (ARj3rm. Balanced magnetic switches are used to detect the opening

190-11, para 3-? _ and closing of doors, windows, skylights, and other similar movea-
(7) Is the DA Form 5513-R (Key Control Register and Invento- ble entry-ways.

ry) being utilized to sign out keys and is the form properly filled out p. TEST PROCEDURE:

(AR 190-11, para 3-§? (1) Verify the control unit mode switch is in the TEST/RESET
(8) Are keys required for the maintenance and repair of IDS, position.

(5) Are combinations to locks on vault doors or GSA approved
Class 5 or Class 6 security containers changed annually or upo
change of custodian or armorer (AR 190-11, parag®-8
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(2) With the door/window closed and locked, attempt to rattle or  (2) NUMBER OF PIMS IN THIS ROOM PASSED:
move the door/window. Alarm should not activate. If an audible (3) NUMBER OF PIMS IN THIS ROOM FAILED (contact
signal initiates from the control unit, contact maintainer fonaintainer for service):
adjustment. (4) TESTER NAME:
(3) Slowly open the door, gate, or window. An audible alarm  (5) SIGNATURE:
should initiate immediately from the control unit when the latching
edge of the opening has moved not more than 1-1/4 inches from th&-5. (J-SIIDS) OPERATIONAL TEST #4—PASSIVE

closed position. ULTRASONIC SENSOR (PUS) _ _ _ _
(4) Close the door, date, or window. After 10 seconds, the audi- & The passive ultrasonic sensor is a microphonic type device
ble alarm will stop at the control unit. which detects the ultrasonic energy frequencies produced by break-

(5) Repeat steps 2,3, and 4 for each BMS installed in the pro_ing cons_truction materia!s such as wood, glass, masonry, _cinder
tected area. block, brick, or metals. Different structural materials transmit differ-

¢c. TEST/INSPECTION GUIDESHEET: ent specific frequencies, thus, the range, detection characteristics,
(1) NUMBER OF BMS IN THIS ROOM: and effectiveness are variable from surface to surface.
(2) NUMBER OF BMS IN THIS ROOM PASSED: b. TEST PROCEDURE:

(3) NUMBER OF BMS IN THIS ROOM FAILED (contact (1) Verify the control unit mode switch is in the TEST/RESET

maintainer for service): position. _ _
(11) 'II'ESTER NA\\II{/IE)- (2) Unmask the passive ultrasonic sensor to be tested.

. (3) Allow one minute for system to stabilize.

(5) SIGNATURE: (4) Use a set of metallic keys (6 or more) on a ring to generate
K—3. (J-SIIDS) Operational Test #2—CAPACITANCE noise. Jingle the keys four to six times at |-second intervals. Testing
PROXIMITY SENSOR (CPS) should take place along the walls or other protected surfaces where

a. The capacitance detection system establishes an electrical fieldntrusion is likely, not in the middle of the room. At the end of the
around the protected objects, which must be metallic and insulatedourth to six jingle, an audible signal should initiate immediately at
from ground. An intruder approaching or touching the protected the control unit. The audible alarm will StOp at the control unit 10
object disturbs the field causing a change in system capacitanceSeconds after the sensor is out of alarm.

resulting in an alarm. (5) Re—mask the sensor. _ _
b. TEST PROCEDURE: (6) Repeat steps 2, 3, 4, and 5 for each passive ultrasonic sensor
(1) Verify the control unit mode switch is in the TEST/RESET in the protected area.

position. c. TEST/INSPECTION GUIDESHEET:

(2) Slowly approach the protected area. An audible alarm should (1) NUMBER OF PUS IN THIS ROOM: .
sound at the control unit immediately either just prior, or as you (2) NUMBER OF PUS IN THIS ROOM PASSED:

touch the object. (3) NUMBER OF PUS IN THIS ROOM FAILED: (contact
(3) After the audible signal initiates, move away from the object. Maintainer for serwce).

The control unit audible signal will stop within 1 minute. (4) TESTER NA_ME-
(4) Repeat steps 2 and 3 for each protected object. (5) SIGNATURE:

c. TEST/INSPECTION GUIDESHEET:

(1) NUMBER OF OBJECTS PROTECTED BY CPS IN THIS
ROOM:

(2) NUMBER OF OBJECTS PROTECTED BY CPS IN THIS

K—6. (J-SIIDS) OPERATIONAL TEST #5—VIBRATION
SIGNAL DETECTOR (VSD)

a. Vibration signal detectors are typically mounted directly on
expanded metal cages, walls, and ceilings. Attempts to penetrate

ROOM PASSED: structural materials generate shock waves which are transmitted
(3) NUMBER OF OBJECTS PROTECTED BY CPS IN THIS {hrough the structural material to the sensor. Different structural
ROOM FAILED: (contact maintainer for service) materials transmit different specific frequencies, thus, the range,
(4) TESTER NAME: detection characteristics, and effectiveness are variable from surface
(5) SIGNATURE: to surface.
b. TEST PROCEDURE:
K-4. (J-SIIDS) OPERATIONAL CHECK #3—PASSIVE (1) Verify the control unit mode switch is in the TEST/RESET

INFRARED MOTION SENSOR (PIMS)
a. All objects radiate infrared energy to some degree. The inten-
(s:g?/orOfalr:Erzrfr?agenetre%()t/ufem(l)t;e%elsog% Fé?n:jnigr:; éggrter?gears\tll;res, (3) Tap the protected surface with a solid object several times in
’ ject. 9y YScuccession. An audible signal should initiate from the control unit

present, and its intensity changes as the temperature of the Obje‘a/hen the required number of taps or pulses have been received

prlanges. J he passtlr\]/e |nftraredf mOt'.O? %etec_t(zr Itsh ab(lje tto tdetefqlgvvithin the proper time interval. The audible signal will stop at the
intrusion because the entry of an ntruder into the detection Neld ., .o nit 10 seconds after the detector is out of alarm.

abruptly changes the background level of infrared energy bein : . . .
sensF()edy by thg detector an% an alarm signal is generatgé/ 9 (4) Repeat steps 2 and 3 for each vibration signal detector in the
' ) protected area.

b. TEST PROCEDURE:
. . L c. TEST/INSPECTION CHECK LIST:
(12 Verify the control unit mode switch is in the TEST/RESET (1) NUMBER OF VSD IN THIS ROOM:
position. (2) NUMBER OF VSD IN THIS ROOM PASSED:

g; Xﬁ‘(;‘c\f‘sé‘néhfniﬁﬁfes"ggr'gfr:tfg] ’t";"ts'?:biﬁggsor being tested.  (3) NUMBER OF VSD IN THIS ROOM FAILED:(contact main-
Y : tainer for service)

(4) Conduct a walk test by beginning at a point outside the (4) TESTER NAME:
protected area or at the doorway to the protected area moving along (5) SIGNATURE: '
likely intruder paths until audible alarm is activated at the control ’

position.
(2) Allow one minute for system to stabilize.

unit. K-7. (J-SIIDS) OPERATIONAL TEST #6—ULTRASONIC
(5) Remask the sensor. MOTION SENSOR (UMS)
(6) Repeat steps 2, 3, 4 and 5 for each PIMS in the protected a. Ultrasonic motion detection operates on the Doppler frequency
area. shift principle. A pattern of inaudible sound waves, generally in the
c. TEST/INSPECTION GUIDESHEET: 20 to 45 kHz range are transmitted into the room and monitored by
(1) NUMBER OF PIMS IN THIS ROOM: the system receiver(s). Intruder motion within the room disturbs the
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sound wave pattern, altering its frequency. The change in frequency
or Doppler shift is detected and an alarm is generated.

b. Numerous configurations of the sensor and detection pattern
are available, including wall mounts, ceiling mounts, and covert
mounts where the sensor is disguised as an everyday office or home
object. Sensors are available as transceivers where both transmitter
and receiver are mounted in the same housing, or as “split head”
systems where individual transmitters and receivers are utilized. The
type and location of the transmitters and receivers determine the
detection pattern and extent of coverage.

c. TEST PROCEDURE:

(1) Verify the control unit mode switch is in the TEST/RESET
position.

(2) Unmask the ultrasonic motion sensor to be tested.

(3) Allow one minute for system to stabilize.

(4) Conduct a walk test by beginning a point outside the pro-
tected area or at the protected area boundary and moving along
likely intruder paths until an audible signal is initiated at the control
unit. The audible alarm will stop at the control unit 10 seconds after
the sensor is out of alarm.

(5) Re-mask the sensor.

(6) Repeat steps 2, 3, 4, and 5 for each ultrasonic motion sensor
installed in the protected area.

d. TEST/INSPECTION GUIDESHEET:

(1) NUMBER OF UMS IN THIS ROOM:

(2) NUMBER OF UMS IN THIS ROOM PASSED:

(3) NUMBER OF UMS IN THIS ROOM FAILED: (contact
maintainer for service)

(4) TESTER NAME:

(5) SIGNATURE:

K-8. (J-SIIDS) OPERATIONAL CHECK #7—ALARM
LATCHING SWITCH (ALS)

a. The alarm latching switch is incorporated into the intrusion
detection system to provide individuals with a means of signaling,
in a covert manner, that they have been placed under duress. Is
intended to be foot operated and located in such a way that it can be
easily reached and covertly operated during duty hours. For the
protection of the user, the alarm latching switch must never annun-
ciate in the area where they are located.

b. TEST PROCEDURE:

(1) Activate the alarm latching switch to be tested. Test should
be accomplished with the control unit in the access position.

(2) Call the MP Desk and verify that they received an alarm from
the zone under test. If no alarm was received, contact the maintainer
for service.

(3) Reset the sensor by removing the switch cover and depressing
the red reset switch. Install the cover.

(4) Reset the control unit by placing the control unit mode switch
to the SECURE position momentarily and then setting the mode
switch to the ACCESS position.

(5) Contact MP Desk and verify that the zone status is ACCESS.

(6) Repeat steps | through 5 for each alarm latching switch to be
tested.

a. TEST/INSPECTION GUIDESHEET:

(1) NUMBER OF ALS IN THIS ROOM:

(2) NUMBER OF ALS IN THIS ROOM PASSED:

(3) NUMBER OF ALS IN THIS ROOM FAILED: (contact
maintainer for service)

(4) TESTER NAME:

(5) SIGNATURE:
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Index

Suspended security provisions, 1-1

Evaluating need for, 5-3

This index is organized alphabetically Byefense Reutilization Marketing Office Gates, 5-3
topic and subtopic within a topic. Topics and (DRMO) (See disposal and demilitariza-

subtopics are identified by paragraph numbe

Access control (See also two—person rule.)
Accountability, Disposition, Disposal and
Demilitarization
DOD Central Registry, 6-2
of ammunition and explosives, 6-3
of arms, 6-2
of nonnuclear missiles and rockets, 6-1
Alarms
Alarm Intrusion Detection Record, 3—-6
Computer printouts, 3-6
Daily log, 3-6
Ammunition
Covered by regulation, 1-1
Definition, 1-1
Excluded from regulation, 1-1
Anniston Army Depot, 6—7
Armament, Munitions, and Chemical
Command, U.S. Army (AMCC), 4-2,
8-3
Arms
Covered by regulation, 1-1
Defined, 1-1
Excluded from regulation, 1-1
Protection of, 4-1
Arms parts
Protection of, 4-14
Arms racks
Instructions for fabrication, 4-2
Audits (See Inspections)

Basic load ammunition
Security procedures for, 5-8

Battery coolant units
Storage of, 5-8

Bureau of Alcohol, Tobacco and Firearms
Liaison for security threats, 3—4

Chief, National Guard Bureau
Responsibilities 1-6

Clear zones
Requirements, 5-3

Commercial ammunition
For display, 4-7
Protection of, 4-7

Commercial arms (See commercial ammu-
nition)

Commercial shipments (See also transpor-
tation)
Security for, 7-14

Communications
Required for security personnel, 5-7
Consolidated arms rooms, 4-4
Contingency plans, 3-3

Construction of storage facilities

Construction programming documents, 1-4
Engineer personnel responsibilities, 1-—

2-2

1-12, 1-13, 22
Countermeasures, 3-5
Criminal Investigation Division Command,
U.S. Army (USACIDC) (See also Lost,
Stolen, or Missing AA&E) 1-9

Decision Logic Tables, tables B-1 through
B-6
Declaration of war

44

r. tion)

Surrounding storage areas, 4-17

Foreign Military Sales, 7-12

Defense Transportation System (DTS)Guards

7-12
Demilitarized weapons
Storage of, 4-11
Deputy Chief of Staff for Operations and
Plans (DCSOPS)
Responsibilities of, 1-4
Director Civilian marksmanship
Prohibitions, 2—7
Disciplinary action
Violations of regulation, 2-11
Disposal and demilitarization
Ammunition, 6-6
Arms, 6-6

Armed guards, 7-9

At entrance and exit points, 5-5
For missiles and rockets, 5-8
Igloos, security measures, 5-13

Incident reports (See also serious incident

reports)

Commander responsibilities, 1-10, 1-11,
1-12, 8-2

HQDA responsibilities, 1-5, 8-2

Iltems and amounts reported, 8-2

Investigations, 1-9, 2-8, 2-9

Inspections

Defense Redutilization Marketing Office Acceptance of IDS, 3-6

(DRMO), 6-6
Explosives, 6-6
DOD Central Registry (See also Accounta-
bility, Disposition, Disposal and
Demilitarization; Physical inventory con-

Physical security inspections, 1-11, 2—-6
Procedures, 2-6

Status of waivers and exceptions, 2-4, 2—6
Supply operations, 2—6

Unannounced inspections, 1-€l1

trol; serial number; Small Arms Installation planning board, 1-1Z

Serialization Program)
Anniston Army Depot, 6-7
Disposal of privately owned firearms, 6—7
Excluded arms, 6-2
Identifying weapon ownership, 8-3
Inter—Service transfer of weapons, 6-2
Investigative aids, 8-3
Reporting loss, 8-2
Small Arms Serialization Program, 4-13
Small arms shipments, 6-2
DOD Explosives Safety Board, 7-13
Doors, locks and locking devices
Approved doors, 4-2
Approved locks and locking devices, 5-6
Double doors, 4-2
Panic hardware, 4-2
Drainage structures (See also Fences), 5-3

Engineers, Chief of
Responsibilities, 1-7
Entry control (See also Fences; Guards)
Clearances required, 5-9
Gates, 5-9
Roster, 5-9
Storage areas, 5-9
Two—person rule, 5-9
Vehicle inspections, 5-9

Intrusion Detection System (IDS)

Acceptance inspection, 3-6

Access to wiring diagrams, 3—-6

Backup power supply, 3-6

Central control station, 3-6

Clearance of civilian contractor employees,
3-6

Components of IDS, 3-6

Computer printout of alarms, 3-6

Considered for security classification, 3—-6

Daily log of alarms, 3-6

Facilities in civilian communities, 3—6

Facilities off installation, 3—6

Failure of IDS, 4-2

Physical security inspections, 3-6

Reserve component facilities, 3—6

Response force, 3-6

Security checks, 3-6

Signs announcing IDS, 3-6, 4-16, 5-11,
app F

System operational checks, 3-6

Transmission lines, 3-6

Inventory (See also museums)

Adjustments, 2-9
Control, 6-2, 6-3
Effectiveness review, 6-5

- Losses, 64
Explosives
Covered by regulation, 1-1 Joint Ordnance Commanders Group
Defined, 1-1 (Joceg), 1-1
Explosive Ordnance Disposal Team, 7-1 Keys
Facilities AA&E, 3-8
Requirements, 1-1 Broken, 3-8

' (COCO), 1-1, app H

(GOCO), 1-1, app H

Federal Bureau of Investigation (FBI)
Liaison for security threats, 3—4
Losses from Civilian Marksmanship Pro-

gram, 2-9

Reporting losses, 8-2, 8-3

Fences (See also drainage structures; entry
control)
Construction criteria, 5-3
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7Contractor—owned, contractor operate

&€ontainers, 3-8

Controls, 4-2, 5-6

Security personnel responsibilities, 1_11(,30vernment—owned, contractor operatefustodian, 3-8

Depository, 3-8

IDS, 3-6, 3-8

Lost, misplaced or stolen, 3-8
Safeguarding, 3-6

Key Control Registry and Inventory, 3-8
King Tut blocks, 5-13

Lanyards, 4-1
Lighting, 4-2, 5-4
Locks



Approved, list of, 5-6
Combination locks, 3-8
Cylinders, replacement of, 3-8
Padlocks, 3-8

Losses (See also Inventory, Investigations;

Marksmanship Weapons; Reports)
Disposition of records, 8—4

Due to discrepancies, 2-9

Due to negligence, 2-9

Due to theft, 2-9

Notification requirements, 1-4, 8-2
Property overages, 2-9
Transportation losses, 2-9

Marksmanship weapons
Exceptions for, 4-6
Lost, stolen or missing, 2-9
Protection for, 4-6

Materiel Command, U.S. Army (AMC),
Responsibilities, 1-8

Military Airlift Command (MAC), 1-14,
7-, 7-12

Military Sealift Command, 1-14, 742
7-12

Military Traffic Management Command
Responsibilities, 1-14, 2a, 7-2
Waivers and exceptions to policy, 2—4

Museums
Accountability of weapons, 4-13
Inventory, 4-13
Procedures, 4-13

National Agency Check, 3-6

National Crime Information Center
(NCIC), 3-6, 8-2, 8-3

National Firearms Act of 1968, 4-5

Naval Civil Engineering Laboratory
(NCEL), 3-8

Peacetime conditions, 1-1

Personnel selection
Disqualifying factors, 2-12
National Agency Check, 3—-6

Procedures, 2-12

Physical security planning
Contingency plans, 3-3
Coordination requirements, 3-2
Implementation instructions, 3-5
Phases of security operations, 3-5
Requirements assessment, 3-1

Policy
Consolidation of AA&E, 2-1
Construction of facilities, 2—2
Cost, 2-1
Disposal of AA&E, 2-1
Physical security equipment, 2-1
Removal of AA&E from storage, 2-1
Storage area’s size, 2-1
Unusual activities, 2—-1
Unusual facilities, 2—1

Priority lists, 2—-3

Priority of installation of physical security
equipment, 2-3

Privately—owned weapons and ammunition
Abandoned, 6-7
Confiscated, 6—7
Protection of, 4-5
Storage of, 4-5

Prohibitions
Against civilian marksmanship, 2—7
Against gun clubs, 2-7
Against National Guard units, 2—7

Against reserve units, 2—7

Suspension of transportation physical se-

Against Reserve Officer Training Corpcurity requirements, 1-1

units, 2-7
Property overages, 2-9
Protection of Arms
During maintenance operations, 4-1
Individual responsibilities, 4-1
Mounted weapons, 4-1, 4-2
Protection of Missiles, rockets, ammun
tion and explosives
Requirements, 5-8
Purpose of regulation, 1-1

Quantity verification, 7-2

Recovered property
Accountability, 2—9
Return to owner, 8-3
Rendering weapons inoperable, 4-2
Reports (See also incident reports; serious
incident reports)
Criminal investigation reports, 2-9
Report of missing/recovered firearms, am-
munition and explosives, 2-9
Report of survey, 2-9
Requisition
Rejecting requisitions, 2—-8
Required instructions, 2-8
Verification of requisition, 2-8
Restricted area, 4-15, 5-10

Sales
Sales in United States, 6-6
Overseas sales, 66
Screening of personnel (See Personnel)
Security of AA&E
Aboard ships, 2-5
During training, 2-5
For deployment, 2-5
In museums, 4-13
Security construction statement, 2-2
Security forces (See also Guards)
Annual review of procedures, 3-7
Armed personnel, 3-7
Law enforcement patrol plans, 3-7
Records of guard checks, 3-7
Required training, 2-10
Sensitive items aboard ships or aircraft,
4-2
Serial number (See also DOD Central Reg-
istry; Small Arms Serialization Pro-
gram)
Duplicate numbers, 6-2
Format, 6-2
Two—-man certification, 7—4
Serious incident report (See also incident
reports; reports)
Reporting responsibilities, 8-2
Shipments of AA&E, 7-1

Terrorist conditions, 7-2
Tools and high-value items, 4-18
Training
Commander’s responsibilities, 2—-10
Required subjects, 2-10

i_Transportation (See also commercial ship-

ments)

Air movements, 7-7

Commercial aircraft, 7-2

Commercial movements, 7-10

Contract movements, 7-13

Criteria, 7-1

Duties, 7-2

Foreign military sales (FMS) shipments,
7-12

Intra—installation movements, 7-1

Losses during, 2-9

Marksmanship weapons and ammunition,
7-18

Military Airlit Command (MAC), 7-2

Military Sealift Command (MSC), 7-2

Military Traffic Management Command
(MTMC), 7-2

Organic unit movements, 7-9

Overseas in—theater movements, 7-11

Physical security standards, 7-3, 7-5

Small quantity shipments, 7-8

Unit training movements, 7-1

Water shipments, 7-6

Transportation Protective Service, 7-12

Two—person rule, 4-19

Wartime conditions, 1-1
Waivers and exceptions
Blanket waivers, 2—-4
For commercial carriers, 2-4
From construction standards, 2—4
Weapons, Storage of (See also Museums;
Protection of arms)
Contract guard weapons and ammunition,
4-8
Foreign weapons and ammunition, 4-12
General officer weapons and ammunition,
4-9
Guidance, 4-1
Procedures, 5-8, 5-12
Retained in private quarters, 4-1, 4-5
U.S. Military Academy weapons, 4-10
Weapons Trainers
Storage of classified, 4-3

Small Arms Serialization Program (See

also DOD Central Registry; serial num-
ber)
Registering serial numbers, 4-13
Small quantity shipments, 7-8
Storage area at unit level, 5-8
Storage containers, 4-2
Storage facility criteria, 4-2

Storage of weapons (See weapons, storage

of)
Surveys (See Inspections)
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SECURITY CONSTRUCTION STATEMENT
For use of this form, see AR 190-11; the proponent agency is ODCSOPS

INSTRUCTIONS

This form will be prepared in three copies. The original will be maintained permanently 1n the filas of the individual signing the form. The
first copy wilt be maintained permanently in the using unit/organizationa! files. The second copy will be filed permanently in the
arms/ammunition storage facility. Ali entries except item 7 will be typewritten.

1. THE CONSTRUCTION OF THIS FACILITY CONFORMS TO THE CRITERIA OF AR 190-11 WHICH IS IN EFFECT ON THIS DATE EXCEPT AS INDICATED
HEREON

2 ROOM AND BUILDING NUMBER, STREET AND INSTALLATION ADDRESS

3. THIS APPLIES TO

& . AN EXISTING STRUCTURE
B, ___ CONSTRUCTION OF NEW FACILITY
€. MOOIFICATION OF EXISTING FACILITY (Expiain)
4. NAME OF OFFICIAL SIGNING IN ITEM 7 BELOW GRADE 6. ADDRESS OF OFFICIAL )

5. ORGANIZATION

7. SIGNATURE DATE SIGNED -

DA FORM 4804-R, 1 MAR 77
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SOF Weapons Training Facility DACAZ21-03-R-0024
Fort Bragg, North Carolina
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SPIRIT Requirements and Point Summary
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SOF WEAPONS TRAINING FACILITY (PN 43908)
FORT BRAGG, NORTH CAROLINA

DACA?21-03-R-0024

Appendix K
Spirit Requirementsand Summary Table
£
2 )
5 & |
o o
= - o
. 22 = g
SPIRIT Requirementsand Summary Table %3 g a =3
PAR FEATURE S8 s | & REMARK S
1.R1 Sediment/Erosion Control Plan R R R |RFP Reguirement
1.C1 Avoid undesirable sites 1 0 0
Site adjacencies/compatibility 1 0 0
1.C2 Increase density 1 0 0
Minimize new infrastructure 1 0 0
1.C3 Brownfield 1 0 0
1.C4 Proximity to transit systems 1 0 0
Bike racks & showers 1 0 0
Proximity to alternative fuel station 1 0 0
Parking capacity, carpool parking 1 0 0
1.C5 Limited site disturbance, restoration 1 0 0
Reduced footprint 1 0 0
1.C6 Stormwater runoff rate 1 1 1 |RFP Reguirement
Stormwater treatment 1 0 0
1.C7 Reduce site heat island 1 1 1 |RFP Reguirement
Reduce roof heat islands 1 0 0
1.C8 Reduce light pollution 1 0 0
1.C9 Optimize site features 1 0 0
1.C10 |Cluster facilities 1 0 0
Mitigate offsite impacts 1 0 0
1.C11 |Site Ecology 1 1 1 |RFP Reguirement
2.C1 High efficiency irrigation/recycle site water 1 0 0
no irrigation 1 0 0
2.C2 Innovative wastewater technologies 1 0 0
2.C3 20% Water use reduction 1 0 0
30% Water use reduction 1 0 0
3.R1 Building commissioning R R R |RFP Reguirement
3.R2 Minimum energy performance R R R |RFP Reguirement
3.R3 CFC Reduction R R R |RFP Reguirement
3.C1 Optimize energy performance 20 0 0
3.C2 5% Onsite renewable energy 1 0 0
10% Onsite renewable energy 2 0 0
15% Onsite renewable energy 3 0 0
20% Onsite renewable energy 4 0 0
3.C3 Additional commissioning 1 0 0
3.C5 Measurement and verification 1 0 0
3.C6 Green powered 1 0 0
3.C7 Distributed generation 1 0 0

NOTE: SEE SPIRIT TEXT FOR FULL DESCRIPTION OF REQUIREMENTS FOR EACH ITEM. COMPLIANCE
ISREQUIRED IF"R" OR A NUMBER GREAT THAN ZERO APPEARS IN THE MANDATORY POINTS COLUMN.
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SOF WEAPONS TRAINING FACILITY (PN 43908)
FORT BRAGG, NORTH CAROLINA

DACA?21-03-R-0024

£
g 2 3
IS 5 o
_ Es | 3 g
SPIRIT Reguirementsand Summary Table %3 % a =3
PAR FEATURE S8 | sx | & REMARK S
4.R1 Storage & Collection of recyclables R R R |RFP Reguirement
4.C1 Building reuse 3 0 0
4.C2 Reduce construction waste 1 0 0
Reduce construction waste addl 1 0 0
4.C3 Salvaged/reused materials 1 0 0
Salvaged/reused materials addl 1 0 0
4.C4 Materials recycled content 1 0 0
Addl materials recycled content 1 0 0
4.C5 Regionally manufactured materials 1 0 0
Regionally extracted materials 1 0 0
4.C6 Rapidly renewable materials 1 0 0
4.C7 Certified wood 1 0 0
5.R1 Minimum |AQ performance R R R |RFP Requirement
5.R2 Environmental tobacco smoke R R R |RFP Requirement
5.C1 IAQ monitoring 1 0 0
5.C2 Increase ventilation effectiveness 1 0 0
5.C3 SMACNA /absorptive mtles/filtration 1 0 0
Flushout/baseline IAQ test 1 0 0
5.C4 Adhesive/sealant VOC 1 1 1 |RFPRequirement
Green sedls paints & coatings 1 1 1 |RFPRequirement
CRI green label carpet 1 1 1 |RFPRequirement
No urea/formaldehyde resins 1 1 1 |RFP Requirement
5.C5 Indoor pollutant source control 1 0 0
5.C6 Operable windows, perimeter light controls 1 1 1 |RFPRequirement
Non-perimeter controls 1 0 0
5.C7 ASHRAE thermal comfort standards 1 1 1 |RFPRequirement
Temperature/humidity monitoring 1 0
5.C8 75% daylighting 1 1 1 |RFPRequirement
90% outdoor view 1 0 0 IN/A
5.C9 Noise control 1 1 1 |RFPRequirement
5.C10 |IAQ management plan 1 0 0
6.C1 Team leader experience 1 1 1 |RFPRequirement
Train team 1 0 0
Identify project goals 1 0 0
Charettes 1 0 0
Resolve tradeoffs 2 0 0
Document results 1 0 0
7.C1 Develop O&M plan 2 2 2 |RFP Reguirement
Durable materials 1 1 1 |RFPRequirement
7.C2 Quality indoor environment 1 1 1 |RFPRequirement
Functiona work environment 1 1 1 |RFPRequirement
Healthy work environment 1 1 1 |RFPRequirement
8.C1 Determine functional life 1 0 0
Determine building life 1 0 0
8.C2 Design for future uses 1 0 0
Minimize building size 1 0 0
TOTAL 100 18

NOTE: SEE SPIRIT TEXT FOR FULL DESCRIPTION OF REQUIREMENTS FOR EACH ITEM. COMPLIANCE

ISREQUIRED IF"R" OR A NUMBER GREAT THAN ZERO APPEARS IN THE MANDATORY POINTS COLUMN.
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U. S. Army Corps of Engineers Disclaimer

The contents of this document are not to be used for advertising, publication, or prometicnal
purposes. Citation of trade names does not constitute an official endorsement or approval of the use
of such commercial products. All produck names and trademarks cited are the property of their
raspective owriers,

The findings of this document are not to be construed as an official Departrent of the Army position
unless sc designated by other authorized documents. The U. 3. Army Corps of Engineers does not
guarantee, certify, or ensure performance of any producks, systems, strategies, or technologies
described in the Sustainable Project Rating Tool {SPIRIT).

. S. Green Building Council Disclaimer

The LEED Green Buiiding Reference Guide™ 2.0 is the second edition, suppott document for the
LEED Green Building Rating System™. These LEED™ documents were developed by the U.S.
Green Building Council, under confract number DE-FG38-97GO10268, for the U.S. Department of
Energy, Energy Efficiency and Renewable Energy, Office of Building Technology, State, and
Community Programs, and are intended for use by commercial building project stakeholders or
project team members as a guide for green and sustainable design. They were prepared with the
assistance and participation of representatives from many organizations. The views and opinions
oxpressed represent general consensus and available information, but unanimous approval by all
organizations is not implied. The views and opinions expressed also do not necessarily state or
refiect those of the United States government.

Together, the LEED™ documents represent the U.S. Green Building Council's efforts to develop a
standard that improves environmental and economic performance of commercial buildings using
established and/or advanced industry principles, practices, materials and standards. They are
subject to change from time to time in the future.

The U.S. Green Building Council authorizes you to view the LEED Green Building Reference
Guide™ 2.0 for your individual use. in exchange for this authorization, you agree to retain all
copyright and other propristary notices contained in the original LEED Green Building Reference
Guide™ 2.0. You also agree not to sell or modify the LEED Graen Buiiding Reference Guide™ 2.0
or to reproduce, disptay or distribute the LEED Green Building Reference Guide™ 2.0 in any way for
any public or commercial purpose, including display on a web site or in a networked environment.
Unautherized use of the LEED Green Building Reference Guide™ 2.0 violates copyright, trademark,
and other laws and is prohibited.

Please nole that the text of the federal and state codes, regulations, voluntary standards, stc.
reproduced in the LEED Green Building Reference Guide™ 2.0 is either used under license to the
1).S. Graen Buiding Coungcil or, in seme instances, is in the public domain. All other text, graphics,
layout, and other eiements of content contained in the LEED Green Bullding Reference Guide™ 2.0
are owned by the U.S, Green Building Council and are protected by copyright under both United
States and foreign laws.

Also please note that none of the parties involved in the funding or creation of the LEED Green
Building Reference Guide™ 2.0, including the U.S. Green Building Council, its members or the
tnited States government make any warranty (express or implied) or assume any Fability or
responsibility, to you or any third parties for the accuracy, completeness or use of, or reflance on, any
information contained in the LEED Green Building Reference Guide™ 2.0, or for any injuries, losses
or damages (including, without limitation, equitable relief) arising out of such use or reliance.

As a condition of use, you covenant not to sue, and agree to waive and release the U.S. Green
Building Council, its members and the United States government from any and all claims, demands
and causes of action for any injuries, losses or damages {including, without limitation, equitable relief)
that you may now or hereafter have a right to assert against such parties as a result of your use of, or
reltance on, the LEED Green Building Refarence Guide™ 2.0.

Copyright @ 2000 by the U.S. Green Building Council. Alf rights reserved.
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1) This Sustainable Project Rating Toot (SPIRIT) is derived from The U. 8. Grean Builcing Council LEED 2.0
{Leadership in Energy and Environmental Design) Green Building Rating System ™

2) The SPIRIT numbering scheme paraliels, but does not match LRED 2.0. LEED does not number major
sections, which it calis ‘Credit Categories,’ ex. Sustainable Sites,’ rather it numbers criteria or "credits’ within each
major secticn. SPIRIT credit numbers match those of LEED where there is a 1:1 comparison, Where additional
credits have been added they fall at the end of major sections.

3) The SPIRIT Credits all follow the format: Intent, Requirement and Technotogies/Strategies.

ntent: A statement of the primary goal for the credit;

Reguirement: Quartifiable conditions necessary {0 achieve stated intent;

Technologies/Strategies: Suggested technotogies, strategies and referenced guidance on the means to
achieve identified requirements.

4) Projects are evaluated for each SPIRIT credit which are either 'Prerequisites’ or resultin a point score:

Prerequisites; These credits are a statement of minimum requirements and must be met. No further poinis
will be awarded unless the minimum is achieved. These credits are recognizable by an 'R’ in the number scheme,
ex. 1.R1, and a 'Reqd.’ in the score column.

Point Score: These credils are evaluated and result in a point score. Where the potentiai score is greater
than 1, no partial points are granted.

5} SPIRIT Sugtainable Project Ce ification Levels:

SPIRIT Bronze 25 10 34 Points
SPIRIT Silver 35 to 49 Points
SPIRIT Gold 50 to 74 Paints
SPIRIT Platinum 75 to 100 Points

6) SPFIRIT credits have heen developed to address fadility life cycle phases including programming, design,
construciion, and commissioning. Additional rating tools will be developed to address installation/base master
planning and faciiities operations and maintenance, rehabilitation, recyciing, and disposal.

7} POGfor U, 5. Army Corps of Engineers; POC for ). 5. Amy Installations:
Mr. Harry Goradia Mr. John Scharl
U. 8. Army Corps of Engineers U. S. Army Assistant Chief of Staff for Installation
ATTN: CEMP-ET Management, Directorate of Facilities & Housing
441 G Street NW ATTN: DAIM-FDF
Washington, DC 20314 7704 Telegraph Road, Bidg #2594 (Room 1468),
Phone (202) 761-7170, FAX {202) 761-0633 Alexandria, VA 22315-3800
Email harry.goradia@hq2.usace army.Gil Phone (703) 428-7614, FAX {703) 428-0197

Email scharja@hada.army,mil

8) Sustainable Project Rating Too! (SPiRIT) Authors are:
Stephen N. Flanders {Lead}, U. S. Army Engineering Research & Development Center {ERDC-CRREL)
Richard L. Schneider, U. 8. Army Engineering Research & Devslopment Center (ERDC-CERL)
Donald Fournier, U. 5. Anny Enginsering Research & Development Center (ERDC-CERL)
Annette Stumpf, U, S. Army Engineering Research & Development Center (ERDC-CERL)

g}  Amy/USACE employees are members of the USGRBC with membership privileges accessible via the USGBC
web site, http:fwww usgbe.org. For information on membership and access to available LEED resources (o
support use of SPIRIT and sustainable design in your projects, contact Richard Schneider at (217} 373-8752 or
richard |.schnsider@erde usace army.mil {(Annette Stumpf at (217) 352-6511 ext. 7542 or
annetie.l.siumpf@erde.usace. anmy.mil alternate).

10} For the latest information on SPIRIT and for access to guidance, tools and resouirces supporting sustainable
design initiatives, visit the CERL 'Sustainable Design and Development Resource’ websile,

hitp/fewew cecer.army. miySustDesiqn. There you may also join the CERL Sustainable Design ListServ to be
directly notified of information pertinent to sustainable design.
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Sustainaible Sites

1.R1
Intent:

Resquirement:

Technolpgies
{Strategies:

1.C1
Intent:

Requirement:

Technologies
[Strategies:

Erosion, Sedimentaticn, and Water Quality Controt "
Cantrol erosion and pollutants to reduce negative impacts on water and air quality.

U Design a site sediment and erosion control plan and a pollution prevention plan that conforms to best
management practices in the EPA's Storm Water Management for Construction Activities, EPA Docurment
No. EPA-833-R-92-001, Chapter 3, OR local Erdsion and Sedimentation Contrel standards and codes,
whichever is more stringent. The plan shall meet the following objectives:

+  Preventloss of seil during construgtion by storm water runoff andfer wind erosion, including protecting
topsoil by stockpiling for reuse.

»  Prevent sedimentation of storm sewer or receiving streams and/for air peflution with dust and particulate
matter.

= Prevent hazardous material discharge into storm water systems.

. Frevent petroleum oils and lubricants (POL} discharge into storm water systems.

The EPA standard lists numerous measures such as silt fencing, sediment traps, oil grit separators, construction
phasing, stabilization of steep slopes, maintaining vegetated ground cover and providing ground cover that will
meet this prerequisite.

Site Selection ¥
Aveld development of inappropriate sites and reduce the environmental impact from the lecation of & building on &
site. Select site based on functional adjacenciesfrelationships and land use compatibitity.

@ Do not deveiop bulidings on portions of sites that meet any one of the following criteria: 1

s Prime training or maneuver land.
» Land whose elevation is lower than 5 ft. above the 100-year flood elevation as defined by FEMA.
»  Land that provides habitat for any species on the Federal or Stale threatened or endangered list.

a  Within 100 feet of any wetiand as defined by 40 CFR, Parts 230-233 and Pan 22, OR as defined by
iocal or state rule or law, whichever is more stringent.

O Select site based an funciional adjacenciesirelationships and land use compatibility. 1

= Select sites close to existing roads and utilities or use an existing structure o minimize the nead for new
infrastructure.

s Select site in area of high density.

»  Site tacilities based on the strength of their relationships to other facilities/land-uses to limit travel
distances. The stronger the relationshipfunctional interaction, the closer the distance between two
faciliies.

«  Selact for distance to installation/base transit systems and access to pedestrian ways and bike paths.

. Select for development previously used or developed suitable and available sites.

Screen potential building sites for these criteria and/or ensure that these criteria are addressed by the designer
during the conceptual design phase. Utilize landscape architects, ecologists, environmental engineers, Givil
engineers, ang similar professionals for the screening process. New wetlands constructed as part of stormwater
mitigation or other site restoration efforts are not affectad by the restrictions of this prerequisite.

W Adapted material not reviewed or endorsed by U. 5. Green Building Council.
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1.C2
intent:

Requirement:

Technologies
/Strategies:

1.C3
intent:

Requirement:

Technologies
{Strategies:

1.C4
Intent:

Reqguirement:

Technologies
fSirategies:

Sustainable Sites (Continued)

installation/Base Redevelopment

Chanriel developmant to installation/base cantonment areas with existing infrastructure, protecting greenfields
and preserving habitat and natural resources.

O  Increase localized density to conform to existing or desired density goals by ufilizing sites thai are located
within existing cantonment areas of high development density.

O Select sites close to existing roads and utilities or use an existing structure to minimize the need for new
infrastructure.

During the site selection process give preference to previously developed sites with installation/base cantonment
redevelopment petential such as facility reduction program cleared sites.

Brownfield Redevelopment

Rehabilitate damaged sites where development is complicated by real or perceived environmental contamination,
reducing pressure on undeveloped land.

O Devslop on a site classified as a brownfield and provide remediation as required by EPA’s Brownfield
Redevelopment program requirements OR Develop a brownfield site {a site that has been contaminated by
previous uses).

Screen potential damaged sites for these criterla prior fo selection for rehabilitation.

Utilize EPA OSWER Directive 9610.17 and ASTM Standard Practice E1739 for site remediation where required.

Alternative Transportation
Reduce poliution and land development impacts from automobile use.

Q Locate building within % mile of installation/base transit systems.

2 Provide suitable means for securing bicycles, with convenient changing/shower facilities for use by cyciists,
far 5% or more of building cccupants.

Locate building within 2 miles of altemative-fuel refueling station{s).

Size parking capacity not to exceed minimum installation/base cantonment requirements AND provide
preferred parking for carpools of van pools capable of serving 5% of the building occupants, CR, add no new
parking for rehabilitation projects AND provide preferred parking for carpools or van pools capable of serving
5% of the building occupants.

Select sites near public instaliation/base transit served by safe, convenient pedestrian pathways.

0 Adapted material not reviewed or endorsed by U. S, Grasn Building Council.
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1.C5
ntent:

Raquirement:

Technologies
[Sirategies:

1.C6

Intent:

Requirement:

Technologies
IStrategies:

1.C7
Intent:

Requirement:

Technologies
[Strategies:

Sustainéble Sites (Continued)

Reduced Site Disturbance

Conserve existing natural areas and restore damaged areas fo provide habilat and promote biodiversity.

W Ongreenfield sites, limit site disturbance including earthwork and clearing of vegetation to 4Q feet beyond
the building perimeter, 5 fest beyond primary raadway curbs, watkways, and maln utility branch trenches,
and 25 feet beyond pervious paving areas that require additional staging areas in order to fimit compaction in
the paved area; OR, un previously developed sites, restore a minimum of 50% of the remaining open area
by planting native or adapted vegetation.

0 Reduce the development foolprint {including building, access roads and parking) to exceed the
installation/base's/base’s master plan local zoning's open space requirement for the site by 25% orin
accordance with instaliation/hase policy on open space set asides, whichever is greater.

Note requirements on plans and in specifications. Establish contractual penalties for destruction of frees and site
areas noted for protection. Reduce fobtprints by tightening program needs and stacking flocr plans. Establish
clearly marked construction and disturbance boundaries. Delineate laydown, recysling, and disposal areas. Use
areas to be paved as staging areas. Work with local horticultural extension services, native plant sacieties, or
installation/base agronomy staff to select indigenous plant species for site restoration and landscaping.

Stormwater Management "

Lirnit disruption of natural water {lows by minimizing starn water runoff, increasing on-site infiltration and reducing
contaminants.

implement a stormwater management plan that results in:

O No netincrease in the rats or quantity of stormwater runoff from undeveloped to developed conditions; OR, if
existing imperviousness is greater than 50%, impierment a starmwater management plan that results in a
25% decraase in the rale and quantity of stormwater runoff.

O Treatment systems designed to remove 80% of the average annual post development total suspended solids
(T58), and 40% of the average annual post development total phosphorous (TP}, by implementing Best
Management Practices (BMPs) outlined in EPA’s Guidance Spedifying Management Measures for Sources
of Nonpoint Pollution in Coastal Waters (EPA-840-B-82-002 1/93).

Significantly reduce impervious surfaces, maximize on-site stormwater infilration, and retain pervious and
veyetated areas. Capture rainwater from impervious areas of the building for groundwater recharge or reuse
within building. Use green/vegetated roofs. Utilize binlogically-based and innovative stormwater management
features for pollutant load reduction such as constructed wetlands, stormwater filtering systems, bioswales, bio-
retention basins, and vegetated filter sirips. Use open vegelated swales to reduce drainage velocity and erosion,
reduce system maintenance, increase vegetative variety and support wildlife habitat where space permits.

Landscape and Exterior Desian to Reduce Heat Islands “
Redtce heat islands (thermat gradient differences between developed and undeveloped areas) to minimize
impact on migroclimate and human and wildlife habitat.

1 Provide shade (within 5 years) on at least 30% of non-roof impervious surface on the site, including parking
lots, walkways, plazas, etc., OR, use light-colored/ high-aibedo materials (reflectance of at least 0.3) for 30%
of the site’s non-roof Impervious surfaces, OR place a minimum of 50% of parking space under-ground OR
use open-grid pavement system {net impervious area of LESS than 50%) for a minimum of 50% of the
parking lot area.

O Use ENERGY STAR Roof compliant, high-reflectance AND low emissivity reofing (initial reflectance of at
least .65 and three-year-agad reflectance of at least .5 when tested in acoordance with ASTM E408) for a
minimum of 75% of the roof surface; OR, install & “green” {vegetated) roof for at least 50% of the roof area.

Employ design strategles, materials, and landscaping designs that reduce heat absorption of exterior materials.
Nots albedofreflectance requirements in the drawings and specifications. Provide shade {calculated on June 21,
noon solar time) using native or climate tolerant trees and large shrubs, vegetated trellises, or other exterior
structures supporting vegetation. Substitute vegetated surfaces for hard surfaces. Explore elimination of blacktop
and the use of new coatings and infegral colorants for asphalt to achieve light colored surfaces.

n Adapted material not reviewsd or endorsed by U. 3. Green Building Council.

@ &y, 8 Green Building Council. Used by permission.
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Sustainéble Sites (Continued)

1.C8 Light Pollution Reduction "

intent: Eliminate light trespass from the building site, improve night sky access, and reduce development impact on
nocturnal environments.

Requirement: O Do not exceed lluminating Engineering Society of North America (IESNA} footeandle level requirements as 1
stated in the Recommended Practice Manual: Lighting for Exterior Environments, AND design interiof and
exterior lighting such that zero direct-beam iNumination lsaves the building site.

Technologies Consult TESNA Recommended Practice Manual: Lighting for Exterior Environments for Commission Intemationle

/Strateqgies: de I'Eciairage (GIE} zone and pre and post curfew hour descriptions and associated ambient lighting level
requirements. Ambient lighting for pre-curfew hours for CIE zones range between .01 footcandles for areas with
dark landscapes such as parks, rural, and residential areas, and 1.5 footcandles for areas with high ambient
brightness such as installation/base areas with high levels of nighttime activity. Design site lighting and select
lighting styles and technologies o have a rinimal impact off-site and minimal contribution to sky glow. Minimize
lighting of architectural and landscape features. Exterior lighting should be consistent with security lighting

requirermnents.
1.C9 Optimize Site Features
Intenit: Optimize utitization of the site's existing naiural features and placement of man-made features on the site.
Requirsment: Q  Perform both of the following: 1

+  Maximize the use of free site energy.
= Plan facility, parking and roadways to “fit” existing site contours and fimit cut and fill.

Tachnolagies Evaluate site resources to ascertain how each can enhance the proposed project and visa versa. Work to

{Strategies: maximum advantage of the site’s solar and wind attributes. Use landscaping to optimize solar and wind
conditions and to contribute to energy efficiency; Locate and orient the facifity on the site {o optimize solar and
wind cenditions.

1.C10 Facility Impact
Intent: Minimize negative impacts on the sits and on neighboring properiies and structures; avoid or mitigate excessive

noise, shading on green spaces, additional traffic, obscuring significant views, etc.

Requirement: U Cluster facilities to reduce impact, access distance to utilities and sufficient occupant density to support mass 1
transit.

71 Collaborate with installation/base and community planners te identify and mitigate potential impacts of the 1
project beyond site boundaries, and transportation planners to insure efficient public transport.

Technologies irvolve locallregional planners and community members in installation/base master planning processes.
/Strategies: Recogrize the context and the impact of a project beyond site boundaries, and integrate it with the larger
installation/base/community contextfland use.

1.c11 Site Ecology
Intent: Identify and mitigate all existing site prablems including contamination of soll, water, and air, as well as any

negative impacts caused by noise, eyesorss, of lack of vegetation, enhancing or creating new site habitat.
Requirement: O Develop site enviropmental management and mitigation plan. 1
Technologies Understand site and surrounding ecosystem interdependence and interconnectivity. Plan landscaping scheme to
/Strategles: incorporate biodiversity. Preservefenhance existing trees, hydrological features, ecosysters, habitats, and

cultural resources. Increase the existence of heaithy habitat for native species. Reintroduce native plants and
trees where they have been destroyed by previous developrent.

n Adapted material not reviewed or endorsed by L. 8. Green Building Council.
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2.C1
intent:

Requirement;

Technologies
[Strategies:

2.C2
Intent:

Reguirement.

Technologies
{Strategies:

2.C3
Irmtent:

Requirement:

Technologies
[Strategies:

Water Efficiency

Water Efficient Landscaping '

Limit or sliminate the use of potable water for landscape irrigation.

T  Use high efficiency irrigation technology, OR, use captured rain or recycled site water fo reduce potable 1
water consumption for irrigation by 50% over conventional means.

O Use only captured rain or recycled sile water for an additional 50% reduction (100% total reduction) of 1
potable water for site irrigation needs, OR, do not install permanent landscape irrigation systems.

Develop a landscaping water use baseline according to the methodology outlined in the LEED Reference Guide.
Specify water-efficient, native or adapted, climate tolerant plantings. High efficiency irrigation technologies
include micro imigation, motsture sensors, or weather data based controllers. Feed inigation systems with
captured rainwater, gray water, or on-site treated wastewater.

Innovative Wastewater Technologies @

Reduce generation of wastewater and potable water demand, while increasing local aquifer recharge.

O Reduce the use of municipally provided potabie water for building sewage conveyance by a minimum of 1
50%, OR, treat 100% of wastewater on site to tertiary standards.

Develop a wastewater baseline according to the methadology outlined in the LEED Reference Guide. Implement
decentralized on-site wastewater treatment and reuse systems. Decrease the use of potable water for sewage
conveyance by utilizing gray andior black water systems. Non-potable reuse opportunities include, toifet flushing,
landscape irgation, etc. Provide advanced wastewater treatment after use by employing innovative, ecelogical,
on-site technologies including constructed wetlands, a mechanical recirculating sand filter, or aerobic treatment
systems.

Water Use Reduction "

Maximize water efficiency within buildings to reduce the burden on municipal water supply and wastewatar
systams.

0O Employ strategies that in aggregate use 20% less water than the water use baseline calculated for the 1
building (not inchuding irrigation) after meeting Energy Policy Act {EPACT) of 1992 fixture performance
requirements.

(1 Exceed the potable water use reduction by an additional 10% (30% total efficiency increase). 1

Develop a water use baseline including all water consuming fixtures, equipment, and seasonal conditions
according to methodology guidance outlined in the | EED Reference Guide. Specify water conserving plumbing
fixturas that exceed Energy Pelicy Act (EPACT) of 1992 fixture requirements in combination with ulira high
efficiency or dry fixture and cantrot technologies. Specify high water efficiency equipment {dishwashers, laundry,
cooling towers, etc.). Use alternatives Lo potable waler for sewage transport water. Use recycled or storm water
for HVAG/process make up water. Instafl cooling tower systems designed to minimize water consumption from
drift, evaporation and blowdown.

® @ U, 5. Green Building Council. Used by permissior.

& Adapted material not reviewed or endorsed by U. 8. Green Building Council.
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Energy é|1d Atmosphere

(1}

3.R1 Fundamental Building Systerns Commissioning
Intent: Verify and ensure that fundamental building elements and systems are designed, installed and calibrated to

operate as intended.

Reguirement: @  Implement all of the following fundamental best practice commissioning procedures.

= Engage a commissioning authority.

. Develop design intent and basis of design documentation.

- Include commissioning requirements in the construction documents.
= Deveiop and utilize & commissioning pian.
«  Verify instatlation, functional performance, training and decumentation.

«  Complete a commissioning report.

Technologies Introduce standards and strategies into the design process early, and then carry through selected measures by
[Strategies: claarly stating target requirements in the construction decuments. Tie contractor final payments to. documented
system performance. Perform additional cornmissianing in accordance with the DOE Buildirig Commissioning

Guide, Version 2.2. Refer to the LEED Reference
references to additional commissioning guides. Spe
commissioning. Test for indoor air concenirations of
adequate vertilation rates have been achieved prior to initial occupancy.

{1

Guide for detailed descriptions of required elements and
cify pre-occupancy baseline 1AQ testing at time of
CO, CO2, total VOCs and particulates. Test to assure that

3.R2 Minimum Energy Performance
Intent: Establish the minimurm level of energy efficiency for the base building and systems.

Requirement: O Design lo meet building energy efficiency and performance as required by Tl 800-01 (Design Criteria).

Technologies Use building modeling and analysis techniques to establish and document compliance. ASHRAE/IESNA $0.1-
iSirategies: 1999 provides guidance for eslablishing building base case develapment and analysis. Refer to the LEED
Referance Guide for a wide variety of energy efficiency strategy resources.

Use a professionally recognized and proven computer program or progra

ms that integrate architectural features

with air-conditioning, heating, lighting, and other energy producing or consuming systems. These programs will
be capable of simuiating the features, systems, and thermal loads used in the design. Using established wealher
data files, the program will perform 8760 hourly calculations. BLAST, DOE-2 or EnergyPlus are acceptable

programs for these purposes.

3.R3 CEC Reduction in HYAC&R Equipment ?

Intent: Reduce czone depletion.

Requiremeant: O Zero use of CFC-based refrigerants in new base bullding HVAC&R systems. When reusing existing base
building HVAC eguipment, complete a comprehensive CFC phaseout conversion.

Technologies Specify only non-CFC-based refrigeranis in all base building HYAC&R systems,

{Strategies:

M Adapted material not reviewed or endorsed by U. 8. Green Building Couneil.

2 @ U. 3. Green Buiilding Council. Used by permission.
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3.C1
Intent:

Requirement:

Technologies
iStrategies:

3.C2
Intent:

Requirement:

Technologies
{Strategies:

Energy énd Atmosphere (Continued)

Optimize Energy Performance "

Achieve increasing levels of energy performance abave the prereq uisite standard to reduce environmental
impacts associated with excessive energy use.

U Reduce design energy usage {DEU) compared fo the energy use budget {EUB) in joules per square meter
per year for regulated energy components as described in the requirements of Chapter 11 of the Tl 800-01
(Design Criteria), as demonstrated by a whals building simulation.

s 1 Point will be awarded for every reduction in design energy use of 2.5% for both new and existing
facilities for a maximum score of 20 points.

Regulated energy components include HVAC systems, building envelope, service hot water systems, lighting and
uther regulated systems as defined by ASHRAE.

Develop and use building modeling and analysis techniques to establish a base case that meets the minimum
prerequisite standard. ASHRAE/IESNA 90.1-1999 provides guidance for establishing buiiding base case
development and analysis. Perform interactive energy use analysis for selected design elements that affect
energy performance and document compliance.

Unit of measure for performance shall be annual energy usage in joules per square meter. Life-Cycle energy
costs shall be determined using rates for purchased energy, such as electricity, gas, oil, propane, steam, and
chilled water and approved by the adopting authority. Refer to the LEED Reference Guide or Whole Building
Dasign Guide for a wide variety of energy efficiency resources and strategies including conservation measures,
sleciromechanical energy efficiency technologies (for example ground-source heal pumps), passive heating and
cooling strategies, solar hot water, and daylighting.

Life-Cyoie costing wifl be done in accordance with 10 CFR 436.
Consider instaliation of an Energy Management and Controf System (EMCS), which is compatible with exiting

installation systems to optimize performance. Use sensors to control loads based on ocoupancy, schedule andfor
the availability of natural resources use (day light or natural veniilation).

Renewaple Energy

Encourage and recognize increasing levels of self-supply through renewable technologies to reduce
environmantal impacts associated with fossil fuel energy use.

O  Supply a net fraction of the building’s total energy use through the use of on-site renewable energy systems.

% of Total Annual Energy Usage in Renewables

5%

10%

15%

20%
Employ the use of on-site non-polluting-source renewabls technologies contributing 1o the total energy
requirements of the project. Consider and use high temperature solar and/or geothermal, photovoltaics, wind,
biomass {other than unsustainably harvested:wood), -and bio-gas. Pagsive solar, solar hot water heating, ground-
source heat pumps, and daylighting do net qualify for points under this credil. Credit for these strategies iz given
in Energy & Atmosphere Credit 1: Optimizing Energy Perfarmance.

w Adapted material not reviewed or endorsed by L. 3. Green Building Councit.
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Energy énd Atmosphere (Continued)

3.C3 Additional Commissioning
{ritent: Verify and ensure that the entire building is designed, constructed, and calibrated to operale as intended.
Requirement: T3 In addition to the Fundamental Building Commissioning prerequisite, implement the follawing additional 1

commissioning tasks:

. Conduct a facused review of the design prior to the construction documents phase.
. Conduct a focussd review of the construction documents when close to completion.
Conduct a selective review of contractor submittals of commissioned eguipment.

. Develop a system and energy management marnual.

. Have a contract in place for a near-warranty end or post occupancy review.

oW N

ltems 1, 2, and 3 must be performed by somecne other than the designer.

Technologles introcuce standards and strategies into the design process early, and then carry through selected measures by

IStrategies: clearly stating target requirements in the constiuction documents, Tie cantractor final payments to documented
system performance. Refer to the LERD Reference Guide for detailed descriptions of required elemeants and
references to additicnal guidelines.

3.C4 << Deleted >>
3.C5 Measurement and Verification ‘"
intent: Provide for the ongoing accountability and optimization of building energy and water consumption performance
over time.
Requirement: O Comply with the installed squipment requirements for cantinucus metering as stated in selected 1

Measurement and Verification Methods - Option B: Retrofit Isolation of the US DOE’s International
Performance Measurement and Verification Protecol (IPMVP) for the following:

= Lighting systems and controls.

»  Constant and variable motor loads.

= Variable frequency drive (VFD) operation.

= Chiller efficiency at variable loads (KWiton).

- Coaling laad.

= Ajr and water economizer and heat recovery cycles.

= Air distibution static pressures and ventilation air volumes.

- Boiler efficiencies.

. Building specific process energy efficiency systems and equipment.
- indoor water rigers and outdoor irrigation systems.

Technologies Design and specify equipment to be installed in base huilding sysisms to alfow for comparison, management, and

iStrategies: optirmization of actual vs. estimated energy and water performance, Employ building automation systems to
perform M&V functions where applicable. Tie contractor final payments to documented M8V system performance
and inciude in the commissioning report. Provide for ongoing M&V system maintenance and eperating. plan in
building operations and maintenance manuals. Consider instaliation/base of an Energy Management and Control
System {EMCS), which is compatible with exiting installation/base systems to optimize performance.

2 o 1.5, Green Building Councit. Used by permission.
W Adapted material not reviewed or endorsed by U. $. Green Building Council,
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3.C6
intent:

Requirernent:

Technologies
[Strategies:

3.C7
intent:

Requirement:

Technologies
iStrategies:

Energy énd Atmosphere (Continued)

Green Power

Encourage the development and use of grid-source, renewable energy technelogies on a net Zzero poliution basis.

O Engage in a two year confract to purchase the amount of power equal to projected bufiding consumption
generated from renewable sources that meet the Center for Resaurce Solutions (CRS) Green-E
requirements.

Purchase power from a provider that guarantees a fraction of its delivered electiic power is from net nonpolluting
renewable technologies. Begin by contacting local utility companies. If the project is in an open market state,
investigate Green Power and Power Marketers licensed te provide power in that state. Grid power that qualifies
for this credit originates from solar, wind, geothermal, biomass, or low-impact hydro sources. Low-impact hydro
shall comply with the Low impact Hydropower Certification Program.

Distributed Generation
Encourage the development amd use of distributad generation technologies, which are less polluting than grid-
source energy.

(1 Reduce total energy usage and emissions by congidering source energy implications and local cogeneration
and direct energy conversion. Generate at least 50% of the builcing's prejected annual consumption by on-
site distributed generation sources.

Investigate the use of integrated gensration and delivery systems, such as co-generaticn, fuel cells, micro-
turbines and off-peak thermal storage.

m Adapted material not reviewed or endorsed by U. S. Green Building Council.
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4.R1

Intent:

Requirement:

Technologies
Strategies:

4.C1
Intent:

Requirement:

Technologies
{Strategies:

4.C2
intent:

Req&iremgnt:

Technologies
[Strategies:

Materials and Resources

Storage & Collection of Recyclables "
Eacilitate the reduction of waste generated by building occupants that is hauled to and disposed of in landfils.

O Provide an easily accessible area that serves the entire building that is dedicated to the separation,
collection and storage of materials for recydling including {at a minimum) paper, glass, plastics, and metals.

Establish a waste management plan which meets requirements of the installation/base environmentat andfor soiid
waste management plans in cooperation with users to encourage recycling. Reserve space for recycling
functions early in the bullding occupancy programming process and show areas dedicated to coilection of
recycled materials on space utilization plans. Broader recycling support space conslderations should allow for
collection and storage of the required elements and newspaper, organic waste (food and soiled paper), and dry
waste. When collection bins are used, bin(s) should be able to accommodate a 75% diversion rate and be easily
acoessible to custodial staff and recycling collection workers. Consider bin designs that allow for easy cleaning to
avoid health issues.

Building Reuse "

Extend the life cycle of existing building stock, conserve resources, retain cultural resources, reduce waste, and
reduce environmental impacts of new buildings as they relate to materials manufacturing and transport.

Reuse large portions of existing structures during rencvation or redevelopment projects.

3 Maintain at least 75% of existing building structure and shell {exterior skin and framing excluding window 1
assemblies).
1 Maintain an additional 25% (100% total) of existing building structure and shell (exterior skin and framing 1

exciuding window assemblies).

03 Maintain 100% of existing building structure and shell AND 50% non-shell (walls, floor coverings, and ceiling 1
systems).

Evaluate refention of existing structure. Consider facade preservation, particularly in installation/base areas.
During programming and space planning, consider adjusting needs and eccupant use patterns lo fit within existing
building structure and interior partition configurations. [dentify and effectively address energy, structuraf, and
indoor environmental (lead & asbestos) issues in building reuse planning and deconstruction docurments.
Percentage of reused non-shell building portions will be calculated as the total area {s.7.) of reused walis, floor
covering, and cefling systems, divided by the existing total area {s.7.) of walis, floor covering, and ceiling systems.

Construction Waste Management "

Divert construction, demolition, and iand clearing debris from landfill disposal. Redirect recyclable material back
to the manufacturing process.

Develop and implement a waste management plan, quantifying materlal diversion by weight:

L1 Recycle andfor salvage at least 50% (by weight) of construction, demolition, and land clearing waste. 1
U  Recycle andfor salvage an additional 25% (75% total by weight) of the construction, demolition, and fand 1
clearing debris.

Develop and specify a waste management plan which meets requirements of the installation/base environmental
andfor solid waste managemsnf plans that identifies licensed haulers and pracessors of recyciables; identifies
markets for salvaged materials; employs decanstruction, salvage, and recycling strategies and processes,
includes waste auditing; and documents the cost for racycling, salvaging, and reusing materials. Source
reduction on the job site should be an integral part of the plan.

The plan should address recycling of corrugated cardboard, metals, concrete brick, asphalt, land clearing debris
(if applicable}, beverage containers, clean dimenstonal wood, plastic, glass, gypsum board, and carpet; evaluate
the cost-effectiveness of recycling rigid insulation, engineered wood products and other materials; hazardous
materials storage and management; and participation in manufacturers' "take-back” programs to the maximum
extent possible. Refer to the LEED Reference Guide for guidelines and references that provide waste
maragement plan development and implementation support including model bid specifications.

0 Adapted material not reviewed or endorsed by U. §. Green Building Council.
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Materials and Resources (Continued)

4.C3 Resource Reuse 2

intent: Extend the life cycle of targeted building materials, reducing ervironmental impacts related to materials
manufacturing and transport.

Requirement: O Specify salvaged or refurbished materials for 5% of building materials. 1
Q@ Specify salvaged or refurbished materials for 10% of building materials. 1

Technologies Commonly salvaged building materials include wood flooring/ paneling/cabinets, doors and frames, mantels, iron
{Strategies: wark and decorative lighting fixtures, brick, masonry and heavy timbers. See the LEED Reference Guide for
calculation fools and guidelines. Determine percentages in terms of dollar value using the following steps:

1. Calculate total doltars* (see exclusions) of the salvaged or refurbished material.
2. Calculate total dollars {see exclusions) of all building materials.
3. Divide Step 1 by Step 2 to determine the percentage.

Exclusions: In total dollar calculations, exclude; labor costs; all mechanical and electrical material and labor
costs; and project overhiead and fees. *If the cost of the salvaged or refurbished material is below market value,
use replacement cost to estimate the material value, otherwise use actual cost to the project.

4.C4 Recycled Content
Intent: increase demand for huilding products that have incorporated recycled content material, reducing the impacts

resulting from exiraction of new material.

Requirement: 03 Specify a minimum of 25% of building materials that contain in aggregate a minimum weighted average of 1
20% post-gonsumer recycled content material, OR, a minimum weighted average of 40% post-industrial
recycled content material.

O Specify an additional 25% {50% total) of building materials that contain in aggregate, a minimum weighted 1
average of 20% post consumer recycled content material, OR, a minimum weighted average of 40% post-
industrial recycled contert material.

Technologles Specify building materials containing recycled eortent for a fraction of total building materials. Select products

{Strategies: and materials with supporting infarmation from the AlA Resource Guide or the EPA Environrentally Preferable
Purchasing (EPP} Program. Common building materials and products with recycied content inclisde; wall,
partition, and ceiling materials and systems; insulation; tiles and carpets; cement, concrete, and reinforcing
metals; structural and framing steel. For productsimaterials not listed, selection should be made on the basis of
EPP criterion and/or:

Toxicity,

Embodied energy;

Production use of water, energy and azone depleting substances (OD3s);
Production limits en toxic emissions and effluents;

Minimal, reusabie or recycledfrecyclable packaging;

Impact on indeor envirenmental quality (1EQ);

Instattation that limits generation of waste;

Materials that limit waste generation over their [ife;

EPA guideline compliance; and

Harvested on a sustainable yield basis.

See the LEED Reference Guide for a summary of the EPA guidelines and calculation methodology
guidelines. Determine percentages in terms of dollar value using the following steps:

1. Calculate total dollars (see exclusions) of the material that conitain recycled content.
2. Calculate total dollars (see exciusiens) of all building materials.
3. Divide Step 1 by Step 2 to determine the percentage.

Exclusions Labor costs; all mechanical and elecirical material and labor costs; project overhead and fees)

2} & . §. Green Building Council. Used by permission.
m Adapted material not reviewed or endorsed by U. 3. Green Building Council.
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4.C5
intent:

Reguirement:

Technologies
{Strategies:

4.C6
Intent:

Requirement:

Technologles
fStrategies:

4.C7
Intent:

Requirement:

Technologies
{Strategies:

Materials} and Resources (Gontinued)

Local/Regional Materials ¥

Increase demand for building products that are manufactured locally, reducing the environmental impacts
resulting from transportation, and supporting the local economy.

1 Specify a minimum of 20% of building materials that are manufactured regionally within a radius of 500
miles.

1 Ofthese regionally manufactured materials, specify a miniroum of 50% that are exiracted, harvested, or
recovered withir 500 miles.

Specify and install regionally extracted, harvested, and manufactured building materials. Contact the state and
local waste management boards for information about regionat building materials. See the LEED Reference
Guide for caleulation methadology guidelines. Delermine percentages in terms of doliar value using the following
steps:

1. Calculate total dollars (see exclusions) of material that is locally or regionally manufactured.
2 Calculate total dollars (see exclusions) of ali building materials.
3. Divide Step 1 by Step 2 to determine the percentage.

Exclusions: Labor costs; ali mechanical and electrical material and labor costs; praject overhead and fees.

Rapidly Renewable Materials ©
Reduce the use and depletion of finite raw and long cycle renewable malerials by replacing them with rapidly
renewable materials.

O Specify rapidly renawable building materials for 5% of total building materials.

Rapidly renewable resources are those materials that substantially replenish them-selves faster than traditional
extraction demand {(s.g. planted and harvested in less than a 10 year cycie) and do not result in significant
iadivarsity loss, increase erosion, air quality impacts, and that are sustainably managed. See the LEED
Reference Guide for calculation methodology guidelines. Determine percentages in terms of dollar value using
the following steps:

1. Calculate total dollars (see exclusions) of materials that are considered to be rapidly renewable.
2. Calculate total dollars (see exclusions) of all building matertals.
3. Divide Step 1 by Step 2 to determine the percentage.

Exclusions: Labor costs; all mechanical and electrical material and tabar costs; project overhead and fees.

Certified Wood
Encourage environmentally responsible forest management.

O  Use a minimum of 50% of wood-based materials cerfified in accordance with the Forest Stewardship Council
guidelines for wood building components inciuding buf not fimited to framing, flooring, finishes, furnishings,
and non-rented temporary construction applications such as bracing, concrete form work and pedestrian
barriers,

Refer to the Forest Stewardship Council guidelines for wood building components that qualify for compliance to
the requirements and incorporale into material selection for the project.

2 @ U. £. Green Building Council. Used by psrmission.
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5.R1

Intent:

Requirement:

Technologies
{Strategies:

5.R2
intent:

Requirement:

Technologies
/Swategies:

5.C1
Intent;

Reguirement:

Technologies
{Strategies:

indoor Environmental Quality (IEQ)

Minimum IAQ Performance m

Establish minimum IAQ performance to prevent the development of indoor air quality problems in buildings,
maintaining the health and well being of the occupants.

O Meet the minimum reguirements of voluntary consensus standard ASHRAE 62-1999, Ventilation for
Acceptable Indoor Air Quality and approved Addenda.

Include proactive design detalls that will eliminate some of the common causas of indoor air quality problems in
buildings. Introduce standards into the design process early. Incorporate references to targets in plans and
specifications. Ensure ventilation system outdoor air capacity can meet standards in all modes of operation.

L ocate building cutdoor air intakes (including operable windows) away from potential pollutants/contaminant
sources such as sporuiating plants {allsrgens), loading areas, building exhaust fans, cooling towers, sanitary
vents, dumpsters, vehicular exhaust, and other sources. Include operational testing in the building commissiening
report, Design cooling coil drain pans to ensure complete draining. Include measures to control and mitigate
radon buildup in areas where it Is prevalent. Limit humidity to a range that minirmizes mold growth and promotes
respiratory heaith.

Environmental Tobacco Smoke (ETS) Control @

Prevent exposure of building occupants and systems to Environmental Tobacco Smoke (ETS).

O Zero exposure of nonsmokers to ETS by prohibition of smoking in the building, OR, by providing a
designated smoking room designed to effectively contain, capture and remove ETS from the buliding. Ata
minimum, the smoking room shail be directly exhausted to the outdoors with no recirculation of ETS-
containing air to the non-smoking area of the bullding, enciosed with iImpermeable structural deck-to-deck
partitions and operated at a negative pressure compared with the surrounding spaces of at least 7 Pa (0.03
inches of water gauge). Perfarmance of smoking raoms shall be verified using tracer gas testing methods as
described in ASHRAE Standard 129-1997. Acceptable exposure in non-smoking areas is defined as less
than 1% of the fracer gas concenfration in the smoking room detectable in the adjoining non-smoking areas.
Smoking room testing as describad in the ASHRAE Standard 129-1897 is required in the contract
documents and critical smoking facility systems testing results must be included in the building
commissioning plan and report or as a separate document.

Prehibit smoking in the buliding and/or provide designated smoking areas outside the building in locations where
ETS cannot reenter the building or ventilation system and away from high building occupant or pedestrian traffic.

IAQ Monitoring "

Provide capacity for indoor air quality (iAQ) monitoring to sustain long term occupant health and comfort.

O Install @ permanent carbon dicxide (COz) manitering system that provides feedback o space-ventilation 1
performance in a form that affords operational adjustments, AND specify initial operational set point
parameters that maintain indoor carben dioxide levels no higher than outdoor levels by more than 530 parts
per million at any time.

Install an independant system or make CO, mornitoring a function of the building automation system. Situale
monitoring locations in areas of the building with high occupant densities and at the ends of the longest runs of
the distribution ductwork. Specify that system operation manuals require calibration of all of the sensors per
manufacturer recommendations but not less than one year, Include sensor and system operational testing and
initial set point adiustment In the commissiening plan and report. Alse consider periadic monitoring of carbon
monoexide (COY, total volatile organic compounds (TVOCs), and particulates (including PMA0).

2 Adapted material not reviewed or endorsed by U. S. Green Building Council.

0 Adapted material not reviewsd or endorsed by U. S. Green Building Council,
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indoor Environmental Quality (IEQ) (Continued)

2

5.C2 Increase Ventilation Effectiveness

Intent: Previde for the effective defivary and mixing of fresh air to building occupants to support their health, safety, and
comfort.

Requirement: 0 For mechanically ventitated buildings, design ventilation systems {hat result in an air change effectiveness 1

{E) greater than ot equal to 8.9 as determined by ASHRAE 129-1897. For naturally ventilated spaces
demonstrate a distribution and laminar flow pattern that invelves not less than 90% of the room or.zone area
in the direction of air flow for at least 5% of hours of occupancy.

Technologies Employ architectural and HVAC design sfrategies to increase ventilation effactiveness and prevent short-circuiting

{Strategies: of airflow delivery. Techniques available include use of displacement ventilation, low velocity, and taminar flow
ventilation (under floor or near floor delivery) and natural ventilation. Operable windows with an architectural
strategy for naturat ventilation, cross ventilation, or stack effect can be appropriate options with study of inlat
areas and locations. See the LEED Reference Guide for compliance methodology guidelines.

5.C03 Construction IAQ Management Plan

Intent: Prevent indoor air quality problems resulting from the construstion/renovation process, to sustaln fong term
installer and occupant heaith and comfort.

Requirement:  Develop and implament an Indoor Air Quality (IAQ) Management Pian for the construction and pre-occupancy
phases of the building as follows:

Ui During construction mest or exceed the minimum requirements of the Sheet Metal and Alr Conditioning 1
National Contractors Association (SMACNA} IAQ Guideline for Occupied Buildings under Construction,
1995, AND protect stored on-site or installed absorptive materials from moisture damage, AND replace all
fittration media immediately prior to accupancy (Filtration media shall have a Minimum Efficiency Reporting
Value (MERV) of 13 as determined by ASHRAE 52.2-1989).

3 Conduct a minimum two-week building flushout with new fittration media at 100% outside air after 1
construction ends and prior to occupancy, OR, conduct a baseline indoor air quality testing procedure
consistent with current EPA protocol for Envirenmental Requirements, Baseline IAQ and Materials, for the
Research Triangle Park Campus, Section 01445,

Technologies Specify containment control strategies Including protecting the HVAC system, confroliing pollutant sources,

[Strategies: interrupting pathways for contamination, enforcing proper housekeeping and coardinating schedules to minimize
disruption. Specify the construction sequencing to install absorptive materials after the prescribed dry or cure
time of wet finishes to minimize adverse impacts on indoor air quality. Materials directly exposed to moisture
through precipitation, plumbing teaks, or condensation from the HVAC system are susceptible to microbial
contamination. Absorptive materials to protect and sequence instaliation inciude; insulation, carpeting, ceiling
tiles, and gypsum products. Appoint an IEQ Manager with owner's authority to inspect 1EQ problems and require
mitigation as necessary.

5.C4 Low-Emitting Materiats ¥/
Intent: Reduce the quantity of indeor air contaminants that are edorous o potentially irritating to provide installer and
occupant health and comfort.

Requirement; Meet or exceed VOC fimits for adhesives, sealants, paints, composite wood products, and carpet systams as
follows:

0 Adhesives must meet or excesd the VOC limits of South Coast Air Guality Management District Rule #1168 1
by, AND all seatants used as a filler must mest or exceed Bay Area Air Resources Board Reg. 8, Rule 51.

U Paints and coatings must mest or exceed the VOC and chemical component limits of Green Seal 1
requirements.

1 Carpst systems must meet or exceed the Carpst and Rug Institute Green Label indoor Air Quality Test i
Program.

1 Composite wood or agrifiber products must contain no added urea-formaldehyde resins. 1

Technologies Evaluate and preferentially specify materlals that are low emitting, non-irritating, nontoxic ard chemically inert.

fStrategies: Request and evaluate emissions lest data from manufacturers for comparative products. Ensure that VOC limits
are clearly stated in specifications, in General Conditions, or in each section where adhesives, sealants, coatings,
carpets, and composite woods are addressed.

@ g y. 5. Gresn Building Council. Used by permission.
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indoor E?nvironmentai Quality (IEQ) (Continued)

&)

5.C5 indoor Chemical and Pollutant Source Control
Intent: Avoid exposure of building occuparis to potentially hazardous chemicals that adversely impact air quality.
Requirernent: 3 Design to minimize cross-contarmination of reguiarly occupied areas by chemical poliutants: 1

»  Employ permanesnt entryway systems (grills, grates, etc.) to capture dirt, particulates, etc. fror entering
the building at all high volume entryways, AND provide areas with structurat deck to deck partitions with
separate outside exhausting, no air recirculation and negative pressure where chemical use accurs
(including housekeeping areas and copying/print rooms), AND provide drains plumbed for appropriate
disposal of fiquid waste in spaces whaere water and chemical concentrate mixing occurs.

Technologies Design te physically isclate activities associated with chernical contaminants from other locations in the building,

{Strategies: providing dedicated systems to contain and remove chemical potfutants from source emitters at source locations.
Applicable measures include eliminating or isolating high hazard areas; designing all housekeeping chemical
storage and mixing areas (central storage faciliies and janitors closets) to allow for secure product storage;
designing copy/fax/printer/printing rooms with structural deck to deck partiions and dedicated exhaust veniitation
systems; and including permanent architectural entryway system(s) to catch and hold particles o keep them from
entering and contaminating the building interior.

Consider utilzation of EPA registered anti-microbial treatments in carpet, textile or vinyl wall coverings, ceiling
tiles or paints where micrebial contamination is a concern. Ulilize “breathabie” wall finishes where circumstances
require, to reduce moisture build-up and prevent microbiat contamination. Minimize selection of fibrous materials,
e.g. insulation, carpet and padding and flexible fabrics, whose exposed surfaces when exposed 10 the air stream
or ocoupied space can contribute significant emissions and absorb and re-emit other contaminants over time.

5.C6 Controliability of Systems @
Intent: Provide a high level of individual occupant control of thermal, ventilation, and lighting systems to support optimum

health, productivity, and comfort conditions.

Requirement: O  Provide a minimum of one aperable window and one fighting control zone per 200 s.f. for ail occupied arsas 1
within 15 feet of the perimeter wall.

O Provide controls for each individual for airflow, temperature, and lighting for 50% of the non perimeter, 1
regutarfy occupied areas.

Technologiss Provide individual or integrated contrals systems that control lighting, airflow, and temperature in individual rooms
/Strategies: and/or work areas. Censider combinations of ambient and task lighting centrol and operable windows for
perimeter and VAV systems for non perimeter with & 1:1: 2 terminal box to controlier to occupant ratio.

5.C7 Thermal Comfort @

Intent: Provide for a thermally comfortable enviranment that supports the productive and healthy performance of the
hilding occupants.

Requirement: G Comply with ASHRAE Standard 55-1892, Addenda 1985 for thermal comfort standards including humidity 1
control within established ranges per climate zone,

O Install a permanent temperature and humidity monitoring system configured to provide operatcrs contral over 1
thermal comfort performance and effectiveness of humidification and/or dehuridification systems in the

building.
Teachnologies integrated envelope and HVAC system design strategies that achieve thermal comfort conditions based on mean
[Strategies: radiant temperature, local air velocity, relative humidity, and air temperature. Install and maintain a temperature

and humidity monitaring system far key areas of the building (i.e., a1 the perimeter, and spaces provided with
humidity contret). This function can be satisfied by the building autornation system. Specify in system operation
manuals that all sensors require quasterly calibration. Inchude criteria verification and system operation in
commissioning plan and report.

M Adapted material not reviewed or endorsed by U. 5. Gresn Building Councit.
Y & 1. . Green Buitding Council. Used by parmission.
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5.C8
Intent:

Requirement:

Technologies
/Strategies:

5.C%
Intent:

Requirement:

Technologies
[Strategies:

5.C10
intent:

Requirement:

Technologies
{Strategies:

indoor Eﬁnvironmental Quality (IEQ} (Continued) |

Daylight and Views ?

Provide a connection betwsen indoor spaces and the outdoor environment through the introduction of sunlight
and views into the occupied areas of the building.

O Achieve a minimum Daylight Facter of 2% {excluding ail direct sunlight penatration) in 75% of all space
occupied for critical visual tasks, not including copy rooms, storage areas, mechanical, taundry, and other
low ocoupancy support areas. Exceptions include those spaces where tasks would be hindered by the use
of daylight or where accomplishing the specific tasks within a space would be erhanced by the direct
penetration of sunkight.

O Dirsct line of sight to vision glazing from 90% of ali regularly occupied spaces, not including copy rooms,
storage areas, mechanical, laundry, and other low occupancy support areas.

Implement design strategies to provide access to daylight and views to the outdoors in a glare-free way using
exiarior sun shading, interior light shetves, and Jor window treatments. Orient buildings to maximize daylighting
options. Consider shaliow or narrow bullding footprints. Employ courtyards, atriumsg, clerestory windows,
skylights, and light shelves to achieve daylight penetration (fram other than direct effect or direct rays from the
sun) deep into regularly occupisd areas of the building.

Acoustic Environment /Noise Controf

D A e T e e e e e e

Provide appropriate acoustic conditions for user privacy and comfort,

O  Minimize environmental noise through appropriate use of insulation, sourid-absorbing materials and noise
source isclation.

Evaluate each occupied envirenment and determine the appropriate layout, materials and furnishings design.

Facility In-Use 1AQ Management Plan
Insure the effective management of facility air quality during its life.

O  Perform ali of the following:

«  Develop an air quality action plan to includs scheduled HVAC system cleaning.

»  Develop an air quality action plan to include education of occupants and facllity managers on indoor
pollutants and their roles in preventing them,

»  Develop an air quality action plan to include permanent monitoting of supply and return aiv, and ambient
air at the fresh air intake, for carbon monoxide (CC), carbon dioxide {CO 2), totat volatile erganic
compounds (TVOCs), and particulates (including PM10}.

Provide action plan for periodic system maintenance, monitoring, eccupantmanager training.

Sustainable Project.Rating Tool (3PIRIT) v.1.4.1

@ & U. §. Green Buiiding Council. Used by permission.
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6.C1
Intent:

Requirement:

Technologies
[Strategies:

Sustainable Project Rating Tool (SPIRIT) v.4.4.1 June 2002 Page 17

Facility belivew Process

Holistic Delivery of Facility

Encourage a facility delivery process that actively engages ail stakeholders in the design process to deliver a
facility that meets all functional requirements while effectively optimizing tradeoffs among sustainability, first costs,
life cycle costs and mission requirements.

G Choose team 'eaders that are experienced in holistic delivery of facilities.

3 Train the entire team in the holistic delivery process. The leam must inciude all stakeholders in the facility
delivery, including the users, the cortracting staff, the construction representatives, project manager, and
designfengineering team members.

Identify project goals and meltrics.

Plan and exscute charrettes with team members at critical phases of the facility delivery.

ldentify and resotve tradeoffs among sustainability, first costs, life cycle costs and mission requirements
through charrettes and other collabarative processes.

O Document required resutis for each phase of project deliverables that achieve the project goals and are
measurable throughout the facility life span.

Develop performarnce specifications or choose competitive range of products thal meet environmental criteria.
Use automated modeling and analysis tools to assess site and facility design alternatives.

Conduct life-cycle cost analysis (LGCCA) in the design process according to the Federal Facilities Council
Technical Report, Sustainable Federal Facilities: A Guide To Integrating Value Engineering, Life Cycle Costing,
and Sustainable Development, FFC # 142, 2000.

Conduct a full ecological assessment to include soil quality, water resources and flows, vegetation and trees,
wildlife habitats and corridors, wetlands, and ecologically sensitive areas to identify the least sensitive site areas
for development. Evaluate space utilizationffunctions to reduce overall space requirements, considering
networking, flextime, fiexi-place, dual-use, and cther strategies to reduce space requirements/optimize facllity
size.



Current Mission

7.C1 Operation and Malntenance
intent: Encourage the development of a facility delivery process ihat enhances efficient operation and maintenance of
the facility.
Requirement: (3 Develop a facility operations and maintenance program to include: 2

»  Commissioning instructions for all facility systems.

»  Comprehensive facility cperations and maintenance instructions for system aperation, performance
verification procedures and results, an equipment inventory, warrantee information, and recommended
maintenance schedule. The instructions shouid include a comprehensive, preventive maintenance
program to keep all fagility systerms functioning as designed.

= A periodic fraining program for occupants, faciliies managers, and maintenance staff in all facility
operations and mainlsnance activities.

s instructions on sustainable cleaning and pest control practices.

L] Develop a comprehensive site/facility recyclingiwaste management plan.

3 Provide sutfacss, furnishings, and equipment that are appropristely durable, according to life cycle cost 1
analysis,

Technoiogies Maintain facility elements, systems and subsystems on a routine maintenance schedule to ensure integrity and
[Strategies: longevity.

Parform scheduled clearing and maintenance activities with nentoxic environmentally preferable cleaning
products and pracedures. Keep air ducts clean and free of microorganisms through a structured program of
preventive maintenance. Clean lighting systems following & regular maintenance schedule to snsure optimum
Hght output and energy efficiency.

Use pesticides and herbicides sparingly and only when necessary with preference to natural methods and
materials over poisons and toxic agents.

Use automated monilors and controls for energy, water, waste, temperature, maisture, and ventliation manitors
and controls. Turn off the lights, computers, eomputer monitors, and equipment when not in use. Enable power-
down features on office equipment.

7.C2 Scldier and Workforce Productivity and Retention
intent: Provide a high-quality, functionatl, healthy and safe work environment to promote soldier and workforce

productivity and retsntion.

Requirement: O Provide a high quality indoor environiment to enhance user/accupant quality of life (QOL). 1
O Provide a highly functional work environment to promoete userfoccupant work productivity. 1
Q Provide a healthy and safe work environment to sustain QOL and productivity. 1

Technologies Use a registered/certified interior designer to provide stimulating interior environments with pleasant colors,

{Strategies: surface freatments, room proportions and ceiling heights, external views, natural lighting, and quality detailing for
interior furnishings, equipment, materials and finishes. Use IES standards to provide light to occupied space with
variations in level, comfortable contrasts, natural coler rendition, natural/iman-made, and adequate conirols to
optimize light aesthetic qualities. Provide occupant control of individual work areas configuration, and lighting,
thermal and ventiiation systems.

Collaborate with end users to identify functional and technical requirements and to perform adiacency studies.
Configure occupied space to address the specific workers/occupants functions and activities that wili be carried
out there. Mest T1 800-01 Design Guide requirements. Design and configure oceupied space, and select
furniture and equipment using human ergonomics. identify existing user amenities, such as dining, recreation,
socialization, shopping and child care facilities. |dentify what amenities should be incorporated intc the project of
provided in the future, nearby facility. Provide ventilation air in sufficient volume free from natural and man made
contaminants.
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Future Missions

8.c1 Eunctional Life of Facility and Supporting Systems
Intent: Assess the functional life of a facility and its supporting systems to optimize the infrastructure investment.

Requirement: O identify how long the designed function is!

O identify how long the envelope, structure, HVAGC, plumbing,

ikely to occupy the current facility.

are likely 1o last before requiring replacement or upgrade. Consider economic, functional and physica!

obsolescencs.

Technologies Assess the typical or likely fifespan of the function{s) to be accommodated tc forecast eventual adaptation to a
fStrategies: different usels). Assess the life spans of the various building systems/components to forecast their
revision/replacement during the facility lifespan and design in a manner that facilitates revision/replacement.

Consider the life span of the weapon systsms, doclrines, or other programs supported by the facility.

Uise life cycie data and other sources to Identify

8.C2 Adaptation, Renewal and Future Uses
Intent: Encourage facliity design that is responsive to ¢

without creating waste and insuring maximurn u

Requirement: 0 identify possible future uses for the facility; consider alternatives that expand the list of possible future uses.

the life span of the embodied systems.

hange over time to maximize accommodation of future uses
seful life of products.

AND Design the building to accommodate as wide a range of future uses, as practical. AND Design the
instailation of building systems to accommodate foreseeable change with a minimum amount of disruption

cost, and additional materials.

O  Build the smallest facility necessary to meet current mission functional requ

shape and form, while taking into consideration expansion capabilities and potenitial future mission
requirements. AND Design the facility for recycling of raterials and systems.

Technologies Create durable, ong-lasting and adaptable facility shell and structurat system. Create an adaptable, flexible
iStrategies: facility design using open planning, service corrdors, interstitial space, access floors, demountable

wallsfpartitions, modular fumniture and other ada|

ptable space configurationfutilization strategies.

Select malerials that are recyclable, avoiding composite materials, such as reinforced plastics and carpet fibers
and backing. Consider selecting materials and labeling construction materials with identification information to
facilitate recycling. Use pre-cut/pre-fabricated materials and use standard lengths and sizes {dimensional
modularity) in design. Design facility systems and subsystems for reconfiguration and/or disassembliy/recycling

using reversible/reusable connectors.

Sustainable Projéct Rating Too! (SPIRIT) v.1.4.1
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Facility Points Summary

Sustainabie Sites {3)

1R1 3  Erosion, Sedimentation and Water Quality Controt
1.C1 O Site Selection 2
1.C2 0 installation/Base Redevelopment 2
1.C3 2 Brownfield Redeveiopment 1
1.C4 3 Altemative Transportation 4
1.C5 U Reduced Site Disturbance 2
1.C6 0O  Stormwater Management 2
1.C7 T Landscape and Exterior Design to Reduce Heat Islands 2
1.C8 O Light Pollution Reduction 1
1.C9 3 Optimize Site Features 1
1.C10 Q  Facility impact P
1.C11 J Site Ecology i _ 1
20 waeremcency o oo ENERETETE
2.C1 O Water Efficient Landscaping 2
2.C2 O Innovative Wastewater Technolagies 1
3 ‘Water Use Reduction _ 2

Energy and Atmosphere (E}

3R1 O Fundamental Building Systems Commissioning

3.R2 1  Minimum Energy Performance

3R3 O CFC Reduction in HYAC&R Equipment

3.C1 O Optimize Energy Performance

3.C2 1 Renewahle Energy

3.C3 0O  Additional Commissioning 1
3.C4 1 <<Deisted=>

3.C5 1 Measurement and Verification 1
3.C6 O Green Power 1
3.C7 1 Distributed Generation 1

Material$ and Resources (M

4.R1 O Storage & Collection of Recyclables
4.C1 1 Building Reuse

4.C2 T Construction Waste Management
4.C3 [0 Resource Reuse

4.C4 1 Recycled Content

4.C5 0O Local/Regional Materials

4.C6 d  Rapidly Renewable Materials

A4.C7 0 Certified Wood

Indoor E_hvironmentai Quality (IEQ) [Q]

5.R1 O Minimum IAQ Performance

5.R2 O Environmental Tobacce Smoke (ETS} Control

5.C1 0 1AQ Monitoring

5.C2 L} Increase Ventilation Effectiveness 1
5.C3 Q Construction IAQ Management Plan 2
5.C4 1 Low-Emitting Materials 4
5.C5 O Indoor Chemical and Pollutant Source Control 1
5.C8 3 Controllability of Systems 2
5.C7 1 Thermal Comfort 2
5.C8 3 Daylight and Views 2
5.C9 O Acoustic Environment /Noise Conlrol 1
5.C10 3 Facility In-Use IAQ Managemeni Plan 1
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Facility Points Summary (Continued)

Facility Delivery Process {

O  Holistic Deliveryof Facility

Current Mission

3 Operation and Maintenance
O Soldier and Workforce Productivity and Retention

Future Missions

O Functienal Life of Fadility and Supporting Systems
T Adaptation, Renewal and Future Uses

Total Score

SPiRT Sustainable Poject Certification Levels

Maximum
Points

V 0 J “_MaXT_n

—
0| [ maxs |

3

3
0 J |rMax4 H

2

2
0 Max 100

SPIRIT Bronze

25 to 34 Points

SPiRIT Silver

35 to 49 Points

SPiRIT Goid

50 to 74 Points

SPiRIT Platinum

75 to 100 Points

Project Points of Contéct

Sustainable Projcet Rating Tool (SPiRi-T') v.1.4.1

June 2002
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SPIRIT Cfo.mment Sheet

Please forward any comments that you may have on this Sustainabie Project Rating Tool, preferably by Email, to:

Mr. Harry Goradia

U. 8. Army Corps of Engineers

ATTN: CEMP-ET

441 G Street NW

Washington, DC 20314

Phone (202) 761-7170, FAX (202} 761-0633

Email harrv.goradia@hg02.usage.army.mil

SPIRIT Para.

Sustainable Project Rating Tool (SPIRIT) v.1.4.1 June 2002 Page 22
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SECTI ON 08700
BU LDERS' HARDWARE

1.1 REFERENCES
The publications listed below forma part of this specification to the extent
referenced. The publications are referred to in the text by basic designation
only.
AVERI CAN SOCI ETY FOR TESTI NG AND MATERI ALS (ASTM
ASTM E 283 (1991) Determining the Rate of Air Leakage Through

Exterior Wndows, Curtain Walls and Doors Under

Speci fied Pressure Differences Across the Specinmen
ASTM F 883 (1997) Padl ocks
BU LDERS HARDWARE MANUFACTURERS ASSOCI ATI ON ( BHVA)

BHVA L & R Directory (Effective thru Jun 1999) Directory of Certified Locks &
Lat ches

BHVA Cl oser Directory (Effective thru Jul (1999) Directory of Certified Door
Cl osers

BHVA Exit Devices Directory (Effective thru Aug 1998) Directory of Certified
Exit Devices

BHVA A156. 1 (1997) Butts and Hi nges

BHVA Al156. 2 (1996) Bored and Preassenbl ed Locks and Lat ches
BHVA Al156. 3 (1994) Exit Devices

BHVA Al156. 4 (1992) Door Controls - C osers

BHVA Al156.5 (1992) Auxiliary Locks & Associ ated Products
BHVA Al156. 6 (1994) Architectural Door Trim

BHVA Al156. 7 (1997) Tenpl ate H nge Di nensi ons

BHVA Al156. 8 (1994) Door Controls -Overhead Stops and Hol ders
BHVA A156. 13 (1994) Mortise Locks & Latches

BHVA A156. 15 (1995) d oser Hol der Rel ease Devices

BHVA A156. 16 (1989) Auxiliary Hardware

BHVA A156. 17 (1993) Self Cosing Hinges & Pivots

BHVA A156. 18 (1993) Materials and Fini shes

BHVA A156. 19 (1997) Power Assist and Low Energy Power Operated
Door s
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BHVA A156. 20 1996) Strap and Tee Hi nges and Hasps
BHMVA A156. 21 (1996) Threshol ds

DOOR AND HARDWARE | NSTI TUTE ( DHI )

DH Keyi ng Systens (1989) Keying Systenms and Nonencl ature

DH Locations for CSD (1997) Recommended Locations for Builders' Hardware
for Custom Steel Doors and Franes

DH Locations for SSD (1990) Recommended Locations for Architectura
Har dware for Standard Steel Doors and Franes

DH ANSI/DH Al 15.1G (1994) Installation Guide for Doors and Hardware

DH ANSI/DH A115-W (Varies) Wod Door Hardware Standards (Incl Al 15-W
thru Al 15- W)

NATI ONAL FI RE PROTECTI ON ASSCCI ATl ON ( NFPA)

NFPA 80 (1999) Fire Doors and Fire W ndows
NFPA 101 (1997; Errata 97-1; TIA-97-1) Life Safety Code
NFPA 105 (1999) Installation of Snoke-Control Door Assenblies

1.2 SPECI AL TOOLS

Speci al tools, such as those supplied by the manufacturer, unique w enches,
and doggi ng keys, shall be provided as required to adjust hardware itens.

1.3 WARRANTY

Manuf acturer's standard performance guarantees or warranties that extend
beyond a 1 year period shall be provided.

1.4 OPERATI ON AND MAI NTENANCE MANUALS

Si x conpl ete copies of mmintenance instructions listing routine nmaintenance
procedures, possible breakdowns and repairs, and troubl eshooting gui des shal
be provided. The instructions for electro-nagnetic closer holder rel ease
devices shall include sinmplified diagranms as install ed.

2.1 GENERAL HARDWARE REQUI REMENTS

Hardware for exterior primary entry and exit doors, interior heavy use, heavy
wei ght or security doors shall have grade 1 hardware only. Low use exterior
doors and interior doors unless otherw se noted shall have as a m ni mum grade
2 har dwar e.

2.2  TEMPLATES
Requi renents for hardware to be mounted on netal doors or netal frames shal

be coordi nated bet ween hardware manuf acturer and door or frame manuf acturer
by use of tenplates and other information to establish |ocation
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rei nforcement required, size of holes, and simlar details. Tenpl ates of
hi nges shall conformto BHVA Al56. 7.

2.3 HI NGES

Hi nges shall conformto BHVA Al156.1. Hi nges used on netal doors and frames
shal |l also conformto BHVA Al56.7. Except as otherw se specified, hinge sizes
shall conformto the hinge manufacturer's printed recomrendati ons.

2.3.1 Hi nges for Reverse Bevel Doors with Locks

Hi nges for reverse bevel doors with |ocks shall have pins that are made
nonr enpvabl e by nmeans such as a set screw in the barrel, or safety stud, when
the door is in the closed position.

2.3.2 Contractor's Option

Hinges with antifriction bearings may be furnished in lieu of ball bearing
hi nges, except where prohibited for fire doors by the requirements of NFPA
80.

2.4 LOCKS AND LATCHES

Locksets for exterior entry doors to barracks nmodules will conformto BHVA
Al 56.13, function F-13, without stopworks, wth key-renovabl e core cylinder
Locksets for all other doors shall be appropriate for application. Deadbolt
throw shall be 1 inch. Additional replacement cores and keys will be
specified (a mnimumof 10 percent of total |ocksets procured) to allow core
i nterchanges. To the maxi mum extent possible, |ocksets, latch sets and

deadl ocks, and all conponents thereof, including cylinders and renovabl e
cores, shall be the products of a single nmanufacturer. Lock fronts for

doubl e-acting doors shall be rounded. Strikes for wood frames and pairs of
wood doors shall be furnished with wought boxes. Lever handles will be used
when required by the Uni form Federal Accessibility Standards as an aid to
physi cal | y handi capped persons

2.4.1 Morti se Lock and Latch sets

Mortise lock, latch sets, and strikes shall be series 1000 and shall conform
to BHVA Al 56.13, operational Grade 1. Strikes for security doors shall be
rectangul ar without curved lip. Mrtise type | ocks and | atches for doors 1-
3/ 4 inches thick and over shall have adjustable bevel fronts or otherw se
conformto the shape of the door. Mrtise |ocks shall have arnored fronts.

2.4.2 Bored Lock and Latch sets

Bored | ock, latch sets, and strikes shall be series 4000 and shall conformto
BHVA Al 56.2, Grade 1. Bored type |ocks and | atches for doors 1-3/8 inches

thi ck and over shall have adjustable bevel fronts or otherwi se conformto the
shape of the door.

2.4.3 Lock Cylinders (Mrtise, R mand Bored)
Lock cylinders shall conply with BHVA Al 56.5. Lock cylinder shall have not
| ess than six pins except seven pins will be provided for barracks doors.

Cylinders shall have key renmpvable type cores. A naster keying system shal
be provided. An extension of the existing keying systemshall be provided.
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The cylinders shall be compatible with existing | ocks that were manufactured
by Best, have interchangeabl e cores and have a E type keyway. Construction

i nt erchangeabl e cores shall be provided. Disassenbly of knob or |ockset shal
not be required to renove core fromlockset. Al |ocksets and | ockable exit
devi ces shall accept same interchangeabl e cores.

2.4.4 Hasps
Hasps shall conformto BHVA Al 56. 20.
2.4.5 Lock Trim

Lock trimshall be cast, forged, or heavy wought construction of conmercia
plain design. In addition to nmeeting the test requirement of BHMA Al156.2 or
BHVA Al 56. 13, knobs, |ever handles, roses, and escutcheons shall be 0.050
inch thick, if unreinforced. If reinforced, the outer shell shall be 0.035
inch thick and the conbined thickness shall be 0.070 i nch except that knob
shanks shall be 0.060 inch thick. Knob dianeter shall be 2-1/8 to 2-1/4

i nches. Lever handles shall be of plain design with ends returned to no nore
than 1/2 inch fromthe door face.

2.5 EXIT DEVICES AND EXIT DEVI CE ACCESSORI ES

Exit devices and exit device accessories shall conformto BHVA Al 56.3, G ade
1

2.5.1 Exit Devices and Auxiliary ltems

Trim shall be of wrought construction and commercial plain design with

strai ght, beveled, or snoothly rounded sides, corners, and edges. Adjustable
strikes shall be provided for rimtype and vertical rod devices. Open back
strikes shall be provided for pairs of doors with nortise and vertical rod
devi ces; except open back strikes shall be used on | abel ed doors only where
specifically provided for in the published Iistings. Touch bars shall be
provided in lieu of conventional crossbars and arns. Escutcheons shall be
provided not less than 7 by 2-1/4 inches. Escutcheons shall be cut to suit
cylinders and operating trim

2.5.2 Door Coor di nat or

Door coordinator with carry bar shall be Type 21 and shall be provided for
each pair of doors equi pped with an overl apping astragal. The coordi nator my
be gravity or mechanically operated and shall be capable of holding the
active door of a pair open until the inactive door has preceded it in the
closing cycle. Wen used as fire exit hardware, the coordinator and carry bar
shall be listed or |abeled by a nationally recogni zed i ndependent testing

| aboratory.

2.5.3 Renpvabl e Mul |l i ons
Renovabl e nmul lions shall be Type 22 of the box type and shall be used only
with those exit devices for which the mullions were manufactured. Millions

shall be furnished with mullion stabilizers of the same manuf acturer

2.5.4 Aut omatic Flush Bolts
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Autonmatic flush bolts shall be Type 25 in accordance with BHVA Al56. 3, and
shall be installed at the top and bottomof the inactive |eaf of pairs of
fire rated doors where specified in the hardware sets. Flush bolts shall be
nortised in the strike edge of the door

2.6 KEYI NG

Locks shall be keyed in sets or subsets as schedul ed. Locks shall be

furni shed with the manufacturer's standard construction key system Change
keys for |ocks shall be stanped with change nunber and the inscription "US.
Property- Do Not Duplicate." Keys shall be supplied as foll ows:

Locks

3 change keys each | ock
Mast er key sets

2 keys each set
Construction keys

2 keys tota

Bl ank keys

500 tota

The keys shall be furnished to the Contracting O ficer arranged for key
control system storage in sets or subsets as schedul ed.

2.6.1 Manuf acturing and Installation

Per manent core control keys, grand nasters, nasters, or any subnasters wl|
be sent to the PWBC | ocksmith by registered nmail. Keying will be done by the
manuf acturer. Contractor is required to use a registered | ocksnmth who has a
mnimumcertification of Certified Register Locksmth (CRL) certified by the
Associ ated Locksnmiths of Anerica to install all |ock and key systens procured
for the contract. The keying schedul e nust be submitted through the
Contracting Officer to the PWBC Project Manager. The PWBC Real Property

Pl anning Teamw Il then assure the review of the keying schedul e by both the
PWBC key shop and the facility using service for conmpatibility and function
The bitting list, which includes the type of keying systens used and the
actual identification of key cuts and codes, shall be sent by registered mai
to the PWBC key shop. A copy of the approved keying schedul e which identifies
i ndi vi dual keys for each door/lock, shall acconpany the bitting list. The
Contractor will change out all construction cores before final inspection and

all keys will be inserted in the | ocks before final inspection. The
Contractor will surrender all external keys to the construction agency
representative after all work is acconplished and they will be transferred to

PWBC wi th DD Form 1354. No beneficial occupancy date will be authorized unti
t he above requirenents are conpl et ed.

2.7 DOCR CLOSI NG DEVI CES

Door closing devices shall conformto BHVA Al156.4, Grade 1. C osing devices
shal | be products of one manufacturer for each type specified. The opening
resi stance of closing devices shall not exceed 67 N 15 1bf applied at the
latch stile or exceed 22 N 5 1bfwhere | ow opening resistance is schedul ed.
Cl osing devices for doors required to be accessible to persons with

di sabilities shall be noted as "Low Openi ng Resi stance"

2.7.1 Surface Type C osers

SECTI ON 08700 Page 5



Surface type closers shall be Grade 1, C02000 Full Cover wth options PT-4H
I; Size |l or 2 through Size 6, and PT-4D with back check position val ve.
Except as otherw se specified, sizes shall conformto the manufacturer's
publ i shed recommendati ons. C osers for out swi nging exterior doors shall have
paral l el arns or shall be top Janb mounted. Cl osers for doors close to a wal
1 shall be of narrow projection so as not to strike the wall at the 90-degree
open position.

2.8 DOOR CONTRCOLS - OVERHEAD HOLDERS
Door controls - overhead hol ders shall conformto BHVA Al56. 8.
2.9 SMOKE DETECTORS AND ELECTRO- MAGNETI C HOLDERS

Door closers with integral hol d-open device shall conformto BHVA Al156. 15 and
shal | rel ease the door upon activation of the building fire alarm system or
interruption of electric power.

2.10 ARCHI TECTURAL DOOR TRI M
Architectural door trimshall conformto BHVA Al56. 6.
2.10.1 Arnor Pl ates

Armor plates shall be Type J101 stainless steel, 36 inches in height, and 2
inches less in width than the width of the door for single doors and 1 inch
| ess for pairs of doors. Edges of netal plates shall be bevel ed. Were the

door has a louver panel, the arnor plate shall be omtted if top of |ouver

frame is nore than 20 i nches above the bottom of the door. |

2.10.1.1 Ki ck Pl ates

Ki ck plates shall be Type J102 stainless steel. Wdth of plates shall be 2
i nches | ess than door width for single doors and 1 inch less for pairs of
doors. Height shall be 16 inches, except where the bottomrail is |less than
16 inches the plate shall extend to within 1/2 inch of the panel nold or

gl ass bead. Edges of netal plates shall be bevel ed.

2.10.1.2 Mop Pl ates

Mop plates shall be Type J103 stainless steel. Wdth of plates shall be 2

i nches | ess than door width for single doors and 1 inch less for pairs of
doors. The height shall be 4 inches. Edges of netal plates shall be bevel ed.
2.10.2 Push Pl at es

2.10.2.1 Fl at Pl ates

Fl at plates shall be Type J301 0.50-inch thick stainless, size 6 inches by 16
i nches. Edges of netal plates shall be bevel ed.

2.10.2.2 Door Pulls
Door pulls shall be Category J400 stainless steel of plain nodern design.

Pulls for hollow nmetal, mineral core wood or kal anein doors shall be Type
J405 thru-bolted to Type J301 flat push plates.
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2.10.3 Push and Pull Bars

Push and pull bars shall be Category J500, stainless steel. Edges of mounting
pl ates shall be bevel ed.

2.11 AUXI LI ARY HARDWARE

Auxi liary hardware, consisting of door holders and door stops shall conform
to BHVA Al 56.16. Lever extension flushbolts shall be Type L14081. Dust - proof
strikes shall be Type L04011 for doors that are not fire rated. Dust-proof
strikes shall be Type L04021 for fire rated doors.

2.12 M SCELLANEQUS
2.12.1 Met al Threshol ds

Threshol ds shall conformto BHVA Al 56.21. Thresholds for exterior doors shal
be extruded al um num and shall provide proper clearance and an effective seal
wi th weat her stripping. Latching thresholds shall be of such height that the
bottom of the door shall be 1/8 inch over the tread of the threshold and 1/8
inch below the top of the stop. Were required, thresholds shall be nodified
to receive projecting bolts of flush bolts or exit devices. Threshol ds for
doors accessible to the handi capped shall be beveled with sl opes not
exceeding 1:2 and with heights not exceeding 1/2 inch. Air |eakage rate of
weat herstripping shall not exceed 0.5 cubic feet per mnute per lineal foot
of crack when tested in accordance with ASTM E 283 at standard test

condi tions.

2.12.2 Rai n Dri ps

Extruded al umi num not less than 0.07 inch thick, painted. Doorsill rain
drips shall be 1-1/2 inches to 1-3/4 inches high by 5/8 inch projection
Overhead rain drips shall be approximately 1-1/2 inches high by 2-1/2 inches
projection and shall extend 2 inches on either side of the door opening

wi dt h.

2.12.3 Al um num Housed Type Weat herseal s

Weat herseal s of the type indicated shall consist of extruded al um num
retainers not less than 0.07 inch wall thickness with vinyl, neoprene,
silicone rubber, polyurethane or vinyl brush inserts. Al um numshall be clear
(natural) anodi zed. Weat herseal material shall be of an industrial/comercia
grade. Seals shall remain functional through all weather and tenperature
conditions. Air |eakage rate of weatherstripping shall not exceed 0.5 cubic
feet per mnute per lineal foot of crack when tested in accordance with ASTM
E 283 at standard test conditions.

2.12. 4 Gasketi ng

Gasketing shall be a conpression type seal, silicon based, self-adhesive
product for use on steel doorframes with wood or steel doors fire rating as
required. Color shall be bronze. Air |eakage rate of weatherstripping shal
not exceed 0.775 liter per second per lineal meter 0.5 cubic foot per mnute
per lineal foot of crack when tested in accordance with ASTM E 283 at
standard test conditions.

2.12.5 Key Control Storage System
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Key control storage systemshall conformto BHVA Al156.5, Type E8352, capacity
as required, and shall be properly labeled for key identification. Set up
identification |abeling and | ocation of the key control storage shall be as
directed at the predelivery conference.

2.12.6 Door Stops

Wal | stops, floor stops and combination stop and hol ders shall conformto
BHVA A156. 16.

2.13 FASTENI NGS

Fast eni ngs of proper type, size, quantity, and finish shall be supplied with
each article of hardware. Machine screws and expansi on shields shall be used
for attaching hardware to concrete or masonry. Fastenings exposed to the
weat her in the finished work shall be of brass, bronze, or stainless steel
Sex bolts, through bolts, or machine screws and gronmmet nuts, where used on
reverse-bevel exterior doors equipped with half-surface or full-surface

hi nges, shall enploy one-way screws or other approved tanperproof screws.
Screws for the janb | eaf of half-nortise and full-surface hinges attached to
structural steel frames shall be one-way or other approved tanperproof type.

2.14 FI NI SHES

Fi ni shes for all exposed hardware shall conformto satin stainless steel as
identified in BHVA Al156. 18.

2.15 HARDWARE FOR FI RE DOORS

Hardware for fire doors shall conformto the requirenents of NFPA 80and NFPA
101.

--BEnd of Section --
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FY 2003 PROGRAM
PROJECT NUMBER: 43908

No

10.

11.

12.

*3

SPECIFIC INSTRUCTIONS
SOF Weapons Storage and Maintenance Facility
FORT BRAGG, NORTH CAROLINA

The firm will use the A/E/C/ CADD Standard Release 1.8 as prepared by the CADD/GIS
Technology Center. The web site for this standard is http://tsc.wes.army.mil.
On the civil planslabel all structures with abuilding number. Even when they are
scheduled for demolition.
The border sheet should be completed at the CATEGORY CODE areawith the
442-23-01 :
The datafields in the border sheet should be used for all title entry. Also these datafields
should be used as guidance for the size of other text within the body of the drawing.
All drawing files having to do with:
- civil work (work outsidethe 5’ line of the buildings) begins with these characters—
BEH----- file extension
WEAPONS STORAGE BUILDING begins with these characters _
BEI ----- file extension
MAINTENANCE FACILITY Building begins with these characters
BEJ-----.file extension
All fileswill have an eight . three file name length.
Please refer to the little guidance booklet prepared by Savannah District personnel for file
name guidance (TRI_SERV.PPT).
All CD’s submitted for review must be labeled the review phase and the complete project
name. Also this reference number should be placed on the CD submittals (this can be
hand written) BR918.
All fileswill be prepared with or completely compatible with MicroStation latest version.
At each review the design files will be submitted. At the 100% design submittal .CAL
files of each drawing will also be submitted for Electronic Bid Set preparation. Nancy
Traywick isyour POC for EBS submittals (912)652-5853.
The use of model (referencefiles) filesis strongly encouraged because it makes changes
and revisions so much more complete. When you change the model file, the other files
are updated at the same time because they reference the model file.
Please get with Spatial Engineering Section for the latest border sheets before you begin
design. There are two sets of border sheets. Oneisfor English unit designs and the other
isfor metric. Your COE Project Manager will know which units this design should use.
Have this information ready when the border sheets are requested.
Cadll Nancy Traywick or Susan Usher if you have questions. 912-652-5853 or 912-652-
5120.

1. On the border sheet Edit the column heading" FILE NO." toread "FILE NAME" .

Then add the electronic active file names beside the drawing titles. NEW

REQUIREMENT.

_2. Ft Bragg hasvery strict quidelinesfor the Civil design drawings. North Must beto

thetop of thedrawing. Further design MUST bereoriented.

1 (Revised by Amendment No. 0003)



3. Ft Bragg hasissued guidance stating that survey datum must be NAD 83 North

Carolina State Plane Coordinate System. Ft Bragg is adamant about this and will

return work not designed to fit the master plan electronically.

Fort Bragg Guiddinesfor Civil Design drawings:

The contractor shall provide a pre-work map prior to site disturbance:

1

A single map of the entire siteindicating the location of all existing and proposed
utilities and other constructionsto include the footprint of structures, paving
(including curbing), sddewalks, and other relevant planimetric features.

Themap will beregistered to the North Carolina State Plane Coor dinate System —
Zone 3200 — NADS83 -- U.S. Survey Feet. Elevation unitswill be MSL GRS80 U.S.
Survey Feet.

Due north on the map will be as viewed from the bottom of the map. Rotations will
not be allowed nor will orientation to M agnetic North.

Themap will contain a labeled coordinate grid with spacing appropriate to the map
extents. For instance, a map scale of 1"=30" will have coordinates|abeled at 100’
intervals north/south and east/west.

A minimum of four tie-in pointswill be labeled on the map located near the four
cornersof themap. Thetie-in pointswill show a symbol at the location of the point
and a label indicating the Northing and Easting of each point.

All utilities on the map will beclearly labeled asto size and material. Wher e utilities
areto beenclosed in conduits or duct work, a section of the duct will be shown
clearly indicating the dimensions and material of the duct, the contents of the duct
such aswire size and type of conductor, whether conductor isprimary or neutral,
number of conductors, hot water supply or return, pipe size, insulation type and
thickness, etc.

Themap will show theinvert elevation of all manholes aswell astheinvert of each
pipejoining amanhole aswell astheinvert and character of all outfalls.

The contractor shall modify the pre-work map at construction completion to indicate

1

the as-built character of all site components:

This map will conform to the specifications of the pre-work map and be free of any
superfluous construction detail. Theintent isto show As-Built conditions and should
not include any components that are not as-built, i.e., if the prework map showed a
water line 3 from a curb and was constructed 4’ from the curb, the as-built map
will show only thefinal location of the water line.

Themap will clearly indicate thefinal grade of the site at a contour interval not
greater than one foot.

Thefinal inverts of all utilitieswill be shown. Wher e utilities wereinstalled which
follow the surface of the ground, the depth of that utility will beindicated. Where
thereisavariancein the depth of the utility, the break point and char acter of
variance will be shown.

Themap will clearly show any utilitiesinstalled with a trace wire and/or_cathodic
protection.

The map will show aminimum of two tie pointsfor all subsurface control devicesto
include valves, manholes, handholes, switches, etc. Thetie-pointswill be directed
such that they form atriangle with no inclusive angle lessthan 30° or greater than
150°. No leg of thetriangle will be longer than 100'. Valid tie-pointswill run to

2 (Revised by Amendment No. 0003)



identifiable above ground objects such as poles or building cornersasisin kegping
of good survey practicefor therecovery of monuments.
Themap will clearly indicate the entry point and character of all utilitiesrunning to

or from structures.

3 (Revised by Amendment No. 0003)



SOF Weapons Training Facility DACAZ21-03-R-0024
Fort Bragg, North Carolina

PART 3:
Architect Engineer Checklist of Items Governing Design for
Arms Vault Constructed in Accordance with DOD 5 100.76M

The enclosed Architect Engineer Checklist describes the requirements for a standard 8"
thick concrete wall vault system. Based on the threat analysis described in section
01010 paragraph 21.6.1, vaults in this project are required to be 24-inch thick reinforced
concrete walls. Coordination with the qualified engineer personnel that will verify the
structural composition of the vaults needs to occur for this change in wall thickness.

APPENDIX L



ARCHITECT ENGINEER CHECKLIST FOR ITEMS

GOVERNING DESIGN FOR ARMS VAULT

CONSTRUCTED IN ACCORDANCE WITH DOD 5100.76M

Base {FY |Contract
Na. |
Project L.I.
Firm Name Date
Yes No N/A
A. FLOORS:

1. 6-inch thick concreze slabs reinforced with
6x6-waxiw4 mesh.

2. 6-inch thick concrete slabs reinforced with
steel bars (floor forms the ceiling of under-
Taying room or area).

3. foqfh concrete topping over existing floor
slab.

4. Existing slabs removed and replaced with new
&é-inches of reinforced concrete.

WALLS:
1. B-inch concrete reinforced with No.4 bars at
9-inches on center in each direction and
staggered cn aach face to form a grid
approximately 4-1/2 inches square.

2. 8-inch concrete masonry units with No. 4 bars
threaded through masonr¥ units cavities at 8
inches o.c. with all cells filled with mortar
or concrete, and horizontal joint reinforcing
required at every course.

3. 8-inches of brick interlocked between inner
and outer courses.

4. Existing walis: New 8-inch reinforced (inner)
(o%ger) walls constructed against existing
walis.

CEILING:

1. 8-inch) concrete slab reinforced with No, 4
bars minimum, and forming a grid where the
area of any opening does not exceed 56
square inches.

2. <Concrete pPan Joist: Thinnest portion of joist
not less than 6-inches and the clear
space between joist not exceed 20-inches.
reinforcing bars spacing form a grid where the
area of any operming does not exceed 96 square

inches.

3. inch concreve topping provided over
existing concrete ceiling slab. Reinforcing
bars spacing from a grid where the area of
any opening does not exceed 96 square inches.

DOORS :

1. poors provided to Arms vault. Each door
1-3/4-inch thick solid wood core with 1Z-gauge
metal plate securely attached to outside
face. (Chapter 4, paragraph B.1.a.(4)(a} of
DoD 3100.76-M).

2. poors provided to Arms vault. Doors shall be
1-3/4-inch thick hollow metal industrial
type internally reinforced vertically with
continuous steel stiffeners spaced 6-inches

EXHIBIT A-3-1
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maximum on center. Minimum thickness or skin
plate of doors is not less than 14 gauge. —

3. One Class 5 steel vault door (Fed. Spec. AA-D-6008)
with a built-in three position dial-type changeable
ggmb-i nation lock used in lieu of door described
ove, _— — —_—

E. ARMS PASS WINDOW DOCRS: N
Pass window openings provided protection in _accordance
;v;a:(l)‘: ;:gaapter 4, paragraph (5)(a)l.,2.,3., of DOD
. 76-M. — R J———

F: DCORS AND PASS WINDOW FRAMES:
Frames are designed in accordance with chapter 4,
paragraph b.(4){a)1., of DoD 5100.76-M. - — e

G: HARDWARE FOR DOORS:

1. LOcKS (cChapter 4, paragraph B.1.a.{(8) DOD

5100.76-M. — - —
a. Door provided with a high security Tocking
device, R - J—

b. osoor provided with a high security hasp and
padlock. - — —

2. Deor hinges are (Ffixed-pin security type) (safety-stud
ki nges% {with hinge pins spot welded) To prevent
removal. — —_— —

3. Hinge mounting screws not exposed to the cutside
of the Arms Rooms. —— _— —

H. OPENINGS (Walls or Ceilings): .
1. No openings required in walls or ceilings.

2. all openings greater than 96 square inches
protected by a rod-and-bar grid as per-
scribed in Chapter 4, paragraph (5)(a) 1., 2., and

3., of pov 5100.76-M. _ —_ _

I. ARMS ROOM ANCHOR RINGS;
anchor rings provided at Arms Room walls to
secure arms racks. I . —

Ancher ring size , mounting height and spacing
indicated on drawings. —_— —_

J. SECURITY LIGHTING:
Interior entrances to Arms Roocms illuminated a
minimum of .10 foot candle at any point
within a 20-foot radius of the entrance, - —_ —_

K. INTRUSION DETECTION SYSTEM: .
Intrusion alarm detection system provided for
vau"itgs) as required in chapter 3, paragraph
F., of DOD 5100.76-M.

[95T any waivers, unusual reguirements and additional Teatures provided.

(attach additional pages if required)

CERTIFICATION OF COMPLIANCE WITH CRITERYA SET FORTH IN OOD 3100.76-M

AE CONTRACTOR RESPONSIBLE FOR DESIGN:

EXHIBIT A-3-1
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